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HH IEEDR Hackers Could Commandeer New Planes Through Passenger Wi-Fi

HACRERS COULD COMMANDEER

| ,T | }ITI“'II"‘I MITNhATTANTY
NE“ pLA Some activities at DTU/(BT

A (Q
pf\bSENG Adapting DLM for dealing Airbus needs.

Information flow control challenges:
« * Onboard inter-domain gateways;
* data-dependent routing.

Approach:
St » combine DLM with Hoare Logics;
= =# e« DLM model that can deal with the Airbus gateway.
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Q : Processes

px->qy k; ga->rz:k'; qy ->rz:k

memory

/Xt] E 0 N
y y,D




kl

) ) ) )

Py
Py L 3
N
¢¢

channels

{'L\ts f(ow?

yE] s

2[*]

Processes

px->qy:k; ga->rz:k'; qy ->r.z:
olo we have memory

4 N

k



IL_QPI.CG{ SJar\/l'ce/Profoco(S cl»\omogra{)l«'u

u.name —=> rp.user : a ;
rp.user => ip.id : b ;
u.my_pwd -> ip.pwd : a ;
if check(id,pwd)@ip then
ip. “ok” => rp.“ok” : b;
rp.class(user) => s.class : c
else
ip. “fail” => rp."fail” : b ;
rp. ‘na” ->s.class : c;
(‘ip.rep(id) => rp.report : b
| ( data := first(class) @ s;
while data # nil @s do
s.data -> u.info : a ;
data := data.next @ s
then
s."end” -> u.info:a ))

alname ;
almy_pwd ;
loop
a?info
@ (a?"end” ;
break )

atuser ;

bluser ;

( (b?"ok" ;
c!class(user))
@ (b?“fail" )

C! unan ;

| b?report ;

rp

b?id ;
a’pwd ;
if check(id,pwd) then
b!“ok”
else
b! “fail” ;
b'rep(id) ;

c?class ;
data := first(class) ;
while data # nil then
aldata :
data := data.next ;
then
al“end” :




HPC choreographies?

A.x2 -> B.y : k;

o map-reduce (2 processes)
x1 : =f(x1) @A |y :=f(y) @B

DK

B:y -> A.x2 : k;

z := aggregate(xl,x2) @ A;

Ao A2 K25 AL o A3 KB: map-reduce (3 Processu)

C
x1 : = f(x1) @ A1 | x2 : = f(x2) @ A2 | x3 : = f(x3) @ A3
DK
A2 -> Al : k2;
A3 -> Al : k3;

z := aggregate(x1l,x2,x3) @ Al;
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px->qy:k; ga->rz:k' ; qy ->rz:Kk

Explictt dataflow



px->qy:k; ga->rz:k' ; qy ->rz:Kk

“some’ tmplicit dataflow
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INTERACTION-ORIENTED
CHOREOGRAPHIES




Trace-based semantics

Traces(C1q;C5)
Traces(Cy | C3)
Traces(if e@p then C; else Cy)
)
) =

Traces(C1) Traces(Cs)

Tmces(Cl) X Traces(C5)

Op (Traces(C1) U Traces(C2))
©p (Traces(Ct) e@p)* Traces(Cs)

Traces(while e@p do Cy then Cs

Traces(A

14}

Traces : C — 24
A=AU{e@p | e € Expr,p € Prin}



Well-Formeduess criteria for choreographies

C' is well-formed if

1. every occurrence of 'y | Co in C should be such that

en(C1) Nen(Cq) = 0;

2. all traces o € Traces(C) satisfy the following condition:
If o = oc’'afoc”, with a, 8 € A then

pn(a) N pn(B) # 0
or
o' Bac” € Traces(C).



INFORMATION
FLOWS




Graph-based Flows and thetr composition
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Fig. 5. Flows Fy (top left), Id¢, . .} (bottom left), F1 ® Idy,. ./ 3 (mid) and F2 (right).

Flow graphs as terms, 2.9. (F1 ®@ Idy, v 1) 0 F'2
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name > user —— > id ~ ? Class
my_pwd report pwd data
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Examples of fFlow awnotations (i)
- explicit data Flows ouly -

flow(a) = lflow(a) @ Ient\en(a) Iflow(skip) = 0
lflow(e@p) lflow(z := e @p)
Do ® ... P Do ® e, P
T1 o- T1 T o o O T
oo 1
Tn, o Tn . .
Ty o O T T

fn(e) ={z1,...,zpn}
f(e) ={y1,.. -, ym}



Examples of Flow awnotations (i1)
- some tmplictt Flows wmcluded -

flow(a) = lflow(a) @ Ient\en(a) Iflow(skip) = 0
lflow(e@p) lflow(z := e @p)
Do ® ... P Do ® e, P
T1oo "] 5 zoo o g
.. T N 1
Ly o O - T,
L v O 7 Tn

fn(e) ={z1,...,zpn}
f(e) ={y1,.. -, ym}



Examples of Flow awnotations (i1)
- tmplicit Flows tncluded -

flow(a) = lflow(a) @ Ient\en(a) Iflow(skip) = 0
lflow(e@p) lflow(z := e @p)
P ° . P Do ® e, P
T1oo "] 5 zoo o g
A
Ly o O 7 T e . :
L v O 7 Tn

Well-formed aunotations

flows : A — F is well-formed iff
Va € A : flows(a) = F @ Igng\en(r) A en(F) C en(a)

fn(e) ={z1,...,zpn}
f(e) ={y1,.. -, ym}



CHECKING
INFORMATION FLOW
POLICIES




When (s a Pof[cy SalLl.Sfl.-QO(?

iff Traces(C) = 11
iff VoeTl :o=11
iff o =0"0'c" =o' 11
iff flows(o) E I
iff Vn,n' € en(Il) :
ir(n) =G, or(n') = in(n) =g, on(7')

D QqQ 9 N QO

T T
SESESESEN

ln words: no sub-frace can have a flow

not allowed by the policy.



Clmeckl.mg fyPQS/PO{l.Cl.QS

(Eut)F Oy T FCo: T FC1 I FCo: I AT
FC1;Cq: I FCL | Co: I HA:IT
8@p|=ﬂ |—01:H I_C2:H 8@p|=ﬂ |—01:H I_CQZH
- if eQp then C else Cy : I - while e@p do C7 then Cs : I1
Main result

= C' Il then C =11

ln practice: Just check all actions and conditions.



inferring types/over-approximating Flows

w(Eub)FCL:Fy,  FCy: Fy FCL P ROy By

FCh1;C2: F1 © F FC1|C2: F1 ® Fy = A : flow(F)

= Cl . Fl = 02 . F2
- if e@p then C; else Cs : flows(e@p) ® (F1 ® F»))

FCh: Fy = Co: Fy P
- while e@p do C; then C: : flows(e@p) ® (F1 ® flows(e@Qp)}yJ o Fy

where FOG=FQGQ® (FoQG)

Conyecture

= C : F then C = F
C [= N could be checked by checking F [= T




CONCLUDING
REMARKS




Summary

Simple choreography description language to
provide interaction-oriented specifications
of concurrent systems

Graph-based information flow specifications
(i) semantics (flow annotations for events)
(i) policies

Sound type system based on over-approximation
of the flows in a specification



Future work?

Some issues/extensions worth considering:
* Over- and Under-approximations

* Type inference

* Non-interference

* Intransitive policies

* Compositionality and Dynamicity

* HPC primitives (e.g. MPI-like scatter/agg.)
* Projections (distributed implementation)



THANKS!
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Questions?

albl@dtu.dk
albertolluch.com
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