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This will provide the opportunity for informal discussions about the issues raised during the workshop. The
day will be spent on the Isle of Arran, off the west Coast of Scotland. The intention is to meet outside the
Department of Computer Science at 07:30. We will be taking the train because this connects directly with
the CalMac (http://www.calmac.co.uk) ferry onto the Island. Anyone who misses the first rendez-vous can
meet us underneath the large clock at Central Station for 08:00 (Buchanan Street is the nearest Underground
station). Trains depart from Glasgow Central station at 08:33, arrives at Ardrossan harbour at 09:25. The
ferry leaves for Arran at 09:45. Ferry arrives at Brodick on Arran at 10:40. The ferry departs Brodick at
16:40, arrives Ardrossan 17:35. Thetrain arrives at Glasgow Central 18:52. There is an additional service
departing Brodick at 19:20, arriving at Ardrossan to connect with the 20:30 that arrives into Glasgow at
21:22.

If anyone misses this departure then they will have to spend the night on the Island (there are lots of hotels
and bed & breakfast places). Arran Tourist Office can be contacted on 01770-302140 or 01292 678100
(http://www.ayrshire-arran.com/arran.htm) for hotel accommodation and other enquiries. The whiskey
digtillery is open for visits from 10.00-18.00 and can be contacted on 01292 678100.

Out Monday to Saturday Sunday
%g?&w 0833 1115 | 1415 | 1650 | 1915 | 0840 | 1115 | 1405 | 1655
dep Friday

only
Ardrossan 0945 1230 1515 1800 2030 0945 1230 1515 1800
dep
Brodick 1040 1325 1610 1855 2125 1040 1325 1610 1855
arr.
Return Monday to Saturday Sunday
Brodick 0820 | 1105 | 1350 | 1640 | 1920 | 2140 1105 | 1350 | 1640 1920
dep Fridays

only

Ardrossan | 0915 | 1200 | 1445 1735 | 2015 2235 1200 1445 1735 2015
arr

Glasgow 1022 1322 1622 1852 2122 - 1328 1550 1850 2117
Centra arr
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Restaurantsin the Local Area
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Vicinity

Cirentl Western Rosd

4]

ug.
Lilvbank Gardens
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@ Hillkead 1 nderpround @ Computing Scicnee
Salion Diept.

El Fub - most 5el] food

A 16 Byers Rd - Bistro

B Whistler's mother -Bistro
C The Amber - Chinese
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F The Puppet Theatre -High quality French
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Downstairs expensive restaurant

——'\ Upstairs cheaper pub food

[: J The Ashoka- Indian

K The Grosvenor - cheap caffe

M Jinty McGinty's - Irish pub & bar food
O The Metro - salads, hot dishes

Q The Parthenon - Greek food
R Burger King
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Security Threat Assessment across Large Network
Infrastructures

Grigorios Fragkos, Andrew Blyth

School of Computing, University of Glamorgan, Cardiff, CF37 1DL, Wales
{ ofragkos, ajcblyth} @glam.ac.uk

Abstract: Despite the advantages by the Intrusion Detection community and Computer Network Defense,
network infrastructures still suffers from the danger of targeted and untargeted network attacks. Most of the
ongoing research is focused on protecting a single network or even a larger infrastructure without providing
the bigger picture of how to protect a number of large homogeneous and heterogeneous network
infrastructures. This can be achieved by combining their existing capabilities and by making them to work
together in order to develop a holistic picture of how to perform network defense. Also, the need for more
dynamic solution in the area of threat assessment by following the path of real-time analysis is presented.
Finally, this work tries to explain, in realistic terms, up to what level security can be considered achievable
and how existing intelligent technol ogies could be used in order to reach this point.

Keywords: Security, Threat Assessment, Large Network Infrastructures, Intrusion Detection Systems,
Computer Network Defense, Real Time, NISCC, CNI

Introduction

Security incidents in the last years have been increasing so rapidly that the algebraic definition “geometrical
progression” could be used in order to describe/characterise their exponential increment. The reported
incidents have evolved from 6 in 1988 to 21756 in 2000 and consequently to 137529 in 2003 [CERT 2003].
Due to the fact that enterprises, companies, organization, large/small businesses often have serious reasons
not to report security incidents and keep secret any damage that might have occurred, the aluded number in
thereal world, is definitely larger.

“Many companies still seem unwilling to report e-crime for fear of damaging their reputation,” says Larry
Johnson, Special Agent in Charge, Criminal Investigative Division, United States Secret Service. “However,
as we see with this survey, ignoring the problem or dealing with it quietly is not working. The question is not
why can’t we stop these criminal acts from happening, but rather, why are we allowing them to take place?
The technology and resources are there to effectively fight this. We just need to work smarter to do it.”

Referring to the above quote made by Larry Johnson and especially where technology and resources are
pointed out we will try to answer questions like: a) why do network infrastructures still suffer from attacks
and why do we till wondering why we cannot deal efficiently with the security related issues by taking
active countermeasures against them. b) Should today’s security, still be considered as a technology
problem? ¢) How and what kind of system, built with security in mind, could protect large network
infrastructures efficiently by performing threat assessment?

Defining Security

Within the ISO 17799 the term “ Information Security” is defined as* Security Preservation of confidentiality,
integrity and availability” and “Threat” is defined as“ A potential cause of an icident that may result in harm
to a system or organization”. A prior requirement to distinguish before conducting any discussions
considering the process of threat assessment in large infrastructures, we should try to have a complete
understanding of the word “security”.

The Cambridge Dictionary describes security as:
“The ability to avoid being harmed by any risk, danger or threat”

Also, the Oxford English Dictionary describes security as:
“The state of being or feeling secure”

In both cases the definitions lack to describe the word security for obvious reasons. In the first case it is
impossible in any way to predict and avoid being harmed from ANY risk, ANY danger and ANY threat. In
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order to make this definition more realistic we will add a single word and alter the definition to: “The ability
to avoid being “ irrecoverably” harmed by any risk, danger or threat”. On the other hand, the latter definition
fails to determine the level of the “..state of being or feeling secure”. Consequently, which is the level of
security which can be considered as secure enough? Also, Oxford’s definition, by not defining the desirable
level of the “state”, fall into a recursive loop when including the word “secure” within the definition, where
“secure” is described as “protected against attack or other criminal activity”.

Therefore the definitions should not be considered as absolute definitions/descriptions of the word “ security”
in the real world due to the fact that they individually describe a practically impossible goal. Consequently, in
order to describe security in a more realistic way we could combine the two definitions and define security
as:

The state of being or feeling secure, by having the ability to avoid being irrecoverably harmed by any risk,
danger or threat, when/for protecting a specific asset. As the word “irrecoverably” does not exit in the
dictionary as an adverb of the existing word “irrecoverable” (adjective) we should rearrange the sentence in
order to be exact and absolute concerning the words used within the definition. Thus, the final definition
should define security as:

The state of being or feeling secure, by having the ability to avoid being harmed at an irrecoverable level, by
any risk, danger or threat, when/for protecting a specific asset. (Author’s definition, where “secure” is
defined according to the Oxford' s dictionary definition)

Applying the definition in real life and considering as an asset any key element (small or large) that we
should be securing (i.e. Computer’ s Password, Server Room, University’s Network) it is easier to identify/set
independently the required state/level of security that is necessary for each element. Thus, having in mind
the above definition, we will try to describe why the architecture presented later in the paper could be
considered suitable to perform security threat assessment in large network infrastructures and how this
architecture sets the frontiers by establishing the proper intelligent defend mechanism to protect our network.

NISCC, CNI, and Smart Procurement
The National Infrastructure Security Co-ordination Centre (NISCC) was set up in 1999 based on government
resources from many departments (Defense, Central Government Policy, Trade, the Intelligence Agencies
and Law Enforcement) in order to ensure the continuity of society in time of crisis. “ A fundamental role for
any government is to ensure the continuity of society in times of crisis. This often involves providing extra
protection to essential services and systems to make them more resistant to disruption and better able to
recover quickly” [NISCC 2005]. These essential services and systems mentioned above are known in the
U.K. as Critical National Infrastructure (CNI) and due to the fact that NISCC cooperates with different types
of infrastructures without limiting itself by geographical borders. Thus, it allows the bridge of distributed
sources of information in order to be able to conduct Threat Assessment, Outreach, Response and Research
& Development [NISCC 2005]. On the other hand CNI specifically deals with assets, services and systems
that support the economic, political and social life of the UK whose importance is such that any entire or
partial loss or compromise could:

cause large scale loss of life

have a serious impact on the national economy

have other grave social consequences for the community

be of immediate concern to the national government
[NISCC 2005]

Thinking of the types of systems, services and assets which the above points have direct impact upon it is
obvious that we will come up with categories in various sectors. In the UK, the CNI is categorized as ten
interdependent sectors. Communications, Emergency Services, Energy, Finance, Food, Government &
Public Service, Health, Public Safety, Transport and Water [NISCC 2005]. Consequently, security incidents
having as target such types of infrastructures may have catastrophic results, not only in a limited and
restricted form but in awider and broadly manner.

Having in mind the above information about the already existed NISCC we should try to take a step back and
see the bigger picture and the resources that could be beneficial in terms of securing such assets. We could
try to expand existed computer and network defensive technol ogies by combining them with the information
and services provided by the NISCC. Thus, to design and develop a mechanism or some prototype
architecture that could easily applied in large infrastructures. This will have as result to control and prevent
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further damage by mitigating external risks. For example, having in mind the health sector and by choosing
Hospitals from various geographical |ocations we could have an information gathering mechanism in order to
assess the security risks and threats from around the world. A similar idea can be applied to the education
sector and consequently to any other large infrastructure that could interchange information for a common
purpose. In the following schematic approach [Figure 1] aprimarily design of the alluded idea is presented.

_ University
University B —
A University
C
Corporation _
A University
D
Corporation Non-Governmental
B Organization
University
E (Glam)
i Threat Intelligent
i Assessment |

Engine

Figure 1 — Primarily design of the Security Threat A ssessment

The process of threat assessment is our fina goal but before getting to that point we should analyse the nature
of the “Intelligent Engine’. This part of the architecture is based on technologies currently available and
which we will discuss later on. Until now we managed to propose and describe a future implementation of a
wider approach around the idea of security threat assessment. At this point, the opportunity is given to
understand why the definition of the word security has been redefined previously. According to the novel
definition we are in a position to understand how important every asset is, in such critica systems which we
are trying to protect, (even in these large scale environments) and thus we can define the level of security to
be applied for each and every one of them.

Of course, today’s Intrusion Detection Systems can help us protect these kinds of networks but as it was
mentioned previously the actual merge and cross reference of information gathering generated from various
sources must take place manually and by a human. Thus, in alarger or aseries of larger networks the security
analyst will have to spend days or even many months in order to produce a final report. Consequently, the
problem security experts have when defending such networks is the lack of an intelligent engine that will
minimize or even eliminate the vast and unnecessary amount of information. Moreover, this intelligent and
efficient way should minimize and finally try to eliminate the amount of time spent from the moment the
attack has started until the moment our defending system has picked up the ongoing attack. In other words,
the need of an intelligent system that will be capable of performing security threat assessment in real-time
should be considered mandatory in the future.

Despite the implementation issues surrounding such a project we should be aware of the cost and manpower
needed for this type of network interconnection. However, we should also be aware of the cost and the
consequences if a successful attack takes place against a large infrastructure (i.e. Electricity Distribution
Centres in the U.K.). Thus, the idea of smart procurement should be taken seriously under consideration at
this point of time [Humphry 1998]. Smart procurement refers to the financial issues arising when we have to
deal with such large projects. In a similar way the Ministry of Defence of the U.K. is applying Smart
Procurement in order to calculate if the amount of available resources needed for purchasing military
equipment, is equivalent to the amount of equipment they need to purchase [MoD 2001]. Apparently, larger
and larger quantities of financial resources and man-hours are spent on setting security frameworks in
enterprises and organizations. However, this has never been a stopping point for attacker due to statistical
proofs [Goodwin 2002].
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In our case scenario Smart Procurement can be used and applied in a very efficient way due to the fact that
existing network infrastructures have the required hardware in order to help us build our defending system.
They are composed of computer systems that can be used as sensors for reporting al the network activity to
the Intelligent Engine. The question now is, how and in what way is this feasible from the today's
technological point of view, and of course if we have some or any limitations in developing such a system
today.

State of the Art Network Defending Systems

The Intrusion Detection community is trying to automate the process of identifying, anayzing and
responding to procedures when security incidents have been identified. Every logging-capable network
component such as routers, firewalls, IDS, honey pots, etc. is generates a vast amount of audit data. The
cross-reference, merge, analysis and assessment of such information must till be done by humans [Blyth
2003] in order to be efficient and capable of concluding into final results. The manual response is not feasible
especially when an attack has targeted a larger scale network infrastructure and even more when the attack is
against multiple network infrastructures.

The heart of Intrusion Detection Systems (IDS) relies on four groups according to the technology used to
detect events, Network Based, Host Based, Application Based and Stack Based [Debar 1999], [Anderson
1995], and the combination of three major factors for conducting the detection; Misuse detection, Anomaly
detection and Specification-based detection [Biermann 2001], [Lippmann 1998], [Lunt 1993], [Debar 1999].
Finally, IDS can be characterized as passive or reactive depending on the type of actions taken by the system
when an attack has been identified. The taxonomy of IDS [Debar 1999] along with the techniques and
approaches that surround and apply to these systems are discussed by Verwoerd and Hunt [Verwoerd 2002].
A generic overview of the IDS technologies as mentioned and categorised previously are showed in [Figure
2] in an Object-Oriented approach using the Unified Markup Language (UML) notation.

Figure 2 - Generic overview of the IDS technol ogies mentioned in the paper

However, the solutions that are provided by the IDS and Computer Network Defense (CND) community are
to be applied across a single network and/or individual systems which are usually determined by their
geographical position. Some steps have been taken towards to a more distributed approach that led to systems
like SnortNet [ Fyodor 2000] and Prelude [Prelude 2004] but also in this case IDS are primarily developed for
a single network infrastructure. Currently, ideas like the Grid for Digital Security have been introduce in
order to provide a peer-to-peer based network approach [Pilgermann 2005]. Thus, this non-centralized
communication architecture, which can bridge homogeneous and heterogeneous network infrastructures, can
take advantage of trusted relationships in order to allow an intelligent system to perform security threat
assessment.
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The term “non-centralized communication architecture”, mentioned previously, demonstrates the dynamic
nature of the proposed system. According to the primarily design of the Security Threat Assessment [Figure
1], the Intelligent Engine resides behind the node “University E”. This is not why the Threat Assessment
process is taking place within the particular university but because this is the university that is being under
attack at the moment. So, if we assume that for some reason a number of universities are under a Distributed
Denial of Service (DDoS) attack al the valuable details about the origins of the attack will be passed directly
to al the nodes of the infrastructuresin order to keep them updated. Each university has an Intelligent Engine
to perform threat assessment and which will take all the necessary actions. The results of the assessment can
then be passed onto the other nodes instantly. Consequently, universities that are not yet under attack will be
in a position to expect similar network traffic and therefore to prevent and block such an attack. However,
this type of threat assessment requires it to take place in real time and not after the attack has finished or the
entire infrastructure has been penetrated by malicious attackers. On the other hand, the exploitation of a novel
vulnerability can be avoided due to the classified object-oriented architecture of network events [Morakis
20034, [Morakis 2003b] and decision making by using vulnerability trees [Vidalis 2003], used by the
Intelligent Engine, the defending system could have a notional understanding of the network traffic and
security incidents.

Summarizing the above, combing all the techniques and technologies mentioned up to now, a large
infrastructure could not only be able to be correctly administrated but also to have a notional understanding
of the security incidents occurring on the network. Thus, the elevation from static IDS into more reliable
dynamic IDS can be considered more efficient to stand against attack vectors like targeted (knowledgeable
attacker by using social engineering, new unknown vulnerabilities like zero day exploits) and untargeted
attacks (known vulnerabilities not yet patched).

Theneed for Real — Time Threat Assessment

The rea time threat assessment has two very important goals. The first goal is to minimize the time from the
moment an attack actually started until the moment our defense system is able to identify it as an attack. The
second goal which we are trying to achieve is to minimize the amount of time that is essential by our system
to take any required actions or deploy a set of countermeasures before the attack has finished. Explaining the
attack — response timeframes we should consider the following figure [Figure 3].

A
8 | — j
=] | |
o E ! |
2 o «— —>
g. % ! 1
:t@ < (X) P>
2 2 '
8 d1 2
L "
al | :I a2l | tim:
]
e () — >
al - Attack Started o
a2 - Attack Finished - Lasting time of an attack
d1 - Detected Attack - Timeframe for the moment an
d2 - Deploy Countermeasures attack detected until the moment

the attack was blocked.

Figure 3 — Explaining the attack timeframes

The capital letter delta ( ) represent the total time from the beginning of an attack until the moment we took
any required actions to stop it. However if > (y) we cannot assume that the countermeasure put in place
has prevented the attacker for gaining what he/she wanted, where (y) is the time between the moment we
realized that we are under attack until the moment that we took any necessary actions which deployed
countermeasures to avoid being harmed. As motioned previously there are two goals to be achieved in order
to successfully protect the infrastructure. According to the figure these are represented by the timeframe  (x)
and the second goal by the timeframe (y).

This can be achieved using two approaches. The first approach which is obvious is to minimize both
timeframes in order to achieve the required result. The second approach is to stretch the timeframe on the
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figure represented by the value . The value , as can be seen in the figure, represents the amount of time that
an actual attack is taking to be completed. An attack can be considered that it has been completed when we
have successfully prevented and blocked it or it has somehow achieved its goal. The second approach of
expanding the time, that an actual attack will take, is quite trivial. However, it can be done by using
honeypots, virtual or not, but there are still ethical issues surrounding this approach. On the other hand,
minimizing the timeframes (x) and (y), where = (x) + (y), what we are actually trying to achieveisto
minimize up to the point where < . In order to achieve that we could minimize (y) combining today’s
existing technologies (e.g. Hardware Components, Processing Power, Paralel Processing, Artificial
Intelligence and Software Advances). Thus, even if we try to minimize the timeframe (y) it won’t be useful
if (X) < . The timeframe (y) depends on continually researched sectors, so, in the future as these
technologies evolve, the amount of time required for (y) will always be shrinking. Consequently, the only
timeframe left to be compressed is (x). Again, by combining technologies, in order to invent an Intelligent
Engine, it is possible to minimize this time. One very important key point to minimize this timeframe is to
provide our defending system with “prior intelligence”. This prior intelligence is provided by every little
component that our large infrastructure is consisting of by the interchanging of information. Thus, even if
someone succeeds in compromising successfully a machine and even if the impact of the attack is critical the
rest of the important components of our system will be instantly aware of the danger and they will try to
defend themselves, because now they have prior intelligence concerning this particular attack.

Because and are totaly depending from each other we have some limitation on the scale that we can
minimize by the nature of the problem. On the other hand can be as small as it can be but depending on
the nature of the attack (e.g. type and target service or component) and how small is we could profile the
attacker. Thus, not only will we be aware of the ongoing attack but also have a notional understanding of
similar attacks. Therefore, no matter how clever an attacker can be we are setting our defence mechanisms to
become smarter and smarter by understanding what the attackers are trying to achieve.

Performing Real — Time Threat Assessment

Incontrovertibly, such a system demands detailed research to be undertaken that will cover all the minor and
difficult aspects of the project. As mentioned earlier the system will be applied across homogeneous and
heterogeneous infrastructures. Thisis the first task that we should try to specify the easiest, most efficient and
reliable way of bridging such networks and especially without having to reconfigure them. Ongoing research
in this area has shown that it is possible to take audit data in various formats from various sources and unify
the information gathered [Avourdiadis 2005]. Consequently this alows the information to be stored in a
single database schema for further analysis and data mining.

The Intelligent Engine responsibility will be to perform real-time threat assessment which will be a
combination of designing techniques and software implementations. This will consist of a classification
database which categorises network events in an object-oriented form, smart load balancers, combination of
the state of the art IDS technologies, distributed processing through XML documents, multi-processing
architecture, parallel analysis through clustering and probably artificia intelligent methodol ogies [Fragkos
2005]. The primary and ultimate goal to be achieved through the real-time threat assessment isto minimize
as much as possible (or up to the point of extinction) the false negative and false positive alerts.
Consequently, the process of identifying an attack (even in its primarily state), analyze it and finally deploy a
set of countermeasures, will become slightly easier.

The ongoing research conserving the real-time threat assessment is currently at the stage of expressing it as
near real-time [Fragkos 2005]. This is because the stage where the events are being analyzed requires further
research in order for the system to be able to have a notional understanding of the network traffic that it is
monitoring and of course it must be capable of predicting the attacker’s next step. Finaly, after passing the
point where the system has devel oped an “idea”’ of what and why it is being attacked, it should be capable of
reporting it (at least the impression the system has about the active/on-going attack) in a legitimate way. The
reporting mechanism will be the fundamental stone for the proper countermeasure engine to be developed
and applied. The process of analysis and deployment of countermeasures, as we have just described,
represents the timeframe (y) [Figure 3]. This timeframe must be kept as narrow as possible as it can be. The
logical step to take in order to achieve this is by minimising the amount of time spent on processing the
information. The only way to achieve this is with the correct use of optimized a gorithms processed on high
processing powered machines (i.e. multi processor computer, Beowulf clusters).

Conclusion
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The purpose of the paper is to introduce a wider idea concerning today’s intrusion detection and defence
mechanisms, used by systems with critical importance. Despite any advantages currently available, IDS lack
in performing threat assessment due to the incapability of merging, comparing, and analyzing network events
form disparate heterogeneous sources in real time. Moreover, they do not offer a reliable way of deploying
them across large infrastructures.

Securing the existing critical-importance infrastructure should be treated as a primary consideration. The
impact of the loss of such a system could be major, catastrophic and even cause the loss of human life.
Trying to provide answers to the questions set forth in the introduction it should be mentioned that the
realistic picture is that network infrastructures will always be under attack, no matter what. The reason why
we cannot yet deal efficiently with these attacks resides with our incapability to merge and anayze the
appropriate generated information in order to defend the infrastructure in a correct manner. The problems
exist in performing security threat assessment should not be considered as technological problems. But, aswe
have seen throughout the paper it has to do with the appropriate combination and proper use of specific
components. Consequently, we will manage to develop the architecture under question and implement
intelligent mechanisms that will take advantage of currently available resources (software, hardware etc). The
final goal isto reach up to the point where real-time security threat assessment will become a reality and thus,
acomputer infrastructure will be capable of automating the processto think and protect it self.
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Abstract

The basic concept of deception has been practised perhaps since the natural world has existed but its
application to an information security environment could only be witnessed since the early 1990's. Since
then, different deception techniques have also been introduced to the Computer Network Operations (CNO)
and Information Operations (10) environments, in order to enhance the outcome of a specific campaign. In
the recent years, a number of researchers have investigated in different deception techniques used in
information security and computer based networks but more consideration is needed in exploring the
strategic deception in a Computer Network Defence (CND) environment. This would help in improving the
security of an organisation’s Critical Information Infrastructure (Cll) by enhancing the organisation’ s ability
to survive a Computer Network Attack (CNA). This paper will outline the importance of the role that
deception can play both in an 1O and a CNO environment.

Keywords: Deception, Information Security, Computer Network Defence, Computer Network Operations,
Information Operations.

1. Introduction

Over the last decade, the increased use of computer systems and the swift boost of the Internet were
accompanied by the equal growth of computer security threats and incidents. Both, the technology and the
threats related to these technologies are becoming more and more complex and therefore use of targeted
deception can be advantageous in a computer systems security environment. Therefore, information and
computer systems face a wide variety of threats which can result in significant damage to an organisation’s
vital infrastructure.

The range of threats varies from threats to data integrity resulting from unintentional errors and omissions, to
threats to system confidentiality, integrity and availability from malicious intruders attempting to
compromise a system. Awareness of the threats and vulnerabilities of a particular system allows the selection
of the most effective security measures for that system. This includes building a strong network defence by
employing physical, procedura and personnel security measures as well as deploying electronics security
measures such as Firewalls, Anti-Viruses, Intrusion Detection Systems (IDSs), Access Control Lists (ACLS),
deployment of deceptive techniques, etc.

Network defence is also put in place to deal with other types of attacks such as service interruption,
interception of sensitive email or data transmitted and use of computer’s resources. In specific, network
defence is about taking measures that should reduce the likelihood of intruders breaking into an
organisation’s critical computer network and causing damage by reading or stealing confidential data or even
modifying it in order to sabotage that organisation. Here, an organisation can be an independent
establishment, or a group of government officias, or the actual government of a country, that ensures the
security and stability of the critical information infrastructure of their organisation or country.

2. A Review of Conceptsand Terminologies

2.1. Deception

The basic concept of deception is an ancient one, existing in nature, but the application of different deception
techniques in a computer network security and information security environment emerged in the early
1990's. In specific, deception is an act of deceiving or mideading and can also be defined as “the
problematic distinction between appearance and reality” (Rue 1994).
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The deception used in military operations is defined in the United States Joint Doctrine for Military
Deception as:

“Actions executed to deliberately mislead adversary military decision makers as to friendly military
capabilities, intentions, and operations, thereby causing the adversary to take specific actions that will
contribute to the accomplishment of the friendly mission” (JCS, 1996).

Deception can be considered as the creation and invocation of both offensive and defensive environments and
can be employed for attacking an adversary's perception of what is actually occurring. Furthermore,
deception can be applied to enhance an operation, exaggerate, minimise, or distort the enemy/opponent’s
perception of capabilities and intentions, to mask deficiencies, and to otherwise cause a desired outcome
where conventional military activities and security measures were unable to achieve the desired result (Cohen
& Lambert, 2001).

A famous Chinese General known as Sun Tzu outlined in a collection of essays called “The Art of War” that:
"All warfare is based on deception. Hence, when able to attack, we must seem unable; when using our forces,
we must seem inactive; when we are near, we must make the enemy believe we are far away; when far away,
we must make him believe we are near. Hold out baits to entice the enemy. Feign disorder, and crush him. If
he is secure at all points, be prepared for him. If he isin superior strength, evade him. If your opponent is of
choleric temper, seek to irritate him. Pretend to be weak, that he may grow arrogant. If heis taking his ease,
give him no rest. If his forces are united, separate them. Attack him where he is unprepared, appear where
you are hot expected." (Rongstad, 1996), (Sun, 1983), (Griffith's, Undated).

Moving on, the deployment of effective deception can also be an important element of information and
computer based system’s security. In the past, different deception techniques have been introduced to play
their role in information security and to secure a computer based network. For instance, deployment of
Honeypots and Honeynets as shown in figure 1 below (Spitzner 2003), in a computer based network can lead
to the discovery of an attacker’s movements and alow the network to be secured against the attacker’s next
offensive move and strategies.

Figure 1: Typical Honeypot Deployment (Spitzner, 2003)

In specific, Honeypots are systems designed to be appeared as fully functioning elements of the
infrastructure, placed at an appropriate location on the network where all inbound and outbound traffic is
captured and monitored, providing a secure and controlled environment to alow attackers to access them
(Gupta, 2003), (Spitzner, 2003).

Similarly, the art of deception can also be deployed in a Computer Network Operations (CNO) environment

and a number of different deception techniques have also been introduced to different 1O campaigns,
resulting in enhancement of the outcome of the actual operation. Therefore, it is likely that in the near future,
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deception implemented through high-tech means will play an increasing role in both IO and CNO
environments.

2.2. Critical Information Infrastructure (CllI)

All critical infrastructures including transportation, finance, water, electric power, public telephone network,
the Internet, and terrestrial and satellite wireless networks for a variety of information management,
communications, and control functions are increasingly dependent on the evolving Information Infrastructure
of acountry.

Similarly, an organisation has its own CIl including financial controls, information systems, computer
network systems, etc. and therefore, security of an organisation’s information infrastructure (I1) is vital. Here,
it is essential to mention that the CIl can be seen as the subset of the Il as shown in figure 2. It would
therefore be a good idea to investigate information infrastructure before actually exploring the ClI.

In specific, Il is an integrated system comprising of computing, communications, and the actual information

stored within the system as well as the people who use and operate this technology (Busuttil & Warren,
2003).

Figure 2: The relationship between |1 & CII (Busuttil & Warren, 2003)

Cll on the other hand, consists of the minimum amount of human and technological entities within the
information infrastructure which needs to be in fully functioning state for an organisation to have
information based supports for its business activities (Busuttil & Warren, 2003). Here it is important to
mention that the protection of both Il and Cll includes securing and defending the basic facilities services,
information systems itself and more importantly securing the actual elements needed to ensure successful
operation of an organisation’sinformation systems.

2.3. Computer Network Operations (CNO)

Computer Network Operations (CNO) can be defined as a combination of Computer Network Attack (CNA),
Computer Network Defence (CND) and Computer Network Exploitation (CNE). It would therefore be
adequate to gain initial understanding of CNA, CND & CNE, in order to appreciate the concept of CNO:

Computer Network Attack (CNA) can be described as the “ Operations carried out using computer hardware
or software, or conducted through computers or computer networks, with the intended objective or likely
effect of disrupting, denying, degrading, or destroying information resident in computers and computer
networks, or the computers and networks themselves’ (United States Joint Forces Command Glossary,
Undated).

The Computer Network Defence (CND) on the other hand, is “the measures taken to protect and defend
information, computers, and networks from intrusion, exploitation, disruption, denial, degradation, or
destruction” (United States Joint Forces Command Glossary, Undated).

Finally, the Computer network exploitation (CNE) can be defined as “the intelligence collection and enabling
operations to gather data from target adversary automated information systems (AlS) or networks’ (United
States Joint Forces Command Glossary, Undated).

2.4. Information Operations (10)

To date, there are over seventeen different definitions of Information Operations (I0). The considered
definition of 10 for the purpose of this research is the one stated by the Qinetic, a major United Kingdom's
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defence contractor. According to Qinetic, 10 is “the strategic planning and coordination of activities
necessary to protect an organisation’ sinformation” (QinetiQ, 2003).

Here it is essential to mention that defensive 10, unlike offensive 10, are carried out in order to protect and
defend information system by introducing, integrating and co-ordinating policies, procedures, personnel and
technology (Jones & Ashenden, Undated).

Figure 3 below outlines different 10 categories:

Information Operations (10)

Offensive 10 Defensive 1O

Civil Affairs Jere Public Affairs 03)

Deception can also play an important role in a successful 10 campaign. According to the United States Joint
Chiefs of Staff (JCS) Memorandum of Policy (MOP) 116, “ Military deception has proven to be of
considerable value in the attainment of national security objectives, and a fundamental consideration in the
development and implementation of military strategy and tactics’ (JCS Memorandum of Policy (MOP) 116
[10]) (Unnamed, Undated).

The MOP then further states that “The development of a deception organization and the exploitation of
deception opportunities are considered to be vital to national security” (JCS Memorandum of Policy (MOP)
116 [10]) (Unnamed, Undated).

Furthermore, the relationship between deception and 10 can be defined as the one based on psychological
component (Douglas, 1998). It is therefore considered that Psychological Operations (PSY OPS) can be an
integral part of a successful military operation. This is evident from the United States Department of
Defence's (DoD) statement “ PSYOPS are a vital part of the broad range of United Sates diplomatic,
informational, military, and economic activities” (JCS, 2003).

Finally, the 10 battle space includes and not limited to:

1. Corporate Level: Netspionage, Sabotage, Destruction of magnetic media, Computer theft, Competitor trash
capture & analysis.

2. Persona Level: E-commerce fraud, Spoofing, E-mail harassment, Spamming, Card theft.

3. The Role of Deception

Deception is an ancient art, and an art it is indeed, as noted in many sources, one of them being Dearth
(Campen and Dearth, 1998). It goes back to the 10" century BC when King Solomon said: “ A wise man has
great power, and a man of knowledge increases strength; for waging war you need guidance, and for victory
many advisers.” The more information one has the better he will be able to assess a situation in taking
advantage of certain variables for achieving information superiority.

The following table was taken from Waltz (Waltz, 1998).
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IW Model Layer Function NETWAR

Offence Perceptual Manage perception, Disrupt decision processes PSY OPS, Deception
Information Dominate information infrastructure NETOPS
Physical Break things..., Incapacitate/kill people Physical destruction

Defence  Perceptual Protect perceptions and decision-making processes Intelligence, Counterintelligence
Information Protect information infrastructure INFOSEC
Physical Protect operations, protect people OPSEC

Table 1 - Taxonomy of information operations (Waltz, 1998, p.208)

NETWAR has been defined by (Waltz, 1998) as:

“The information-related conflict waged against nation states or societies at the highest level, with the
objective of disrupting, damaging, or modifying what the target population knows about itself or the world
around it.”

Through deception we can manage our adversary’s perception and disrupt his decision-making processes.
These processes feed into his (the adversary’s) defensive INFOSEC processes which when disrupted will
allow the success of our offensive NETOPS (Waltz, 1998) that will ensure out information superiority. In
specific, “ Information superiority is the capability to collect, process, and disseminate an uninterrupted flow
of information while exploiting or denying an adversary’s ability to do the same.” (Waltz, 1998)

Knowledge on the other hand, is intelligence and if we are able to disrupt the intelligence and
counterintelligence operations of our adversary then we can achieve information superiority. The common
operation is deception and agreeing with Cohen (Cohen, 1998) it is believed to be the future of 10 and
Information Security.

Deception allows subduing the enemy without fighting. Fighting cost resources and resources cost money,
which is a very scarce resource... Security though should not be an expensive commodity. The weakest link
of a game should be able to afford the same level of security the strongest link have. It is accepted (Vidadlis,
2004) that the weakest link does not get thrown out of the game, it destroys the game altogether.
Furthermore, fighting is usually areactive action. It has been proven though (Vidalis, 2004) that in the area of
security reacting is expensive, instead we want to be proactive and somehow prevent attacks from happening
or minimising/nullifying the impact of the threats.

The purpose of deception is to surprise the adversary. If the threat agent is in a state of surprise the outcome
can be twofold: either the defenders have time to react and deploy the necessary countermeasures (or finely
tune the existing ones), or the threat agent will call off the attack and return to the information gathering
processin order to re-examine his plan of action.

Agreeing with Mitnick (Mitnick and Simon, 2002), technology has allowed for an increased capability for
information gathering, but perceptions and the nature of decision-making have one common vulnerability:
the human factor. Humans sit behind monitors, typing and/or communicating commands. Humans are in
charge of automated procedures and can shut them down if they perceive that something is wrong and that
the computer reactions do not make sense. Of course there are examples of computers being in charge, one
being the flooding system in the port of Amsterdam, but the author is yet to meet a general that doesn’t like
to have control of everything, or more of the point, that hasn't got control of everything. Under the same
perspective the above applies to network administrators. The author has yet to meet a professional network
administrator that does not like to have complete control over his system (which constitutes a major
vulnerability).

The responsibilities of the network administrator is summarised in the following list:
- Design anetwork whichislogical & efficient

Deploy large numbers of machines which can be easily upgraded |ater
Decide what services are needed
Plan and implement adequate security
Provide a comfortable environment for users and keep them happy...
Develop ways of fixing errors and problems which occur
Keep track of, and understand how to use, technology
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By designing a logical network though, the administrator makes the life of the threat agents easier, as they
can follow the same logic and enumerate the infrastructure. Deception can be used to hide the real computers
amongst the false. By having easily upgradeable computers the administrator possibly introduces a critical
threat against his infrastructure. Should the upgrade procedures get compromised then threat agents will be
able to launch catastrophic active attacks. Again deception can be used to masquerade the procedures and/or
produce confusion about what is real. Some would argue that you can never have enough security, a
statement that has been argued from the threat and risk assessment professionals. Agreeing with Mitnick
(Mitnick and Simon, 2002) though the network administrator will always have to fear the users of his system.
System users are probably the bigger vulnerability of that system as they are susceptible to social engineering
attacks.

If we consider that deceiving our own users is acceptable then deception can offer a solution to the social
engineering vulnerability. To summarise, deception can be used in two ways for ensuring security in a
computing infrastructure:

Simulating: showing the false, drawing attention away from the rea
Dissimulating: hiding the real, producing confusion about what is real

Moving on to the basic definition of 10 as described by the Qinetic: “ the strategic planning and coordination
of activities necessary to protect an organisation’s information” (QinetiQ, 2003). Here, an “organisation”
can be referred to a number of different types of establishments such as a country, a country’s government
officials or military forces or even an enterprise whether in the private sector or owned by a country’s
government. For the purpose of this research, the word “organisation” would refer to establishments both
private and government organisations such as Telecommunications companies, Electric & Water supply
companies, Emergencies services, Air Traffic Control services etc.

Here, it is important to mention that deployment of Psychological Operations (PSY OPS) could make 10
more efficient and may also help in achieving the desired goal more rapidly. “PSYOPS support 10 by
developing products that develop understanding and favourable attitudes of the local populace toward the
peace operation force; gain local support for the military effort; and, help attain the objectives of the friendly
force” (IWS, Undated). In specific, PSYOPS are “ Planned operations to convey selected information and
indicators to foreign audiences to influence their emotions, motives, objective reasoning, and ultimately the
behaviour of foreign governments, organizations, groups, and individuals. The purpose of psychological
operationsisto induce or reinforce foreign attitudes and behaviour favourable to the originator's objectives’
(IWS, 2004).

Another simple definition of PSYOPS is “the use of communications (such as propaganda) and actions
intended to mislead to influence the perceptions, motives and emotions of the enemy” (Y oshihara, 2001).

The deployment of PSYOPS can be witnessed from the latest war against Irag when United States and its
Coalition forces dropped warning leaflets and radios over southern Irag. Along with many leaflets, one of the
leaflets pictured an armed Iragi soldier at the far right and an anti-aircraft gun at the left (Friedman, 2003).
The anti-aircraft gun is firing at the allied aircraft but the shells are actually exploding far behind and
therefore not hitting the actual aircraft. The leaflet also has text written in Arabic and says, “ Before you
engage Coalition aircraft, think about the consequences’. The back of the actual leaflet showed an Iraqi
soldier surrounded by smoke and under the attack of Coalition forces. The leaflet also showed an Iraqi
woman with two infants and the text on the back reads, “ Think about your family and do what you must to
survive” (Friedman, 2003).

T