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Abstract

The increasing integration of safety-critical irdiaictures introduces vulnerabilities that exteabss international
borders. On the 14th August 2003, a domino-eftistupted the power supply to more than 50 millpeople
across the North-Eastern United States and Canadansequent losses were between (US) $5-10 bifliahthe
failure was implicated in numerous accidents. Mefle on the 28 September 2003, a similar blackout affected
more than 56 million people across Italy and amfaSwitzerland. Knock-on effects propagated axmBsance,
Slovenia and Austria. Both incidents had simikchnical causes triggered by large-scale transfeedectricity
across aging distribution networks. Increaseddozalised power lines to heat and sag until theyrdes. Both
blackouts also stemmed from longer term vulneradslito do with the regulation and monitoring oéegy transfers
and the algorithms used to predict potential distion problems. The European and North Amerfedaores had
managerial and human factors causes; these arginghlged an over-reliance on computer-based detisupport
systems. The following paper applies accidentstigation techniques to represent and reason aheuwtomplex
interactions between these causes. In particslanise Violation and Vulnerability (V2) diagramsrt@ap out the
causal factor behind two of the most serious fa#uacross international, safety-critical infrastuoes.

Introduction

The increasing integration of complex safety-catisystems creates vulnerabilities across the paligtribution,

water supply and transportation industries. Fa#uiuickly propagate across national borders. thEur
vulnerabilities arise because the exchange of mong information between countries has not kemtepaith the

physical transfers between national infrastructures consequence, individual states are oftenIpaquipped to
deal with knock-on failures that stem from neighibgrareas of a network. Problems also arise becprevious

research often focuses on the impact of failureékiwia particular state or region. The followipgges, therefore,
compare and contrast key insights from two receciients in which initial failures affected largeeas of Europe
and North America.

Summary of the Case Studies

The Italian Blackout: During the early morning of the 28th September 2@08ascading series of line trips led to
the isolation and eventual blackout of the Ital@actricity distribution network. Although theost serious
consequences were experienced South of the Alpsjniimediate causes originated in the Swiss trarsonis
system. A 380kV line between Mettlen and Lavovgas loaded at 86% of its maximum capacity. Thee co
temperature of the cable rose to a point wheregdiah to sag. This reduction in cable tension nsédet-circuits
more likely as the lines came into contact withetatjon, which had not been cut back enough oweptievious
Summer months. Subsequent attempts to closeénthevere unsuccessful. This increased the loadimgther
areas of the network that were used to compensatthé initial failure. As might be expected, tinereased
demand on the remaining lines in the region ledridncrease in core temperatures that eventuallgezhthese
cables to sag close to nearby vegetation. Atteilmpthie Swiss operators to reduce the loading er880kV Sils-
Sosa line were insufficient to prevent anotherttasr.

These initial failures had a strong effect on ttadidn power system, according to some estimatesnttional
generation capacity was only able to support ard®irfb of its annual demand (SFOE, 2003). High daime
operating costs encouraged Italian suppliers toomnelectricity from other states. In consequerthe, domino-
effect created by the Swiss line failures led sudden loss of voltage. Automatic protection devimtervened to
separate all remaining lines between the Italiad gnd neighboring states. 56 million people lpstver across
Italy and areas of Switzerland. The disruptiostdd for more than 48 hours as crews struggle@d¢onmect the



networks. Although hospitals and other emergarenyters were able to call upon reserve generdtuese were
significant knock-on effects across other critioafrastructures.  The mobile phone system begafailoas
transceivers lost power. Other areas of the nétsvbecame overloaded as customers tried to cofitestls and
family. The blackout also affected large areashef Internet as UPS sources either failed or ranob battery
power (Cowie et al, 2004).

In order to understand the longer term causesisffélilure, it is important to briefly explain ragechanges in the
structure of energy markets across Europe. Toaditly, many states relied upon a small number esfically
integrated utilities to generate and transmit elgty. The European Union (EU) argued that thisated local
monopolies; other companies could not access ttehiition networks. This, in turn, prevented camigs from
supplying power to consumers in other member stafé® EU, therefore, issued directives to opeeriral energy
markets in 1996 and 2003. France and Italy d@eslaational legislation to unbundle the transroissietworks
from the generating companies. They also set gplagory organizations, the Italian Autorita pearlergia elettrica
e il gas, (AEEG) and the French Commission de edigul de I'énergie (CRE), to govern the internatmapion of
their energy markets. Although the Swiss Fedematemains outside the EU, their physical infradtites and
generating capacity continue to meet power needssacmember states. They, therefore, participatethe
European Union for the Co-ordination of Transmigsad Electricity (UCTE). The UCTE is an associatiof
transmission system operators across continentalpgu However, there is no widespread, indepenaiesins of
verifying whether or not a state complies with UCTEuirements.

Italian, French and Swiss regulators developedirst guestionnaire that was sent to transmissionpaonies to
gather evidence. Technical, commercial and palitdifferences emerged over the longer term causeslin
particular, there were disagreements over theabtee UCTE. The Swiss urged the French and halegulators
to accept the findings presented in the UCTE imaeport. The Italian and the French regulatoesenconcerned
that the UCTE were both investigating the failured avere also responsible for setting standardspfoxer
transmission (page 5, AEEG, 2004). Relations betwnational regulators were further strained whenSwiss
SFOE issued an independent report on the blackbiue. integrated Swiss electricity companies thgued that all
necessary information had been provided to the UGAESFOE. This deprived the Italian and Frergjulators
of direct access to some evidence about the cotditbe blackout.

The North American Blackout: Large portions of Ohio, Michigan, Pennsylvania, NeXork, Vermont,
Massachusetts, Connecticut, New Jersey and thed@anarovince of Ontario, experienced an electibover
blackout on 14th August 2003. The outage affecigor@imately 50 million people and 61,800MW of ¢ter
load. Power was lost for 4 days with rolling blaat®continuing for more than a week (US-Canada P&ystem
Outage Task Force, 2004). The causes of thuisient were remarkably similar to those that triggethe
European blackout. A number of failures affeclieés feeding power into northern Ohio from east&imo.
These led to the loss of the Harding-Chamberlabiid4 line, which in turn increased loading on thartda-Juniper
345-kV line. The rise in power loading causedéasing core cable temperatures that led the cédleag and
created the conditions for flashovers to occur.chain reaction was established in which furthewf were created
by the loss of initial lines, these flows increaseading on the remaining network topology andtedurther short
circuits. In other areas of the network, automatedection devices cut-in. This did more to exaate rather than
reduce the problems faced by transmission companies

As with the Italian blackout, this incident has bebe subject of considerable controversy. AtjdlS and
Canadian commission was established to identifycgses of the power failure (US-Canada Task FQ@@4).
Federal (US Government Accountability Office, 20@b) State investigations (Commonwealth of Masssethsl
2004), commercial organizations (Delgado, 200%sgure groups (Hughes, 2005) and media organizsatitogan,
2004) all published alternate accounts. Thesertepeflect different attitudes towards the imp#wt market
deregulation had upon the reliability of compleafedy-critical systems. There are striking similes with the
longer term causes of the European failure. [r81¢he U.S. Congress passed the Public UtilityuRegry Policy
Act (PURPA). The aim was to encourage investmemteiwer, more efficient technologies and, in consege, to
lower costs. These regulations enabled new entmatitgshe market to sell energy to utilities withhonany of the
reliability obligations that governed establishennpanies. Traditionally, companies had been vdlyicategrated
within particular regions where they owned and epet generation, transmission and distribution. PAR
companies could sell power without necessarily fgiog guarantees about continued service provisitvere was
no assumption that they would invest in, for insgrthe transmission infrastructure. These movepém access to



the energy markets continued in 1996 with Federsr§y Regulatory Commission (FERC) Order 888. New
industry participants, known as energy marketessegl access to the distribution grid under theeseomditions as
the utilities that directly generated the supplgereation of ‘open access’ tariffs for the dimition network had a
profound impact on the North American wholesalergnenarket. Energy marketers were able to tradesgpamver
increasing distances in response to pricing changemsilarly, the utilities themselves began to &agower
regionally both to gain revenue from their genemattapacity and also to obtain additional poweloater costs.
These trades created some of the preconditionhéAugust 2003 blackout as it became increasidifficult for
network operators to predict and resolve congegtioblems.

Analysis of the Italian Blackout

The previous summary has identified initial simtias between both the North American and Eurog#aokouts.
The following pages extend this analysis using neqles derived from accident investigation to reprg and
reason about the causes of these failures in etfiemal infrastructures. Figure 1 presents a Val&tion and
vulnerability) analysis of the initial events leadito the failure in the Italian distribution systeDotted boxes
represent events that lead towards a failure. ekkample, an event is used to denote that the fiae®n System
Operators (TSOs) exchanged their schedules forggrteansfers for the following day at 18:30 on ®i&h of
September. TSOs can be thought of as the orgamisahat transmit electrical power from generagiemts to the
regional or local electricity distribution operagor Colour and shading are used to distinguish tevitrat involve
different countries. The first parentheses of eaegént provide timing information and, where appiage, the
second parentheses denote country information.céian event that begins with the label (03:01:21)(@fers to
something that took place at one minute after 3adhpaincipally affected the Swiss networks.
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Figure 1: Initial Events Leading to the Italian édiss Blackout



Dotted ellipses represent conditions. For exanfgigyre 1 records the observation that the TSOsthadoperate
with the Swiss network operator (ETRANS) to ensiré compliance. Under UCTE requirements, transiois
systems must be operated so that the loss of arpdé from the N that are currently available wibt interrupt
supply. Solid ellipses represent vulnerabilitibsttthreaten complex systems. Figure 1 shows tiatSwiss
authorities took steps to revise their maintenargginspection procedures in the aftermath of thekout. Figure
1 also uses a vulnerability node to show that texe no explicit agreement between the Swiss coynpaiRANS
and the Italian network operators GRTN to shut ddtahian storage pumps during any line overloadinghese
pumps helped store power by transferring wateiigh reservoirs when overnight electricity pricesevow. The
water could then be released using gravity to geaeglectricity as demand rose during the dayes&lpumps were
close to the Swiss-Italian exchange points anddéad an important impact on loading.

The right hand sequence of events in Figure 1tithiss attempts by the Swiss ETRANS operators twdioate

load-shedding through their Austrian colleaguesowelver, the lack of any explicit agreement to cowte the
shut-down of the Italian pumping stations createther vulnerabilities. Attempts were also madeEBYRANS and
the two immediate line operating companies EGL Am&L Netz AG to reduce the load on the Sils-Soa2akV

line. ATEL altered the transformer tap at Lavoeya EGL switched off another 380/220 transformétowever,

this did little to reduce the overload and ate itfite 15 minute ‘safety margin’ for increased logdon this area of
the network. Many of these problems arose frotac of situation awareness. There was only one ANR

operator monitoring the network and they failecappreciate the urgency of reducing the loading itBr&azza.
Eventually at 03:10:45, they asked the Italian aferGRTN to reduce imports by 300MW. This reqwess made
informally over the telephone. Standard OperaBngcedures stated that this request should be bhafie after a
previous failure in September 2000. Operatortedato realise that this 300MW reduction could ophpvide

temporary relief. Staff in the Italian operatGRTN, did not have access to the same real-timee fttaws that were
available to the Swiss ETRANS operators. Poomsitn awareness was exacerbated by the lack df ti@iming

between Swiss and Italian dispatchers.
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Figure 2: The Failure of Sils-Soazza PropagatgssTini Austria, Switzerland, France and Italy



Figure 2 presents the immediate consequences &ild&oazza failure. Automatic protection devicethe 220kV
Mettlen-Airolo line functioned as intended. Howevit left many substations under increasingly heaoltage as
the available power found the route of least rasist across the remaining network. ‘Over voltad@'ms began to
propagate across Austria, Belgium, France, Germidaggary and Slovenia. The Austrian network incogped a
range of protection devices that were intendedafeguard their infrastructure during overload ctinods. These
devices began to separate the Austrian network ftemtalian interconnections. In contrast toshereas of high
voltage, Figure 2 also shows that some areas ofcErand Austria suffered from ‘under voltage’ alarm
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Figure 3: Tensions Leading to Schisms over thedtigation of the Blackout

Figure 3 represents different phases in the ingattin of the Italian blackout. (SFOE-5) refeysriformation that
was presented on page 5 of the SFOE report (208Bhilarly, (J-6) refers to evidence presented agep6 of the
joint report published by the French, CRE, andidtgal AEEG (2004), regulators. (UTCE-14) citesommfiation
from page 14 of the UTCE (2004) report. Theserafces are important when there are significdfeérdnces
over the causes of the blackout. As mentionesl ltlian AEEG and the French CRE were concernad ttte
UCTE were investigating the failure and were alssponsible for setting standards for power trarsions(page 5,
AEEG, 2004). Relations were further strained wttes Swiss regulator, SFOE, issued an indepen@guatrtr on
the blackout without consulting their Italian oreRch counterparts. Figure 3 denotes this as latido of the
previous joint agreement. The Swiss utility conipanhen argued that all necessary informationldesh provided



to the UCTE and SFOE. This deprived the Italiad &rench regulators of evidence about the coufghen
blackout.

The Swiss regulators, SFOE, argued that the blacktemmed from the ground fault caused by vegetatio
encroaching on the Mettlen-Lavorgo line.  Theyoatsiticised inadequate communication between thissS
transmission company, ETRANS, and the Italian nétwaperator GRTN. Finally, they pointed to inhdren
instabilities in the Italian network. They wehmwever, careful to stress that these were notitigerlying causes.
SFOE argued the main problems stemmed from “urwedotonflicts” between the trading interests oftipatar
countries and the physical capacity of the netwdinksugh which those trades might be realized.méles of the
Italian generating infrastructure were relativelg.oThe Italian industry also suffered from relaty high costs. In
contrast, the deregulation of supply and the prasnodf EC energy markets together with the reldyivew costs
of generation in other European countries providiisincentives for future investment in Italian dastie
generation. These various factors combined to &ueteady growth in energy imports. The rising deth
necessarily had an impact on the Swiss networkseredirectly through exports from Swiss generatiogipanies
or indirectly as a transmission route for otheregators. However, the SFOE argued that Switzértaad little
influence on the regulatory and political decisidinat created this situation because they wereandiC member
state. The SFOE also argued that French elegtticitiers had been allocated export volumes theg¢esded the
physical transmission capacity between France &g | This situation was contrasted with the posiof Swiss
electricity traders who operated within the limitgposed by the physical transmission capacity betwéaly and
Switzerland.

In contrast, the French, CRE, and Italian, AEE@uad that Swiss operators took ‘inappropriate megswand

made ‘operational mistakes’ after the initial faoit the Mettlen-Lavorgo line. They also argued tha events of
the 28th September revealed a need for greatedioabion between transmission companies in planfomghe

real-time control of interconnected distributiortwerks. There were further differences betweenSR®E and the
joint AEEG/CRE reports. The French and Italiancact looked less at the relationship between marketements
and physical transmission capacity. Instead, foeysed on the actions of the Swiss operators ticipate and
then respond to potential problems. They arghad the Swiss companies did not comply with UCTEraping

rules on the night of the blackout. They conctudieat compliance should be legally binding andjestbto

independent verification. They went on to archet the Swiss government should construct a lagalregulatory
framework that is consistent with EU legislatioroier to ensure the safety and security of theiean grid.

Analysis of the North American Blackout

The North American distribution network was progetby procedures and practices that were veryairtal those
in Europe. For example, North American Electriclift®lity Council (NERC) Policy 2.A on Transmission
Operations states that “All CONTROL AREAS shall ogge so that instability, uncontrolled separation,
cascading outages will not occur as a result ofrtiest severe single contingency” (US-Canada Powstesh
Outage Task Force, 2004). This embodies the Ntéria described in previous sections as a cosgtene of
European policy. Individual operators deployed itaring systems to ensure compliance with theseirements.
For example, the Midwest Independent System OpefMtSO) had developed State Estimation (SE) andlRe
Time Contingency Analysis (RTCA) software. MISOsaset up by a group of utility companies to helmitay
and improve the reliability of their operationd’he SE and RTCA systems used information abouttinent state
of N network components to predict the consequeifc¢he network were reduced to N-1 componentsgi$itonte
Carlo simulations. RTCA software was intendeduon automatically, checking the state of the sys¢émary five
minutes.

Figure 4 denotes that MISO’s SE and RTCA systenuddconly access data about part of the distributietwork.
This vulnerability was exposed when there was @aagrion Cinenergy’s Bloomington-Dennis (B-D) Cr@8k-kV
line. MISO’s State Estimator did not have the infation necessary to accurately model the stathi®ietwork
component. The V2 diagram also shows how an ometatned off the SE software to identify the cao$ehe
discrepancy between the model and the remainingoseralues. This led to a violation of standaprating
procedures when the operator neglected to res&i$E and RTCA software. It is important to ndiat tviolations
can be inadvertent. For instance, operators makmoi about applicable rules and regulations olindkis case,
they may stem from inattention and fatigue. Viaati can also be deliberate and may, in some casgastified.



This happens when, for instance, rules and proesdail to take into account particular environna¢mbnditions
that would further jeopardize safety if operatoeyeto follow them.
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Figure 4:The Failure of MISO’s State Estimator and Real-Tidwntingency Analysis
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Figure 5: Consequent Network Failures and Attempts to Relleamsmission Loading

Further problems undermined the situation awareofksy staff following the loss of the State Estiior and Real
Time Contingency Analysis software. Figure 5 shdww the MISO reliability organisation’s Supervig&ontrol
and Data Acquisition (SCADA) system detected thgaihoverload. Their staff began to warn colleeg in the



First Electric (FE) generating company. Howe\wgitical information was not passed between diffierghifts
within FE. The North American Electric Reliabiliigouncil (NERC) provided limited guidance on traigito
coordinate the response to major failures. Theratprs in another utility company, AEP, and thessociated
reliability organization, PJM, also recognized tha initial failures had increased the loadingtba Star-South
Canton line. However, their N-1 contingency softsvelid not have access to accurate real-time detatahe state
of FE’s lines. They could not, therefore, predi@ knock-on effects for their own networks.  A&ffempted to
reduce the load on Star-South Canton by asking tekability coordinator for Transmission LoadiRglief (TLR).
Such procedures can take more than an hour andlyuswelve 25-30MW. The TLR was, therefore, dgdd by
repeated requests to confirm that AEP really didtv@s0MW.
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Figure 6: Responses to the August 2003 Blackout

In August 2005, the Electric Reliability Organizati(ERO) was created to enforce standards throughewnited
States, Canada and Mexico. Figure 6 shows hmnatid other Federal enforcement actions addresgiohations

of NERC reliability requirements in the months brefdhe blackout.  The intention is that by encgimg
compliance with NERC standards, regulatory orgditina can make more accurate predictions aboutggner
movements. The V2 diagram also helps to ideratifglit requirements by explicitly linking recommetidas to
particular vulnerabilities. In this example, it ilmportant to identify metrics to determine whetlernot these
initiatives increase compliance with NERC requiretseand whether, in turn, this will help reliabjlibrganizations
to anticipate energy transfers across nationalmtednational infrastructures.

Conclusions and Further Work

On the 14th August 2003, a domino-effect resultedri interruption to the power supplies for montB0 million
people across the North-Eastern United States amhd@®. Meanwhile on the ©&eptember 2003, a similar
blackout affected more than 56 million people asrdaly, Switzerland, France, Slovenia, and AustriBhere were
significant knock-on effects across other criticdiastructures, for example, 30,000 people weapped on trains.
Both blackouts had similar causes as distributietworks struggled to meet increasing energy trassféthin and
between national infrastructures. This paper hgdied accident analysis techniques in order totifie further
similarities between the detailed causes of thafastructure failures Further analysis is urbenequired to
identify further lessons from the comparison ofsthénvo major international failures in critical iastructure:



1. Deregulation of Energy Generation and Transmission. It can be argued that both failures arose from
‘systemic failures’ in public policy as governmengtruggled to introduce market reforms through
deregulation. By providing market access, theoRean Commission and the Federal Energy Regulatory
Commission encouraged bulk energy transfers fraindost generators that were some distance away from
the point of use. The terms governing these teasisarguably did not adequately consider the costs
associated with infrastructure reliability. Eqyalt can be argued that the development of regogjato
agencies distorted the operation of the free masket the blackouts were the result of government
intervention so that companies were unsure of tiesiponsibilities.

2. Physical Infrastructure Maintenance. Both blackouts were either triggered or exacerb@égdspects of
infrastructure maintenance. This not only refera need for sustained investment in network telciyies
to keep pace with increased demand for accessstabdition networks. It also refers ‘rights of way
maintenance; vegetation was allowed to grow clas¢hé transmission lines creating the potential for
arcing to occur when loadings and core temperatuggan to rise.

3. Intervention of Automated Protection Devices and Increasing Systems Integration. The initial fault on the
Swiss Mettlen-Lavorgo line triggered the interventiof automated systems that failed to reconnezt th
service. Conversely, several of the Austrian oek& and generating nodes were protected by auéamat
devices that acted promptly to isolate their systeeacerbating the problems for the Italian opesat In
the North American case study, automated devices atted to cut off subnetworks and generators,
thereby, also increasing the load on the remaingtgvork topology. These automated protection dmvic
act on purely local information. An important igkt from our analysis is that such local actiontermf
increase global instability.

4. Human Factors Issues and Decision Support Tools. The State Estimator and Real Time Contingency
Analysis software failed because the ECAR data oektwlid not provide sufficient coverage for operato
to monitor contingencies across their distributitetwork. Similarly, there were extremely limitedtd
flows between the Swiss ETRANS company and théahaBRTN. In consequence, it was difficult for
operators to derive an accurate overview of thie sththe networks.

5. Lack of Stuation Awareness. There were several opportunities for staff in gatieg and distribution
companies to mitigate the consequences of therésilin Europe and North America. However, it took
some time before the Swiss ETRANS operator askedt#ian GRTN operator to reduce load after the
Sils-Soazza line became overloaded. Similarlyrethveere considerable delays before First Electaéf s
appreciated the significance of the problems afigcthe Hanna-Juniper line. In both cases, it Seam
though inadequate situation awareness underminedetiectiveness and timeliness of their response.
There was very little joint training between diffet North American companies, such as AEP, FE and
PJM. Similarly, there were few attempts to condaiit exercises between Swiss and Italian dispatch
even though they operated integrated systems acatissal borders.

6. Lack of Coordination. Previous sections have mentioned some of the prable establishing agreement
for regulatory provisions across North America dretween member states in Europe. This lack of
coordination at a political level is mirrored byeavptional problems during the blackout. The deliays
reducing ltalian imports and the confusion over tise of faxes between companies in Italy (GRTN),
France (RTE) and Switzerland (ETRANS) illustratesth issues. Similarly, problems in communication
between North American reliability organisations I8@ and PJM) were mirrored by delays in
implementing loading relief between operations teamthe companies (AEP and FE). In both incidents
loading relief was ‘too little and too late’.

Many of the reports that were published after thieoRean and North American blackouts of 2003 refea
‘failure of imagination’. We were unprepared fdret infrastructure vulnerabilities that have beeeatzd
through the development of national and internai@mergy markets. Almost five years have passetks
these two incidents. In that time, similar failsiteave occurred in both Europe and North Ameri@n the £
November 2007 an initial failure in Cologne, Germamopagated across parts of France, ltaly, Spath a
Austria. Belgium, the Netherlands and Croatia watse affected. Three million US homes were withoaver
between 18 and 2§' July 2006. Severe heat and storms affected hiisioin networks from New York to
Pennsylvania, St. Louis, Missouri and Californidn spite of these reminders, there is a dangerwiawill
forget the lessons of 2003 while the infrastructutieat we depend upon become more and more ingelgrat
across national boundaries.
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