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Abstract

Over the last eighteen months, a project team flwrEuropean Organization for the Safety of Air Mation has
worked with a task force drawn from regulators @&idNavigation Service Providers (ANSPs) to drafiidglines
for contingency planning. The intention is toghélir Traffic Management (ATM) organisations prepdor the
potential loss of a major unit following possiblesarios that include but are not limited to systdailure, terrorist
actions, floods, fires and pandemics. As parthid work, a study was conducted to identify currant best
practice in contingency planning. This paper pidesi a brief introduction to the different architees that were
identified. The intention is to help service prestis identify the different ways in which they qanepare resources
for a wide range of threats to key components tbnal safety-critical infrastructures.

Introduction

The events of 2001 and subsequent attacks on LoaidMadrid have revealed new dimensions to theathrthat
exist for national critical infrastructures. Thesponse to hurricane Katrina and the realizatlat tve face
significant climate change have raised concerngsaca range of safety-critical industries. Pdrtlyesponse, the
European Commission requires that Air Navigationrviee Providers (ANSPs) ‘develop and promulgate
contingency plans for implementation in the eventlisruption, or potential disruption, of air traffservices and
related supporting services, in the airspace fdchvthey are responsible, for the provision of ssetvices’. This
paper presents different ways that ANSPs can streictontingency provision by developing co-locatedtingency
facilities; multi-use facilities; centralized faities; common system solutions; ATS delegation hylorid models.
Each of these different architectures was idemtifiellowing site visits to a number of European axdrth
American service providers. Although our focusois Air Traffic Management, many of these distiong are
applicable to contingency planning across a rarigeher industries.
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Figure 1: Generic Contingency Life-Cycle

Figure 1 provides a high level view of five diffatestages in the contingency ‘life cycle’. Foaele, a Degraded
Mode of Operation might be resolved before an esrarg can develop and hence would lead directlydcoRery
and Normal Operations. Similarly, in some situasioit might be necessary to move straight from rtial
Operation’ into ‘Service Continuity’. This highdel model provides a structure or framework for tihere detailed
plans that each service provider must develop witheir local context of operation.



Planning & Maintenance
Phase 1 — Preparation of Plans
. Establish contingency planning group including ipneiary consultation with airspace users and thgoais.
. Document contingency plans.
. Identify key resources including facilities manager.
Phase 2 - Maintenance of Plans
. Update contingency plans to reflect changes iresyst procedures and operating environment.
. Develop and implement drills/tabletop exerciseagsess adequacy of plansdifferent scenario
Fail to safe
Phase 3 - Immediate Actions
. A dangerous situation has been identified,;
. the actual traffic situation shall be secured.
. may be difficult to determine magnitude of probland the duration of the outage.
. Must prepare fall-back instructions to ensure tafety of operations allowing a ‘smooth’ transititm following
phases.
. Appropriate authorities will identify the seriousseof the situation and initiate appropriate caggimcy measures.
Phase 4: Short/Medium Term Actions (<48 hours)
Focuses on the safe handling of aircraft in thepaice of the failing unit, using all technical meatill operationally available.
. Evacuation of the airspace;
. contingency measures shall be initiated;
. notification of all concerned,
. determination and coordination of flow control meas;
. delegation of ATS will be initiated where appropeia
Service Continuity
Phase 5:Relocation:
Starts when staff of the failing unit arrive at tiding unit(s).
. detachment of staff to the aiding unit(s);
. opening of contingency working positions at aidimgt(s);
. stabilization of new situation;
. improving the flow capacity.
. ICAO route structure and sectorisation in failingt shall remain unchanged.
. all technical means shall be made available tdoéstaand maintain communication necessary to pWTS in the
failing unit.

Phase (. Optimisation
. Staff of the failing unit should become familiartivithe operational facilities of the aiding unitThe aim is to
optimize capacity with the available resources iwithe published ICAO route and sectorisation $tmes.
. Means of communication should be upgraded as msigh@ossible.
. Coordination procedures should revert back tortradr handling.
Recovery
Phase 7:.Longer-term Response and Debrief

0  Revert back to the original unit and working pasiti Coordinate the start of normal operations.
o0 A Transition plan shall be started taking into agtgatechnical and operational conditions. As sasrithe failing unit has

decided to revert back to the original facilitid®e appropriate authority of that unit shall infoathpartners.
0  The failing unit must co-ordinate the time at whigdrmal operations can be resumed.
0  Updates must be implemented to flight plan andrrddéa processing systems.

Figure 2: Generic Overview of the Key Phases in thExecution of Contingency Plans

Figure 2 summarises builds on the life cycle inuFggl to identify a number of more detailed consdtrat arise
during the development of contingency plans andéisponse to any major incident. The intentiotoiprovide a
generic template that Air Navigation Service Previd(ANSPs) can build on when they develop locahglthat are
tailored to their operating environment and chamastics. A number of site visits were organised\ir Navigation
Service Providers (ANSPs) in Europe and in Northefiga to validate this initial work. A range offfgrent plans
were identified. For example, some service pragdeere sceptical about their neighbours’ abilitynieet the
complex demands of their national traffic pattern§hey, therefore, built a specialist national licithat is
intended to provide fallback support for all of ithenajor centres. The following pages describe diféerent
approaches in greater detail.

International Delegation of Air Traffic Services

International agreements, such as the InternatiGill Aviation Organisations Annex 11, assume tAAISPs will
not intervene to control the national airspace mdther service provider, except when there areesgeats on
cross-border areas.  Most of these internatiomangements are drafted for operational reasons; few



specifically enable nations to help their neighlsorecover from terrorist attacks or major infrastoue failures.
International letters of agreement provide a flexidnd cost effective approach to contingency plepmnHowever,
they require technical and political agreement.uctSconsensus can be difficult if there is any eption that
control will be surrendered for some portion ofioiaal airspace.

During initial planning and maintenance (Phasesd @) it is important to establish lists of contaahd telephone
numbers so that key personnel in each ANSP can cornicate at short notice. This might seem like baiaus
requirement. However, the site visits revealedtigats in which operational staff could not conthetir colleagues
in another centre because calls from outside tidtrwere diverted through the general switchbaard could not
be re-routed to the control room. During Phasenédghbouring units must be alerted to the potéritia a
contingency. In Phase 4, all aircraft must be anted for. Previous incidents have shown that strafic may
not be informed of a contingency given the stress lsigh workloads that characterise these situatioRhase 5
focuses on the relocation of ATM services. In teters of agreement, it is not possible to ergieaoperational
staff. Different national regulatory frameworkgjfferent Standard Operating Procedures and teahnic
infrastructures all complicate the relocation oérgiional staff. However, it may be necessarynianagement and
systems engineers to relocate in support of am@idnit. During phase 6, ANSPs can begin to ogingontinued
service provision from contingency facilities. $hpghase builds on the initial route structures poltties that must
be put in place before a contingency occurs. dxample, it will be important to consider knock-@msequences
or on third-party states that will be affected bg tncrease in workload for the aiding units. Thieseck-on effects
are a consequence of increasing integration agafety-critical infrastructures. Phase 7 & tontingency
lifecycle must feedback any lessons learned in® glanning process. It may consider revisionsettets of
agreement and to the technical or managerial asnespecially in the light of impact studies arsk lissessments
for third parties affected by ‘knock-on’ workloadrihg a contingency.

Planning & Maintenance

Phase 1 - Preparation of Plans Additional requiremets for ATS Delegation
(International Letters of Agreement - LoA)

. Establish political and regulatory support for AD8legation approach supported by LoAs; identifintecal extent of any support.
. Develop list of contacts and shared procedures.

Phase 2 — Maintenance of Plans

. Practice hand-overs under contingency to neighhgurhits and update LoAs after changes in operativironment or procedures.
. Ensure exchange of best practice between neightzpstates following drills, tak-top exercises el

Fail to Safe

Phase 3 — Immediate Actions

. During this phase, all neighbouring units must leeted under conditions in letters of agreementguoliical support may be necessary.

. The aiding unit must confirm initial report fromilfag unit and secure political/managerial apprdealresponse.

. Decisions must be taken on whether to close tressskito allow some services to continue whileasitun is being assessed.

. May be necessary to alert other agencies inclu@iFigU of potential contingency and changes in reglidraffic between neighbouring
states

Phase 4 — Short/Medium Term Actions (<48 hours)

. Begin hand-over from failing unit to neighbourirtgtes facilities, OPS in failing unit must verifyat all aircraft are accounted for.

. OPS in failing unit must also consider residualviees to military and government aircraft that mag maintained even unde
immediate decision to clear the skies.

. More detailed discussions will be needed with nietghis about medium term flow control.

=

Service Continuity

Phase 5 Relocation

. Sectorisation changes may be needed if neighbaursot replicate facilities and coverage of failungt.
. Key management staff and regulatory officials mayento aiding state to ease communication and stipggponse to contingency.
. SYS teams focus on diagnosis of problem and rerhadii®ns to restore failing unit and ease loacheighbouring ANSP.

Phase 6- Optimisation of ATS Delegatior

. Any residual capacity in the failing unit must Himeated — eg to emergency flights.
. Some of the load on neighbouring ANSPs might bertadn by other regional units in the ANSP operatiivggfailed unit.

Recovery

Phase 7 L onger-term response and Debrief

. Bring the failed unit back to operational readiness

. Identify protocol and timescale for handing backaited unit.

. After recovery hold debrief and redraft letter gf@ement or the technical annex as necessary.

. Review impact of contingency plans on regionalsiimtboth states and third parties in terms oftgafecurity and performance.

Figure 3: Characteristics of International Delegation of Araffic Services for Contingency Planning



Co-Located Facilities

Many of the ANSPs that we visited have createdingethcy resources on the same site as their priceantyes. To
further reduce costs, they also share the hardwee might be used during any failure with simdatiand
development facilities. The workstations, prooces&nd local area networks that are usually abviaileo help train
air traffic controllers can be converted to fullevgtional use if the primary systems are threatdned potential
contingency. This helps to ensure that secondamjral rooms do not remain empty during long pesiofl normal
operation. However, this approach has limitatioBsme scenarios, such as floods, earthquakesrorist attacks,
could affect primary and contingency resourceféfytare on the same site. However, not all duafaséties are
co-located. Some ANSPs propose the developmenttidnal centres on their training Academy siteshart
distance away from major national control centrd3uring the initial phases of any contingency @ynbe possible
for staff to begin the configuration of a co-loghfacility to take over from the primary systemeg2nding on the
extent of this task, contingent systems can alsosiee to assist in ‘clearing the skies’. During $#ha management
support may be required to confirm the dedicateal afsshared, co-located facilities by contingenogugs. It is
important during Phase 4 that systems teams valioath the technical infrastructure and also thea taat is used
to configure contingency systems. Optimisation eswbvery phases (6 and 7) can be aided by thdageuent of
training resources beyond those that are needdtieincontingency response so that watches idealW tzen
opportunity to rehearse the hand-over and flow legn as primary systems come back on-line. €hes
observations are summarised in Figure 4.

Planning & Maintenance

Phase 1 Preparation of Plans, Additional Requiremas for Co-Located Facilities

. Establish co-located facility.

Phase 2 — Maintenance of Plans

. If necessary, establish agreements with dual umgpgrfor training time and for access conditionettearse contingency plans.

Fail to Safe

Phase 3: Immediate Actions

. During this phase dual users of a co-located fgaiiust be informed of a potential incident.

. Management permission needed to requisition shaselirces, initial steps may be taken to recordigive co-located facility.
. Initial steps can be taken to prepare for contiegdacility use in clearing the skies if a ‘hot gwés possible.

. Consider contingencies involving contingency fagili

Phase 4: Short/medium Term Actions (<48 hours)

. Complete configuration of co-located facilities.

. Initiate contingency for security/facilities managent etc at co-located site

. Establish back-ups for other users of co-locatsdure, especially systems teams and training &chves to back-up initial users
of contingency facility.

. Depending on contingency plan for gradual hand-tweo-located Facility.

Service Continuity

Phase 5:Relocation:

. Relocation should be minor in terms of physical mtvadjoining site.

. Sectorisation changes may be needed if the codddatilities have less positions/resources thangy site.

. Systems team validate safety of data and commumisainfrastructure as co-located facility goeg land during initial operation.
. Secure lines of command and management by onlyialpnecessary staff to remain on-site.

Phase 6: Optimisation at Co-located Unit

. Slowly increase capacity up to maximum potentiad@iocated contingency resource in consultatich end-users and regulators.
. Bring in additional staff to ensure adequate redtmtation of watches/shifts.
. Training of additional staff on co-located facility aid shiftrotation etc.

Recovery

Phase 7.Longer-term Response and Debrief

. Bring the failed unit back to operational readiness
. Carefully assign staff between failed unit and @cated facility in case recovery fails.
. Release shared resources, after recovery holdedelor refine plans for co-located contingency reent

Figure 4: Characteristics of Co-located Facilities for Cogéncy Planning



The development of co-located contingency facgiten the same sites as primary centres often iegothe
redeployment of obsolete systems. These appliattan be ‘moth-balled’ in a way that enables opsteto use
them if the primary system fails. However, this qaise safety concerns given that regulators wdwlde to
continue to approve the limited use of previoudesys that have been replaced by more modern apptisaln
some states, contingency facilities are based paerpErips even though these systems have longpgiesed out of
everyday operation. Co-located facilities createnwanber of further problems for contingency plamgnin
Management teams can be overwhelmed by large ngndfestaff wanting to ‘lend a hand’ in the immediat
aftermath of an incident. This can create problérttgese staff are needed when the initial watatwse off shift.
There is also a danger that they will interfere plate additional demands on security and fadilitteenagement.

Multi-Use Facilities (Training Development Unitsralning Schools, Simulators)

The costs of contingency provision can be sharedetgploying training and simulation systems wheprimary
facility fails. These dual-use infrastructuregy(draining and test suites, simulators etc) magnay not be on the
same sites as primary centres. Problems canlzissaise contingency managers often need accdsssto ghared
resources to run exercises and drills; the resouczéd then not be available for use by other memb&an ANSP.
Contention for these resources must be considargdglinitial planning. It is critical that thetteers users of the
shared systems can free the resource when it isreglgduring a contingency. During Phases 3 (Inmiated
Actions) and 4 (Short and Medium Term Actions) fstafist reconfigure the contingency facility awawprfr its
normal use as a training or simulation facilityteat it can act as a primary system. Phase 4 aisstconsider
facilities management and site access/securith@sdntingency facility becomes active. Figure®vjges a brief
summary of the principle characteristics of mukewapproaches to contingency planning.

Planning & Maintenance

Phase 1- Preparation of Plans: Additional Requiremets for Multi Use Facilities

. Establish Multi-Use facility, plan for relocatiori staff who normally use facility so contingencgf§tcan come in.

Phase 2 - Maintenance of Plans

. Establish agreements with dual use groups foritrgitime and for access conditions under contingenc

Fail to Safe

Phase 3 — Immediate Actions

. Normal users of shared facility informed of a pairincident, management permission needed toisiigm shared resources.
. Initial steps to reconfigure facility, prepare tearing the skies if a ‘hot swap’ is possible.
. Consider contingencies that might affect contingeacility eg further terrorist attack on new site.

Phase 4 - Short/Medium Term Actions (< 48 hours)

. Complete configuration of Multi-Use facilities, eme security of Multi-Use site
. Establish back-ups for other users of Multi-Useuese, especially systems teams and training féchves to back-up initial users
contingency facility.

=

Service Continuity

Phase 5 -Relocation

. Relocation should be minor in terms of physicavento adjacent site.

. Sectorisation changes may be needed if Multi-Usititfas have less positions/resources than prinséey

. Ensure systems team validate reliability of datd e@mmunications infrastructure not just as Mulsielfacility goes live but als
during initial operation.

. Secure lines of command and management by onlyialipnecessary staff to remain on-site.

Phase 6 - Optimisation at Multi-use Unit

. Gradual increase in capacity up to maximum poteatiMulti-Use resource in consultation with encezsand with regulators.
. Bring in additional staff to ensure adequate rastmtation of watches.
. Training of additional staff on Multi-Use facilitp aid shiftrotation etc.

Recovery

Phase 7 Longer-term Response and Debrief

. Bring the failed unit back to operational readiness

. Carefully assign staff between failed unit and Mulse facility in case recovery fails.
. Release shared resources

. After recovery hold debrief and refine plans forlMUse contingency centre.

Figure 5: Characteristics of Multi-Use Facilities for Contergcy Planning



Centralised (National) Facilities

Single contingency centres can be developed torceseeral ATM units. This reduces the costs iftcmency

facilities are provided for each centre within aiotsy. However, there are significant overheadsaking sure
that the single national contingency centre keegm® pvith changes in the other regional sites. Mmspects of the
centralised architecture are similar to those diesdras co-located and multi-use; however, theynatemutually

exclusive. For instance, even in a Centralisetesyst is likely that the national centralised dogency centre will
be co-located with at least one ATM centre. Thenpilag process (Phase 1) begins by identifying grapiate

strategic location for the central contingency lfaci This is not simply a technical decisionwitll be determined
by national infrastructures and geography. Fomgda, it makes little sense to develop contingefajlities

within an area that is vulnerable to seismic attivi

Planning

Phase 1 - Preparation of Plans: Additional Requirments for Centralised Facilities

. Establish review of needs across organisation.
. Identify location of centralised facility and seelagreements across other units.
. Where necessary develop additional marginal ressugg mobile towers?

Phase 2 — Maintenance of Plans

. Establish management processes to ensure updatestitlying units are reflected by changes in @dised facility.
. Establish training procedures to ensure that ciserafacility can be used to support diverse eagncy requirements for all of the
sites that share these centralised resot

Fail to Safe

Phase 3 — Immediate Actions

. During this phase the other users of a centrafseitity must be informed of a potential incidesttaey may lose backup cover.
. Some initial steps may be taken to reconfigurecthdralised facility.

. Initial steps can be taken to prepare for centdlfgcility use in clearing the skies if a ‘hot e possible.

. Consider contingencies involving contingency fagifiossibly by identifying lead unit for secondagntingency.

Phase 4 — Short/Medium Term Actions (<48 hours)

. Complete configuration of the centralised facititie

. Initiate contingency for security/facilities managent etc at the centralised site

. Depending on contingency, plan for gradual hand-tweentralised facility (flight plan, radar, comanications etc).
. Identify key staff to be moved from failing unit@possibly from other eligible units to centraligadility.

Service Continuity

Phase5 - Relocation

. Operational and System support staff will be movedme, however, may already be available at desetfacility.

. Sectorisation changes may be needed if centrdtmdlities have less working positions/resourceailable than primary site.

. Ensure systems team validate reliability of datd e@mmunications infrastructure not just as ceistdl facility goes live but als
during initial operation.

. Secure lines of command and management by onlyialpnecessary staff to travel to centralised site.

. Rest remain at failing unit to secure recov

Phase 6 - Optimisation

. Gradual increase in capacity up to maximum poteafithe co-located contingency resource in coasiolh with end-users and with
regulators.

. Bring in additional staff to ensure adequate rastmtation of watches.

. Training of additional staff on centralised fagiltb aid shif rotation etc

Recovery

Phase 71 onger-term Response and Debrief

. Bring the failed unit back to operational readiness

. Carefully assign staff between failed unit and disied facility in case recovery fails.

. After recovery, hold debriefings and refine plaosdontingency centre.

. Review impact of contingency plans on other urstsvell as failing centre in terms of safety, selguaind operational performance.

Figure 6: Characteristics of Centralised Facilities for Cogéncy Planning

There are further safety concerns over the operaifocentralised contingency facilities to covernyaegional
operations within an Air Navigation Service Providelt is difficult to ensure that staff in a cestcontingency
facility have sufficient operational experience aanpetency to fulfil all the roles that must befpemed during a
wide range of contingency scenarios across marigrdiit operational units. There will, therefore, & need to
supplement the contingency facility with decensadi resources including mobile towers. During Brsother
users who share the centralised facility must beed that a failing unit has made a call upon skirce resource.
Once staff from the failing centre acquire the oaygncy centre, other centres may not then betahlse it if they



suffer similar problems. At this stage, it maygmssible to conduct a ‘Hot Swap’ from the failingitubefore the
‘skies are cleared’ if the contingency facility isell supported and the configuration issues aratikaly
straightforward. This needs a high level of tnaghand coordination, which may be possible in dratéised facility
within a single national system. Decisions mustizle about the best allocation of human resouretgelen the
failing and the centralised unit. Staff need tadémsted; shifts rotated and training delivered tsuea that operations
are optimized in the centralised contingency urgedback in Phase 7 will be particularly importanthe future of
the centralised facility. Possible shortcomings maige the political issues that often complichie ¢stablishment
of single, centralised facilities as staff in ragi centres may question their ability to suppbent during any
adverse event.

Shared Common Systems (International Contingeneyr€g/Centres in Adjacent States)

The costs of building and maintaining contingeragilfties are so great that several ANSPs haveestgd sharing
a contingency facility between neighbouring cowstri This may be a purpose built stand alone faaili an
agreement that an existing facility in a nominagtate will act as the contingency facility for pdrticipating states.
This scenario has not been implemented within Eemapairspace. However, it is important to note eshar
contingency facilities between States can be seem aatural development of recent initiatives tglament
Functional Airspace Blocks (FABs). This will enaldifferent nations to cooperate in providing comnservices
to airspace users. There are, however, practieabacks. It is difficult to ensure that softeand staff in the
shared centre can be configured to meet the nefeskisveral different nations. Even if countries i@e similar
technical systems, it will still be necessary tofoigure the data and sectorisation for any failimgt. Radar and
communications infrastructure must be patchedécstiared contingency control facility. Flightqhéng data and
other data must also be transferred.

Planning & Maintenance

Phase 1 - Preparation of Plans: Additional requirenants for Shared Common System Facilities

. Establish shared common centre, msure centredftagase, documentation for each national site tadeered etc.
. Arrange for regulatory oversight/approval if staffist move to shared site in another country.
. Plan to minimise social ‘disruption’ for staff wimay be moved to shared centre for long periodsva.t

Phase 2 — Maintenance of Plans

. Establish management processes to ensure shailéfagpdated to operational environment of eaation that might use it.
. Ensure that each state has adequate training @ncisxtime on the shared facility so that plamstsarevised as necessary.
. Ensure that operational experience with shareditfais communicated to all stakeholders in differeations.

‘Fail to Safe’

Phase 3 — Immediate Actions

. Common centre must be informed of a potential iwidinitial steps to reconfigure shared facility.
. Other potential end users may be alerted becaageniti lose their fallback systems if they are igthwith the common centre.
. Other users of shared common centre may helpearthe skies’.

Phase 4 — Short/Medium term actions (<48 hours)

. It will be hard for any shared common centre tghelclearing the skies unless qualified staff@mesite.
. Confirm delegation of responsibility to shared coonneentre for Phase 3 on at national regulatorgilev
. Complete configuration of the shared common sitedication, initiate facilities management atrgldlacommon site.

Service Continuity

Phase 5 Relocation

. Send operational staff and systems support to dlemmmon centre, change sectors and flow for sHacgity.
. National regulatory agency or parts of it may n&erklocate together with ops and sys teams wippa from host regulator.
. Predetermined lists used to determine who will rierbehind to help in recovery of failed ul

Phase 6 - Optimisation of Common System

. Gradual increase capacity to maximum potentiahafed resource in consultation with end-users atidregulators.
. Transfer of additional staff to shared common eetdrensure adequate rest and rotation of watches.
. Training of additional staff on shared facilityd@ shiftrotation etc.

Recovery

Phase 7 Longer-term response and Debrief

. Bring failed unit back to operational readines&im all users of shared centre both of diagnasisan for recovery.
. Carefully assign staff between failed unit and sHaommon facility in case recovery fails.
. After recovery hold debrief and refine plans foard common contingency centre.

Figure 7: Characteristics of Common Systems Solution for @gency Planning



Further issues complicate the sharing of contingdacilities between states. Ideally there shdu#édminimal
differences in the Human Machine Interface betwbencontingency facility and the failing unit. Freénables staff
to transfer skills and expertise between faciliti¢towever, individual ANSPs may disagree overftrenat of the
HMI so that the contingency facility may have to dmntinually updated to support all of the potdngiad users.
Further practical problems stem from the time ndedanove people between a primary facility anthared site in
another state. There is a need to obtain appfowad regulators and state authority for procedumed practices
that affect the airspace of the failing unit. Lisexg and training issues must be clarified whef shay be
providing safety related services for the airspafca neighbouring country. There are considerabfety concerns
over any attempt to improvise regulatory approvairdy any contingency. It is, therefore, importrdt plans are
made well before an incident occurs. Service iglerg must also plan to support staff at a shaaedity for
prolonged periods of time, for example, if a prisnaentre cannot easily be brought back. Thespapations can
include dialogues with unions and other staff repmatives so that operational and technical tearderstand their
potential role during any contingency. It will @albe important to consider the transfer of staffkot the failing
unit when ‘normal operations’ are ready to be resdm

Hybrid Models

Most ANSPs operate variations on the models thatirgroduced in this paper, for example, they misjrithute
limited resources to respond to adverse eventgdiomal units but also retain contingency faciditia a national
centre or Training Academy. One of the site vigientified a central facility that was being denmtd to support
ATM service provision and at the same time the AN&R also drafting Letters of Agreement with adjacstates.
The same provider was also in negotiation to eistalal common centre that would be shared amonigstiasds that
operated similar software. It remains to be sebéether the potential complexity of combining thel#erent
approaches will have any impact on the safety tofrucontingency operations.

Vulnerable Scenarios

Unfortunately, there are several different contimge scenarios that create particular hazards fbrofalthe
approaches identified in previous sections. Tleslede pandemics, software failure and securigabhes within
an Air Navigation Service Provider or sub-contnagtorganization.

Pandemics: A number of European and North American ANSPs hdereeloped contingency plans to deal with
pandemics. Pandemics describe epidemics, or threak of an infectious disease, that spreads s@adarge
region. Recent concerns have focused on Sevarte ARespiratory Syndrome (SARS) and the H5N1 swhihe
avian influenza virus. Neither has been eradibaaed the World Health Organisation argues thataveein an
inter-pandemic period. Figure 8 shows how the fplease model for contingency planning in Air Traffi
Management can also be used to structure the respgora pandemic.There are strong differences between the
activities in these plans and those that might besed in other contingencies Instead of supporting relocation to
aiding units, the aim is to isolate staff and limibvements that might expose them to the risksfefction. It is
important also to note that this model is architeetneutral. It could be used along with any @& tther models
introduced in this paper. For example, if an AN&@ developed a centralised fallback centre fordusing other
adverse events then staff might be brought initouhit during a pandemic.  Alternatively, thejgiit be sent to a
shared common contingency facility. In such casesyever, there would have to be a good justificatior
increasing the risks of cross-infection by leaving normal centres.

Software Bugs: If the same code is used in a primary system disasex contingency facility then there is a danger
that a single bug could cause both units to faihis concern would affect co-located systems jgsit avould
regional or national centres. The increasing iratégn and complexity of ATM systems makes it marel more
difficult to identify and diagnose software failgreespecially given some of the plans for futurespaice
configurations in both Europe and North America. ndmber of techniques can, however, help to addiesse
common mode failures. For instance, N-version ragning ensures that different companies createpieaddent
primary and contingency facilities. However, tlian be extremely costly and does not, typicallgvige
protection against failures that stem from problémsonfiguration data or incomplete requiremer@her ANSPs
use careful version control so that it should alsvlg possible to roll back to a previous workingsian of a
system. This can take a considerable amountraf depending on the point at which any bug wadhitced into



an application. Previous versions of any code tarefore, be retained on training and develogragstems so
that they can more easily be restored under coeticyg

Planning & Maintenance

Phase 1 - Preparation of Plans Additional requirerants for Pandemic Contingency

. Establish pandemic management cell.

. Establish agreements for systems staff, operatatatfland facilities management to move to ceintyghases 5 and 6.
. Agree plans with regulators and government to en8INSPs informed by national contingency committees

. Agree plans for ov«flights in pandemic

Phase 2 — Maintenance of Plans

. Develop management systems to update plans folipehianges in operational environment, procedurépeactices.
. Update plans following changes in government, E€\WtHO guidance eg over immunisation.

Fail to Safe

Phase 3: Immediate Actions

. The initiating event will be government declaringtease 4 or 5 pandemic.
. If staff continue to work and are exposed to régtopulation then consider monitoring health of fizes.
. After declaration of phase 4 pandemic, flights githdually be reduced with no expected need tafckie skies'.

Phase 4: Short/Medium Term Actions (<48 hour)

. Proactive decisions will be needed to gather anldtis key staff in major units.

. Training centre and all non-essential facilitiedl & closed with remote Internet/wireless commatians to all homes in place.
. Other staff will be sent home but with plans to mhain currency and medical fithess for return tonmel operations.

. Implement international agreements on over-flighting pandemic.

Service Continuity

Phase 5 Relocation

. Military support may be moved to contingency fagilf co-located with civil system to increase &tdn and containment.
. Otherwise, staff movements will be avoided.

. Specific legal and administrative duties will bgparted by staff ‘on call’ but work to be highlysteicted.

. Safety staff will be available to assess risksedfuced operations.

Phase6 - Optimization

. Corrective maintenance on all units.

. Continue contact with CFMU on optimisation of aasp.

. Electronic means of communication to be used rdtreer paper based exchanges with opportunitiesdisiamination.
. Cash flow to be secured by finance department.

. Monitor isolation procedures and control disinfeotof premised on regular basis.

Recovery

Phase7 - Longer-term response and Debrie

. Once government has confirmed that pandemic is, steff will gradually be brought in.
. Staged return reduces vulnerability to further veamepandemic.

. Consultation with end-users and government on itigsrfor return to normal operation.
. Revise contingency plans to consider subsequebteaks as soon as possible.

Figure 8: Case Study of Planning for Pandemics (Architecieatral).

Internal Security Violations: All of the previous approaches to contingency pilagnare also vulnerable to
deliberate security violations by company employeedthough there is limited evidence about prergidncidents
across European and North American, other ANSPs haen blackmailed by former employees claiminbaee
introduced bugs and other deliberate flaws into A3ydtems. Such threats are insidious and hardctdyr given
the degree of ‘insider knowledge’ that such indixdts may possess.

Conclusions and Further Work

Over the last eighteen months, a project team tlwerEuropean Organization for the Safety of Air Mation has
worked with a task force drawn from regulators @&ndNavigation Service Providers (ANSPs) to drafiidglines
for contingency planning. The intention is toghdlir Traffic Management (ATM) organisations prepdor the
potential loss of a major unit following scenartbat include terrorist actions, floods, fires armhg@emics. As part
of this work, a study was conducted to identifyreat and best practice in contingency planningis faper has
briefly introduced the different architectures thare identified. Some ANSPs have developed exgstiaining
facilities to act as fallback contingency centr&@ther service providers have sought to reducesdnsensuring that
all of the regional control centres in a countrg aupported by a single national contingency fgcdtc. Our
intention is to help service providers prepare ueses for a wide range of threats to national yadgtical
infrastructures. The closing sections have, tloeegfconsidered a number of scenarios, includinglgaics and



software failures, that threaten to undermine &lth@ primary and contingency architectures memtibin the

previous paragraph. Further work is urgently reepito develop appropriate risk assessment stegtégidetermine
whether we can justify the high levels of investidiat are required to address these scenarios. iSTparticularly
important given that there are few agreed mechanifem passing on the costs of contingency eithenational

governments, to airlines or to the passengers wdnputtimately benefit from them.
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