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Keywords. Improvised Explosive Devices, Counter Terrorism. neighbourhood of Baghdad. The first blast drewookérs and

the emergency services, who were then hit by argeegplosion
Abstract moments later. In these incidents, the use ofn¢sed’
Previous terrorist attacks, for example in Madrit d.ondon, €vacuation procedures that were designed to prétecpublic
have increased concern over the threat that ImgedvExplosive from localised fires created opportunities or vudtelities that

Devices (IEDs) poses to public safety. Insurggotups in Iraq
and Afghanistan have developed relatively soplateid tactics,
including the use of synchronised attacks with ipldtdevices
that have not yet been witnessed in Europe or NArtterica.
Some of these approaches specifically target tieeafind rescue
services that are deployed in response to anlikiétonation or
warning. Computer simulations provide tools thet be used to
plan for potential attacks. They can be used ddkvthrough a
range of scenarios so that emergency personnemismitheir
vulnerability and mitigate the threat that thesaeks pose to the
general public. However, it can be difficult imslate the range
of human behaviours that are seen in the afterroftierrorist
attacks. Similarly, it is unclear how to develqgpeopriate blast
and fragmentation models that capture a range adirdu
Improvised Explosive Devices. The following pageesent a
brief overview of a range of mathematical modebs thre being
integrated into simulation tools that are intendad help
emergency services and counter terrorism agentaesfqr future
attacks in public places.

1. Introduction

Software simulations have been widely used to medatuations
from fire or structural collapses [1]. However,rwdew have
been created to help analyse other hazards suderasist
attacks. It is possible to extend some of thertigghes used to
create evacuation simulations to model some ofliaeacteristics
of a terrorist attack including crowd motion, blasind
fragmentation patterns from explosive devices, dadhelp
predict casualty levels in a given situation [2]An important
benefit of these tools is that they can be usedalsle-top
exercises to work through scenarios for coordinatemdorist
attacks. The threats posed by these incidentslastated by a
suicide bombing attack on Mustansiriyah University Iraq
during January 2007. A car bomb was detonatezhatof the
two principle entrances to the site. This led aopartial
evacuation that drew crowds to the other exit whersuicide
bomber detonated their device. This is not aratedl incident.
Hours before, another coordinated bombing took eplat a
second-hand motorcycle market in the Shia Bab alkSh

were exploited by the terrorists. Building occoisa spectators
and the emergency services gathered at common kblyspaints

that were the target for secondary devices. Swévgimulation
tools can be developed, for example, to identifyysven which

evacuations can be synchronised to help dispeesertiwds that
otherwise create significant opportunities foraeist attacks.
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Figure 1: Interfaceto the Glasgow |ED Simulator

Figure 1 illustrates the interface to a prototypestam; the
ellipses represent the extent of a potential bkst suicide
bombers move inside a three dimensional model mipr UK
railway station. The number of people inside thesees changes
as each bomber and the other passengers move hiotduthe
station concourse in real-time. The size of thasbland
fragmentation areas can be varied to allow forda@nd smaller
devices given the type of explosive used. Thesks twan provide
important information for the security servicesttia extremis
may be forced to coordinate their response to séweispected
bombers as they move through public spaces. Thelator does
not account for concussive force of the blast an gkeople and



structures in the surrounding area, although thamiobvious area represented in terms of a grid or fixed latticeeelis. Individual
for further development. However, fire and resseevices can movement is then governed by a set of behaviowdglsrthat
also use the simulator to help identify scenariosvhich they specify permitted moves between the cells in thé. gCellular
themselves might become the target for secondafigeteas they automata models are fast and easy to implemenhawg several
respond to an initial incident. These potentiahdfits depend disadvantages. The floor space in the environnsewliscrete.
upon the development of mathematical models thabeaused to Automata can only move between adjacent free céllshe basic
drive the simulations. In particular, software i@egrs must form of the approach, this creates a fixed minimdistance

consider potential crowd behaviours both before afidr the between people. It limits the range of possiblewd
detonation of any devices. They must also proswm®e idea of interactions. This approach is much more focussaedthe
the potential impact of an IED. Unless appropriateehaviour of the individual rather than the overathergent

approximations can be derived then there is a dathge these behaviour of the crowd.
software tools will provide insights that hold lEttrelation to the
potential situations that must be addressed byteouarrorism Fluid dynamics. It has been observed that the flow of a crowd is

agencies and emergency services. similar to that of a fluid; for example both a cribvand a fluid
will follow the path of least resistance through space.
2. High Level Models of Crowd Motion Henderson demonstrated the use of fluid and gasmdigs to

It is important to stress that simulators providighHevel Model crowd flow in 1971 [5]. His pioneering woudsed the
predictions that act as a starting point for widecision making Navier-Stokes equations that describe the motionfloitis
and planning activities. They are approximatioather than according to Newton’'s second law.

‘exact models’ for complex human behaviours undeireene

situations. One reason for this is the numbedndiiduals that Particulate Models can be interpreted as a specialisation of the
can be involved in a potential IED attack. Forragie, at peak More general fluid dynamic models. Each agenténsimulation

times the railway station illustrated in Figure anccontain i represented as an individual particle that reteg the
between 5,000 and 15,000 passengers. environment according to its own perceptions anbabi®ural

rules. The individual behaviours interact to foan overall

In simulations of terrorist attacks on public spadee behaviour crowd behaviour. Hence an individual's movements$ both
of individual agents is arguably of less interdsrt that of the Shape and be shaped by the behaviours of thosedartbem.
overall crowd which emerges from their interactionish each Particular models have also modelled the environmes
other and their environment. Within the simulatioehaviours continuous rather than discrete space. This treesigents from
such as flocking, following and collision avoidarzz be used to the constraints of a fixed movement lattice.

mimic observations of crowd behaviours in a pulliace. For

example, Helbing et al [3] present a summary otaesh into A variant of particulate modelling was used to drithe
crowd motion from the ana|ysis of video footage_heTmost simulation illustrated in Figure 1. Helblng and ar introduce
pertinent points from this include: pedestriansvstem aversion the idea of “social forces” between individuals & crowd.
to detours and moving away from their intendedidatibn even These forces include a desire to keep an accepdaténce from
when the direct route is busy, and will normallyoke the most other. Social forces also attract them to graampshey navigate
efficient route; pedestrians keep a comfortableadise from toward a shared destination [6]. This model hasentecently
other pedestrians and obstacles, but this distafiteecrease if Peen extended to include the physical forces thet otcur in
they are hurrying or the crowd is dense; crowd dgnsill high density crowds such as pushing and frictiamgaupon the
increase around attractive areas of the environmiectt as exits a@gents [7].  The social-physical force model aotetor several
and shop windows; and finally about half of theiwidlials in a forces that act upon an agent: 1. Acceleratione-véocity of an
crowd are part of groups of varying sizes and tlygsaps tend to agent varies over time as it attempts to reacbptsnum speed
act as a single entity. Musse et al [4] encapsuiany of these while avoiding obstacles. 2. Repulsion — there riepulsive force
observations in their three rules for group behavid. Members between agents and between an agent and an obstacle
of groups walk at the same speed; 2. Members sharsame Attraction — agents may be attracted to other pdpt example
goals; 3 Members of groups will wait for each otifethey are Other members of their group, or by objects suchslasp
separated. These observations about the behaviaupwds in Windows, exits etc. 4. Pushing — in dense crowdiegiians may
public spaces can be used to inform the developnuént collide and influence each other's movement. 5Sctlem — in
mathematical models that can, in turn, be incorgdrainto dense crowds pedestrians can exert direct contaces upon

software simulations. Most of these models cardtegorised Other pedestrians.  The problem then is to taksethgeneral
in terms of three different approaches. observations of crowd behaviours and develop madlieat

abstractions that can be used to drive simulatduvare. Let

Cellular Automata. In this approach each person becomes an ) . .
automata within the system. Their environmenttygjcally, A = magnitude of repulsive/attractive force, se2000N



= the fall-off length of the social repulsiverd¢e, set to

0.5m

k = spring constant, set to 1.2%1ky/<

K = co-efficient of sliding friction, set to 1

R = + 1, the sum of the radii of the pedestrians
dy = the distance between their centres

N; = the normal vector betweérndi

= the tangential vector tg n

X, X=20;

n(x) ={o, <0

The values for the constants A, B, k andre taken from Lakoba

et al [8]. The force equations 1-4 are descrilmetielbing et al
[7]. One or more vectors are used to describe &zce in the

model. A directional vector made up of three congrds can
describe the repulsive force between two pedestriand;:

f ij = fsocial repulsion+ f pushing+ f friction

- (R —d; y -

f social repulsion = Ae . nij

- - (1)

f pushing = k’](R] - dij) Nij

f friction = K{f pushing tij

The form ofn(x) ensures that whenandj are not in contact the <

pushing and friction forces are 0, and hence havénpact on
the repulsive force. The equation for the forcaween a
pedestrianj, and a solid obstacle, has a similar form to this
first equation.

- (fig=dio) - -

fa=he” 7o kn(n —dne+ Mo(r ~d) T (2)
The force of attraction to another object in theviemment,
including another agent or an object, can be giwemeversing

the social repulsion force in (1) i.e.:

(Rj-dj)/ -
-Ae /B Nij

f attraction — 3

Where i is the individual under consideration anfdis the
attracting person or object. The force of accéi@nain the
simulation is modelled by an equation for persowelocity,
which changes over time. It also takes into actdhm velocity
of the crowd in the immediate vicinity of the indlual, the
“collective velocity”, which can impact on the peefed velocity
e.g. a slow moving crowd will slow down a fastediindual. The
ability to avoid some objects and also to model dtteactive
forces of other individuals is particularly imparntafor an IED

simulator where we would like to model the interiem of
counter terrorism agencies and also of the fire aescue
services. The opening sections have describedkntec
coordinated suicide attacks can target the crowds gather in
assembly points after an initial evacuation. ‘Ehestential risks
can be mitigated by the marshalling strategiesr aftespected
terrorist attacks. The impact of these technigquasbe modelled
using the attraction and repulsion forces in thasiant of the
particulate models.

—

f preferred =-m

! (4)
Vo=@A-p)v,eit p<Vj>

Where

m = mass of

V = current velocity

T = reaction time

V, = the preferred velocity

Vo = the desired isolated velocity iof

€i = the unit vector in's direction of motion

Vj> = the average velocity thatperceives in a 2-3m radius
[
around themselves

= determines the weights of the “own” and “colieet
velocities

At any given point in the simulation, at least @ma most likely
several of the forces described above will be gctipon an
individual. In the IED simulator the ‘driving’ foe that acts on
each person is derived from the attractive foreg #tts to move
them towards their current goal. This could betla@oagent,
such as a first responder, or an exit or any pomga preferred
route through their environment.

3. Movement, Callisions and Group Behaviour

The particle motion approach to crowd modelling edded
within the IED simulator can be broken down intoeth broad
tasks - movement, collision avoidance, and groumabieurs.

Movement forces direct the progress of an agent througtr thei
environment. Each individual is assumed to has&ging point
and their motion is mainly driven by an attracttora destination.
The route between a starting point and a destimatian be
broken down into a series of way-points or ‘subfgo&ome of
these way-points may lead into ‘dead ends’. Timeag also be



obstacles to avoid, see below. Perfect knowledfethe Several parameters affect the avoidance forcesnondividual.
environment is not assumed, therefore the comptaite is not These include the distance to obstacles, the diregector of the
calculated. An agent moves towards their destinatising a colliding agent relative to the current directioector of the
directed search algorithm, this can be depth firsadth first or avoiding agent, and the density of the crowd in dhea. The
hybrid techniques depending on the implementatiSBome way- rational of the equation used to obtain the avaidaforce is
points have actions associated with them, for eXaiifig shop is described in detail in Pelechano et al [9] but tdregential force

a goal then the agent may incur a waiting time itaukate
shopping before being assigned a new goal. Tdhisgain
important for counter-terrorism models where peopte not
simply walking between points in the environmenewla device
is detonated. Previous attacks have been focumsethopping
areas, markets and on political rallies where fiant portions
of a crowd are not moving at the moment of initiatonation [2].

Collision Avoidance.
environment they will have to avoid collisions witther agents
and with static objects. Collision avoidance ifiaged by a
system of detection of relevant obstacles by meém@s ‘area of
influence’, followed by an alteration of the agsntiajectory to
avoid them. The area of influence needs to beartpized to
allow for detection to occur while there is stithaugh time to
alter the agent’s path, and is therefore contingenthe velocity
of the agent. It should also only detect relevajedts i.e. those
that will impact on the pedestrian, which means tha size of an
agent’s ‘personal space’ also needs to be accodated This

aspect of the model is essential in the momentsr & IED

attack given that individuals and groups may havendvigate
around an environment that is very different frohe tone
immediately before an explosion. They may alsddreed to

move around emergency personnel as they providstasse in
the aftermath of an attack.

As individuals navigate through their

that will steer pedestriano avoid pedestrianis given by:

_ (dij xVi) X dij

AT

This tangential force is then multiplied by two lscawveights to
obtain the agent avoidance force that will alter titajectory:

—

fy=tw'w

w' =(d; - D))? )
_{1.2, v, v,)>0;

' |2.4 otherwise

Wid is due to the distance between the agents, ahthwiease in
weight as the agents get closer because the wajestll have to
be more radically altered to avoid collisiow; is due to the
differences in orientation of the agents’ velocitgctors (the
driving force), the weight is greater if the coilig agent is
travelling in the opposite directiorDi is the detection distance
of the pedestrian and controls the size of theatiete area. This
allows the density of the crowd to be factoredtire distance at

The avoidance of static objects is relatively siepis they do not which collisions can be detected decreases astgénsieases,
move. The trajectory of an individualcan be altered by thetherefore the value oD, should decrease as density increases.

application of an avoidance force [9] to miss obista:

s _ (dik xvi)xdik

! = 5
avoidance |(dik xVi)xdik| ( )

Avoiding collisions with other pedestrians is ma@mplicated.
The simplistic approach could be more correctlynet ‘collision
detection’; when two agents are about to collide will simply
stop moving, generally the slower or less aggressine, and
allow the other to pass. This approach does notyme an
adequate simulation of crowd motion. The secorgr@gch is
similar to that of the static obstacle avoidancel amvolves
altering the trajectory of one agent to avoid thieeo entirely.
The ‘area of influence’ mentioned above is useddaiect

approaching agents and once again an avoidance fiwrc

calculated to alter the trajectory if there is it time to do so.
Otherwise the simplistic method is used and onatageist stop
in order to avoid the collision.

Group Behaviours. ‘Flocking’, can be described as the tendency
of people to form coherent groups which act togeti8me have
argued that approximately half of any crowd cossadtisolated
individuals while the rest is made up of ‘flockingroups of
varying sizes [3, 4]. The strength of this colieetinfluence on
individual decision making is a controversial tqpiilke many

areas of crowd behaviour. However, flocking iguably one of
the most easily observed group influences. Forptmposes of
our prototype IED simulator, a group consists afWeen 2 and
10 people. Each group has a randomly allocatedidg that, all

other things being equal, will be followed by thiaer members
of the group via an attractive force, and a gralgntifier. This

method accounts for the formation of predetermigexlips. It
does not allow for the spontaneous formation ofugsoe.g.
friends who run into each other. These collediigbaviours can
be incorporated into future versions of the simardat However,
as mentioned earlier, considerable care must benték insure
that any increase in the complexity of the undagyinodels also
yields corresponding benefits in terms of the bimehat it



provides to potential counter terrorism applicasion The
introduction of spontaneous group
appropriate in the aftermath of a blast in a nilgiitalistrict, such
as the area affected by the Bali blasts, wherevighdils struggle
to find their friends in the remains of other cluhed bars.
Spontaneous group formation may, arguably, be relevant in
an attack on a railway station where most grougsaekllers will
be close together immediately before any incident.

‘Following’ has also been observed in crowds [3hdividuals

and groups are influenced to follow a path that dlesady been
traversed by others. This is distinct from ‘floogi because
individuals will also follow some after a group another person
has already taken a particular route. This typebelfiaviour
results in the formation of lanes of pedestriamsuph a crowd.
These lanes are often the only way that peoplegeaithrough a
congested area such as a narrow corridor or deosel c Again,

this is important in the context of counter tersarmi given that
such congested areas may themselves be the tafgtsondary
devices. ‘Following’ behaviour can be modelleihgsresidual

direction fields; as an individual moves through area, an
imprint of their direction is left which exerts eall force on the
direction of the next pedestrian to move through &inea. The
imprint fades over a fairly short time span of oalfew seconds
if not replaced by that of another pedestrian,thateffect can be
cumulative over time to have a greater influenceraagents to
follow the path.

‘Following’ behaviours can combine with obstructioto create
queues. These form at popular points where Ingitlkes form
and individuals are forced to slow down. Fansaeated when
multiple queues are created by different ‘lanesivamls a
common obstruction or ‘pinch point’. The sociatde model
recreated fans and queues as a by-product of thparents
described in previous sections. A key concerrtfe end-users
of our system is to train first responders to misanthe delays
created by the formation of these group structurellowever,
qgueues often form in other areas of a public bogdivhen staff
members are used to move individuals and groups frarticular
bottlenecks. Simulations can help senior persotmeajain an
overview of the interactions between their staffd athese
different crowd behaviours that can present opmities and
targets for subsequent terrorist attacks.

This section has described how a variant of théquéate model
can be used to simulate individual and group behasi during
IED attacks. We have identified those components thof
approach that provide significant benefits for deuarterrorism
applications. These include the different forcéattraction and
repulsion that can be used to mimic staff interieenbr the desire
to avoid the site of a primary device. They aisdude the
delays that arise as groups struggle to navigdteeea obstacles
and other debris in the aftermath of an explosids mentioned,
there are several other alternate approaches atteeifuvork is
required to validate our choice of this approadh.contrast, the

following section goes on to identify techniques foedicting the

formation might kmpact of an Improvised Explosive Device on theividhals and

groups in a public building.

3. Blast and Fragmentation

For any explosive device it is possible to calauldte radius of
the blast, the effective range of fragmentatiorg #re distance
from the device at which specific “overpressuredl @ccur. The

pressure in excess of the normal atmospheric pessalled

overpressure, is used to measure blast effectingsper square
inch (PSI). The effects of ranges of overpressurgeople and
buildings have been observed, so the damage attainceange

can be predicted with some accuracy. However, danta

structures is highly contingent on materials andstwction. A

host of other factors can also be included in nemghisticated
models, for example to account for the effectstafctures on the
extent of any over pressure, and this remains &imeaarea of
research in its own right. In contrast, the foofisur work is on

crowd behaviours and the impact of Improvised Espi®

Devices. Several software tools can be used tovede
approximations for the distance at which specifierpressures
will occur for a given mass of explosive materid0]. For

example, an over pressure of 0.04 PSI can resudt fiorm of

sonic boom (over 140dB). In the range from 1-3 &&nage

can include the partial demolition of houses andowg in metal

panels. There may be damage to eardrums and sualgids

can be expected. In areas where the overpressacbed 10 PSI
there will be specific tissue damage to the lungs.double this

level, very few people will survive the blast.

The construction of improvised explosive devicesesgreatly.
The raw materials and technical expertise usedmsteuct IEDs
has changed over time. The system illustratdedgare 1 can be
used to simulate the impact of car bombs and ofcds\carried
by pedestrians. However, vehicle devices arguabdate less
effective fragmentation than IEDs that are cartigdindividual

suicide bombers as they mingle with a crowd. Exelatively

small amounts of explosive can be used to conditkeeffect. It
is for this reason that most of our modelling whes focused on
devices that are worn as a belt or vest. Thesmegds are
packed with cylinders or plates of explosive sunded by metal
fragments, such as ball bearings, nails or scre®&rapnel is
responsible for around 90% of the casualties frioesé devices.

The explosive used in a device is limited by avaligy.

Industrial explosives such as C4 and TNT (Trindgtloéne) are
popular because they are easy to handle. Howthere can be
considerable risks for terrorists in both obtainamgl securing the
explosives prior to any attack. Other ‘homebrewbstances
such as TATP (Triacetone Triperoxide) are relagivebdsy to
make from commonly available ingredients, howevbe risks
are different. In this case, the explosives aferokextremely
unstable. TATP is very sensitive to heat, frictiand shock.
Due to its highly volatile nature it is often usad an initiator



rather than the main explosive in a device. A momre stable
homemade compound similar to Ammonal (an
explosive) can be made out of ammonia nitrateilifat) mixed

with coal and aluminium dust. This compound is ownly used
as the bulk component detonated with a small amotimATP.

The simulation shown in Figure 1 models attackagishis type
of hybrid TATP-Ammonal device. We assume a suitidi may
hold around 4.5kg of explosives, a vest 9kg, andriafcase
around 23kg. These default values can, howevexabied for

each run of the simulator. The particular massxplosive that a
bomber could carry is only limited by their stremgand the
volume which can be concealed on their person.

Table 2 presents approximations for the blast &ffeo our
simulations. More information about the interptieta of these
values and the methods used to obtain them cabtagmed from
! Damage to structures within the environmentds aurrently

distance, fragments have a uniform distribution drete is total

industriafowd blocking. These assumptions are justifiedalbise the

current implementation is a prototype or proof afncept.
Further work is required to weaken these conssadinat yield
‘conservative’ estimates of potential casualties.

The arena of an Improvised Explosive Device can be defined t
be the effective range of the fragments that it geoduce. The
Kress model [11] assumes that the radius of theaam, is the
same size as the fragmentation range [10]. Thimsas larger
than the effective range of the blast, supportivgdssertion that
the fragmentation is more dangerous than the lifself. The
arena is divided into a sequence of M concentrides, each the
width of b = a person’s diameter, giving M3/R The Kress
model [11] was originally developed to provide atistindication
of casualty numbers from Improvised Explosive Desigiven a
particular crowd density and device. The innowatigature of

part of the simulation. This is a specialised areegesearch; data our implementation is that we can continuously tedhe Kress

regarding the materials and construction methodsl ua the
building would be required to properly predict itdacould be
incorporated into future versions of the software.

A “cookie cutter” damage function is often used poedict

casualties in conventional combat. This assumat eleryone
within a defined area is considered to be a casuditowever,
this is inappropriate for more complex urban enwinents such
as those modelled in our simulations. The ‘cookigter’

approach does not take into account the ways ishwhiast and
fragmentation can be mitigated by other peopléédrowd who
can come between an individual and the effects roflED.

Similarly, these simplistic approaches to casuatgdiction often
ignore the impact of obstacles that can come betwee bomber
and the target. For the likely mass of explosivatained in a
suicide device, most blast casualties will be withi 10 metre
radius, assuming there are no protective structoetseen them
and the explosive [10]. The railway station ilhaséd in Figure 1
is, however, full of permanent and semi-permangottires that
could offer some degree of protection to individual the model.
These include concession booths, benches, larges sic.
Following the PEAC-WMD model, we assume that thera 1%

values in real-time as the simulated crowd movethimia

potential target area. As people walk betweefedift areas of
the railway station concourse, the number of p@éasualties
will change as the crowd densities change. Hemeaiser of the
simulation can assess the impact of potential groeipaviours
and different occupancy levels on the casualtiesmfra

coordinated terrorist attack. Our tools enabke dghmultaneous
application of the Kress model to more than onecdr. Let

= number of people in a ring,
observable from simulation

= probability that an exposed
target in ringm is exposed

= number of effective fragments

= number of people in the arena

= the exposed area of a person

= the maximum number of people
possible in the arena

= probability that exposed
person in ringn will be hit

B = dispersion angle of fragments

(M)

Pu(m)

probability of fatality for individuals within anverpressure area Assuming total crowd blocking, meaning that anyomiose

of 2.5 PSI, and a 99% fatality rate at 20 PSI [1The expected
casualty rate between these values is difficuttetermine.

Kress has recently developed mathematical models dan be
used to refine these approximations by developirgbability

distributions for the number of casualties basedhendensity of
the crowd around the suicide bomber at the timeeibnation
[11]. This approach considers the impact of shegpmhich can
be determined by the number of fragments packedtl device,
the distance over which it is effective, the disjpmm angle of the
fragments, the density of the crowd surroundinglibmber etc.
Our implementation of the Kress model makes a nundie
further simplifying assumptions; each piece of phed can only
injure one person, fragments do not become lesslderith

position is blocked will not be injured, Ecasualties can be
expected in thei" ring of the arena, with £given by:
En =t xa(m)xPy(m)  (8)

Therefore the total number of casualties E(M) due t
fragmentation can be assumed to be:

E(M)=§:Em

m=1

(9)



The three terms of equation 1 can be calculated frdormation
available from the simulation and from data prodidsy the user.
The first termu, is the number of people in thé" ring, which is

observable. The second temfm), is calculated by:
L-1 _
l—l(l_ m-1 J
a(m)=91_ K(M)-1/,L<K(M)-m+2 (10)
0

Where K(M) is given by:

J T
K(M) = 2—1 (11)
arcsing.)
It is unlikely that the arena around the bombel k¢l completely
packed with people so it can be assumed thatgtafniays going
to be found by the top term, thereby avoiding theeacessary
calculation involved in the condition check. Therd term in
equation 8 is for the probability of an exposedsparbeing hit by
a fragment. This is the term in which the numbgeffective
fragments in the device N, and their dispersioneafigbecomes
important. It is assumed that only half of thegfreents will be
effective, the rest being expended on the suicidmber, so
whatever value the user specifies is halved to biveA typical
value forf is not known from empirical data, but Kress usethb

10° and 60. These parameters can be supplied by the u

during interaction with the prototype simulator(f) is given
by:

P,(m=1-e¢" (12

Where Ao, is given by:
min{2mtan(),c}
Ao, = —
4rmrsin(z) m

(13)

The value E(M) in equation 9 gives the total numtfeprojected
casualties within the arena due to fragmentatidhe equations
used in the simulation do not allow for secondamjuries,

although Kress also produced formulae to allow tbe

possibility of persons directly behind exposed passalso being
injured. It is difficult to say whether a hit fromfragment will
result in injury or death therefore the two are distinguished in
the simulation.

approximations. Summing the casualties producaa filast and
fragmentation would produce an over-estimate gitret some
victims may be injured by both over-pressure anginjectiles
produced in the aftermath of any detonation.

4. Conclusion

Previous terrorist attacks, for example in Madritd &.ondon,

have increased concern over the threat that ImgedviExplosive
Devices (IEDs) poses to public safety. Insurggoups in Iraq
and Afghanistan have developed relatively soplatid tactics,
including the use of synchronised attacks with ipldtdevices.
Some of these approaches specifically target tieeaind rescue
services that are deployed in response to anliniéitonation or
warning. Computer simulations provide tools tha be used to
prepare for potential attacks. They can be usesiork through

a range of scenarios so that emergency personnghisé their

vulnerability and mitigate the threat posed to public. It is

difficult to simulate the range of human behaviotlnat are seen
in the aftermath of terrorist attacks. Similaityis unclear how to
develop appropriate blast and fragmentation motiels capture
the effects produced by Improvised Explosive Dewice This

paper has presented a range of mathematical maoikeisare

being integrated into simulators. Emergency sesviand
counter terrorism agencies can use these softwanés tto

increase our resilience to future attacks in publéces.

The work described in this paper represents ingieps towards
the development of counter-terrorism simulationlgoo It is
%%rrticularly important to validate predicted injupatterns and
crowd behaviours from more complex, mathematicaldets
This can be done, at least in principle, by analysthe
consequences of terrorist incidents around theegld®egrettably
there is no shortage of data. Improvised ExploBiegices have
become a defining characteristic of asymmetric ararf
However, it can be difficult to gather detailedarhation about
fragmentation and blast patterns in the aftermdtheororist
attacks when the priority is to protect the puldicd tend to
casualties Even at this early stage in our whdwever, it is
apparent that the patterns of attack are changapidly in
response to recent changes in strategy by emergeneiges and
military organisations. Children and the disabéed being used
in the synchronised deployment of IEDs. Multiplevides are
being used to support political assassinations sofindividual
targets move through crowds of supporters. Couteeprism
agencies must take considerable pains to guarchsigHiese
forms of attack without imposing unnecessary restms on civil
liberties. Unless we develop tools that refléet flexibility and
ingenuity of those who deploy these devices themeths little

The Kress model focuses primarily on injuries frorgrospect that we will be able to protect the pulfiam future
fragmentation and does not address the blast delajferies that terrorist attacks.

we derive from the over-pressure models in previsestions.

We, therefore, combine the expected casualties thenblast and Acknowledgement

the probable casualties due to fragmentation tateran overall This work was produced as part of an EPSRC/BAE eByst
casualty projection in our simulations. Furtherkvis required CASE studentship.

to determine the best means of combining these two
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