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Abstract

This paper argues that a ‘systemic’ approach cdp twe address the threat to public safety from lonmed

Explosive Devices (IEDs). Rather than focusingaaly on electronic counter-measures or on thea&n of

disaffected groups before an incident, we haveeatdghat security agencies should look across adlest of the IED
trajectory. We, therefore, enumerate differentseisafrom the preparation of a device through tolayepent,

execution and the dissemination of propagandaviitig an attack. These phases are then useductis& an
analysis of previous incidents, borrowing a ‘lessd@arned’ approach from more conventional areasaféty-

engineering. The intention is that such an ansalgan inform scenarios in training tools for seguservices and for
emergency personnel. A secondary aim of our aisly to identify patterns of attack. These reen¢ tactics that
might in the future be transferred between conftimbes in different parts of the world. A keyuigsn all of this

work has been to address the ‘failure of imagimatibat was criticized by the 9/11 Commission agdshbsequent
investigations into the London bombings.

Introduction

Improvised Explosive Devices (IEDs) have caused@pmately 60% of all American combat casualtiedran.
In Afghanistan, they have been responsible for 50%S combat casualties (Ref. 1) and the numbepadiside
bomb attacks has more than doubled to more thad02r02008. IEDs remain a weapon of choice noy doit
attacking military and civil targets but also fomking political statements and for attracting meatig@ntion. In
consequence, the US DoD and Congress have pro$itie@5 billion to fund counter-lED programmes betwe
2004 and 2007. These initiatives have been coatell by the Joint IED Task Force (JIEDDO) whicbereed
$4.35 billion in 2007 alone. The UK Centre for tAtection of National Infrastructure and the U&pBrtment of
Homeland Security’s (DHS) Critical InfrastructureoBramme have also focused on increasing theepséi of civil
society against IED attacks. In May 2008, the Dalidcated $3billion to secure US critical infragtiure and
transportation systems “to prioritize IED preventiand protection, communications capabilities, rimfation
sharing, and regionally based security cooperat{®®f. 2). The extent of this expenditure refettte importance
of IEDs for public safety.

A Systems Safety Approach to Counter |IED Operations. IEDs pose a significant threat to public safetyuadthe

globe. Many components, especially microelectsnare easily obtained. At the same time, infdtimformation

exchange networks have developed partly based @rthen Internet that cannot easily be suppressesebyrity

agencies. The exchange of instruction manuals edsas operational feedback, including videos afcessful

attacks, helps terrorist organizations to rapidiplee their tactics in the face of strategic andhtelogical

countermeasures. Organizations such as JIEDDO, tizeefore, begun to pioneer a more ‘systemicraggh to

counter terrorism.  Traditionally, counter tersmni initiatives have been based on relatively narsseurity

considerations, for example by focusing on the atete of disaffected groups and by the developnadrgpecific

technical counter measures. Unfortunately, teldyical countermeasures offer limited protectiofror instance,
the development of jamming devices has led tortheeased use of suicide bombers and to the usecofdlevices
in multiple coordinated attacks. Similarly, fewcadty services would be complacent enough to beliaat they
will always be able to detect or disrupt terrogsbups before an attack can take place. Tharevisan increasing
recognition that we cannot address individual atspefcthe problem in isolation — hence detectiod disruption of
devices must be supported by initiatives to migghe consequences of successful attacks.
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Figure 1: An IED Development Trajectory

In order for such integrated approaches to be ssbdeit is critical that we learn as much as gasdrom the ways
in which IEDs have been used in previous attacBy. identifying common patterns, it is possible tevelop
scenarios that can be used in planning for thectiete disruption and mitigation of future attacksFigure 1
illustrates different aspects or stages of an IBBck. Patterns of attack can be formed by thdysisaof each of
these stages. As can be seen, the trajectorynsimiigure 1 is a cycle in which the disseminat publication
of reports about ‘successful’ detonations may helpecruit further attackers. Within each of tHeapes from
preparation through deployment to execution andedisnation, there are more detailed activities tiaat occur in
parallel or in any number of different sequencdsr example, the detonation of a primary devicg oy be part
of an attack strategy to catch members of the publsecondary explosions or, as in Mumbai, themkgion of an
IED may be part of a wider assault using a varigtdifferent weapons. As mentioned above, muténéibn has
focused on the first and second phase of the tmjedy trying to detect recruitment activities loy training to
deploy technological countermeasures immediateigr ahe delivery and priming of a device. Howevarkey
argument in this paper is that systemic approatthesunter-IED programmes should take a far broaiev given
the relative difficulty of preventing recruitmenindg the limited success in the deployment of eledtro
countermeasures in many areas of conflict.

The retrospective analysis of previous IED incidezdn only ever form one part of a more integrateproach to
public safety. In order to anticipate future ekis it is important that we can identify and expla range of future
scenarios that help us to avoid the sense of sermd ‘failure of imagination’ that was referredin both the
reports of the 9/11 Commission (Ref. 3) and thelligence and Security Committee investigation ithte London
bombings (Ref. 4). Figure 2 presents the interfiaccomputer simulations that have been develdopedentify

what could happen if IED tactics were transferneohf Irag or Afghanistan to attack the civil popidatin Europe



or North America. This particular example is lwhem the busiest railway station in the UK outsidd_ondon,

with peak weekday occupancy of more than 15,00@leedn this instance, suicide bombers can betifikeoh by the

circles that represent the potential targets thatldvbe caught in any blast. The number of peagie might be
injured changes for each bomber as they and ther pidissengers move throughout the station concaunssl-

time. The size of the blast and fragmentation sacza be varied to allow for larger and smallericks/ given the
type of explosive used. Each year a table tagase is held. This involves around 60 staffifrthe station,
transport police and the train operating companiEse exercise is designed to prepare for possitiéeks and to
help refine the procedures in place for dealinghwitem. The intention is that this tool can bedubg staff to

support these annual exercises, for instance, kimg through the inter-agency response to a rafgdifferent

scenarios.

A0 Attack Simulator :: Glasgow Central Station
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Figure 2: Interface to an IED Simulation

An important aim behind the use of these simulatianto increase civil resilience to future attatiyshelping
security agencies apply insights gained from pnevitiED incidents. In order to do this, it is imf#ott to learn as
much as possible from the large number of attalcsis ave occurred in different parts of the workbr instance,
the scenario shown in Figure 2 is based on two ipusvincidents. The first involved a suicide alftamn
Mustansiriyah University in Iraq during January Z00A car bomb was detonated at one of the twasoés to the
site.  This led to a partial evacuation that dewwds to the other exit where a suicide bombeordged a
secondary device. This is not an isolated incidétaurs before, a second coordinated attack téextepn a second
hand motorcycle market in the Shia Bab al-Sheighm@drhood of Baghdad. The first blast drew onloskend the
emergency services, who were then hit by a secgpldgon moments later.

Challenge 1: The Global Nature of the Problem

A number of problems frustrate attempts to gatiméorimation about IED attacks. There are obviougiskic
challenges. For instance, it is possible to ob#apost incident report into the January 280&ide car bomb that
set fire to a tanker in Kabul; killing four civilie and an American soldier. One reason for thieas it occurred
close to a US base and the German embassy. d=saislknown about a similar attack that occurrdg days later
when a civilian died and six people were injuredNangarhar province. The operational constraifitgisurgent’
areas make it far more difficult to conduct dethilavestigations, especially in areas outside tfghan capital.
Further problems stem from the number of blasts dibaur around the globe. At almost the same asi¢he two
Afghan blasts mentioned above, an African Uniorcp&aeper was killed and another injured by a ragdsomb in
Mogadishu, Somalia. Less information is known whiie tactics and technology used in this incidestause
African Union forces lack the resources to condhet same level of examination as the US militafhe global



nature of the problem can be illustrated by a sesieattacks that all took place in February 200Bor example,
anti-government Thai militants killed one persothwa bomb buried in a roadway. Four people werendged. In
the same month, an IED killed twenty people andrag eighty more at a bus stop in Sri Lanka. MAcpoofficer
was killed by an IED close to the Venezuelan ChamifeCommerce in Caracas. On Februafy 2908, two
members of the Indian security forces were killad aeveral others wounded by an IED. There wemre ri@n ten
IED attacks in India alone within a four week periearlier this year. The frequency of these imotd, together
with the geographical distribution frustrates afsrto create an international database simil#indee that are used
to collate ‘lessons learned’ across the aviatidetga&community. There are profound differenceshia quality of
information that is available to intelligence agescfollowing IED attacks. In consequence, we ngrsidually
identify common patterns that reflect changingitacand technologies from partial accounts of asstbf all the
IED attacks that occur across a wide range of tsfl

Challenge 2: Simulating Different Designs for IEDs

Simulators, such as the system illustrated in Edircan help security services train for the impéan IED attack.
One of the difficulties in developing these toaghe diversity of different devices that have besed; these range
from the pipe bombs that target specific individuap to vehicle-based devices that destroy entiteiats. It can
also be difficult to develop simulations that aagbfor innovations in IED technology. For exampigany of the
weapons used in Iraq are simple platter chargésese are constructed from several kilograms dftigl@xplosive
pressed into a similar mass of flat metal, typicalteel.  This will propel the platter into a tergwith an
approximate velocity of 1,800 m/s at up to 50m.r Bther targets, Explosively Formed PenetratorsP@Fave
been deployed. In these devices, the force ¢dst helps to form a penetrating projectile that ba effective more
than 80m from the target. Cylindrical shaped chargan be tipped with a concave metal disc, tylgicadde of
copper. Variants on this type of device have bmeatessfully deployed against Abrams M1A2 tankds Army
field manual FM20-32 provides a useful startingnpdor the development of counter terrorism sinuiatbecause it
provides an initial taxonomy for improvised explasidevices. It distinguishes between high-explsartillery-
shell antitank devices, platter charges, improvisddymores, grapeshot antipersonnel devices anbdwirar
antipersonnel devices. FM20-32 focuses on devitashave been used against organized militanysurill of
these IEDs have also been used on civil populafiodifferent parts of the globe.

Challenge 3: Assessing the Quality of Explosives

The power of an IED can be measured in terms obltast and fragmentation that it produces. Thpssameters
are partially determined by the quantity or quatifyexplosive. In some areas, terrorist and insofrg@roups must
improvise ‘home brew’ explosives from off the shigifredients. However, many devices have beestnated
from military munitions that have been stolen freapply lines. For instance, Chinese and North Haseforces
massively underestimated their need for mines $parse to the defensive tactics used by UN forcemgl the
Korean War. They, therefore, improvised a serfebattlefield devices’ many of which relied uporinas that had
been lifted from UN positions. The same techniquese also widely employed by the Viet Cong durthg
Vietnam conflict (Ref. 5). 33% of U.S. casualtiesVietnam were caused by mines including IEDs te#d trip
wires and rubber bands to detonate grenades (RRefTBe reuse of munitions in IEDs illustrates thgstemic
nature’ of the problem. Rather than focus naryowr technological countermeasures once a devisebban
planted, more may be gained by securing supphslin€his point was recognized in a recent reporthgy US
Government Accountability Office. They argued tthhe DoD planning for Operation Iragi Freedom had
incorrectly assumed the Iragi army would rapidly benvinced to provide security for their stockpileg
conventional munitions once they had surrenderedn consequence, a large number of conventionalitions
were ‘looted’. These munitions were subsequergbdun the majority of IEDs deployed against alfiedtes. The
GAO concluded that “...DOD's actions generally har@kasized countering the use of IEDs by resistgnoeps
during post-hostility operations... GAO also concleidthat this situation shows both that Iraqgi stolegiof
munitions may not be an anomaly and that infornmatio the amount and location of an adversary's tinmsi can
represent a strategic planning consideration fauréuoperations. However, without joint guidance& cannot
ensure that Operation Iraqi Freedom lessons leaabedt the security of an adversary's conventiomahitions
storage sites will be integrated into future operet planning and execution” (Ref. 7). This presda direct
illustration of the impact that ‘systems safetyihting has had upon recent counter-IED programs.



Challenge 4: Planning for Large Scale Attacks

In developing simulation tools to help securitydes anticipate the impact of IED attacks in Eurapd North
America, it is less likely that terrorists wouldveaaccess to military grade explosives. Howevezre is little
room for complacency. TNT and the C4 compoundewesed in the 2008 attack on the Islamabad Marridore
than a ton of fertilizer-based explosive was usethé 1992 IRA attack on the Baltic Exchange buaidin the City
of London. This killed 3 people and caused £35lianiof damage. A similar quantity of ‘home breadompound
was used in the 1993 attack on Bishopsgate inahee <ity, injuring 40 people and caused damagédrtgtenore
than £1 billion. This IED was hidden in a constimettruck and left a crater more than 40ft wide 20é deep. A
half ton bomb under South Quay station caused A8&mof damage to London's Docklands in Februb®@6. A
ton and a half of improvised explosive was used ifailed attempt to destroy Canary Wharf tower iovémber
1992, but the detonator failed to ignite the maiarge. A slightly larger lorry-based IED injured machan 200
people in Manchester city centre in June 1996 s Térinains the largest bomb to explode in the UKesthe Second
World War and was parked under a shopping centerestwo hours before detonation. It was subsequentl
estimated that up to 50,000 square meters of rgtaite and nearly 25,000 square meters of offiaeespad to be
reconstructed. Similar tactics have been repeatedss the globe. Three quarters of a ton oftdifer-based
compound was detonated in the underground cargiahe World Trade Centre in 1993. A more desitradorm
of ‘home brew’ explosive was used in the Oklahonitg Bombing. The ease with which the two conspiratwere
able to amass more than 2,300 kg of explosive-g@adenonium nitrate fertilizer and 600 liters of liqu
nitromethane is an instructive lesson for secuwggncies around the globe. Similar compounds weed in the
Bali bombings of 2002 that killed more than 200 glecand in multiple attacks on US embassies in Atd998
killing 224 people. One of the key insights fronmstenumeration is the continuing vulnerabilitycdfil society to
these weapons. The insights derived from the datesbombings of the 1990s still did not yield eglwounter
measures to prevent the 2002 attack on the US awylimdarachi where a truck based fertilizer bonike& 12
and injured 51. Even when we are forewarned atheutypes of target involved, IEDs have been sigfaég used
by increasing the force of the device or by chaggdarctics, for example from delay based detonaimrsuicide
attacks.  The Al Qaida attack on the British Gdate in Istanbul and the HSBC bank killed 30 peoglen
though security personnel were aware that they tigkie been at some risk; suicide bombers detorzatetkture
of ammonium nitrate and fuel oil in pick-up truck&imulators can help planners to consider a widage of
attack scenarios, for example by considering ‘whaactics were exported from Iraq or AfghanistemEurope or
North America. However, it is equally importandtrto forget the lessons provided by the largeeseahicle-
based devices from the 1990s. An effective wafpoiising the attention of building owners and giets is to
show them what might happen if they were attackeohgithe size of devices that were deployed against
Bishopgate or the Federal Buildings in Oklahomét. can be far more convincing to develop trainimgrsarios
where the impact of the IED is based on a devie¢ llas already been detonated in London or New Yattker
than Baghdad or Beirut.

Challenge 5: Planning for Medium Scale Attacks

Large scale devices usually require quartermastecoordinate the acquisition and storage of maltethefore an
IED can be assembled. There are often, therefgpportunities for security forces to detect theldsup of
components. This is another reason why it is sooiamt to study the ways in which the perpetratdrprevious
attacks were able to acquire their materials. omtrast, medium scale IEDs are far harder to détecause they can
be improvised from limited quantities of legitimatemponents with very little prior planning. Thepredictable
nature of these attacks can be illustrated by teattempts to detonate IEDs in London and at Glasgoport.
The initial plan was to load two cars with gas staris on the back seats; together with nails atrdlge the trunk.
Mobile phones had been rigged to provide improvideinators. The cars were driven from Scotlaridbtadon in
June 2008. The first vehicle was parked outsigéghtclub. The second was parked a few streety;amith the
possible intention of catching people in a secontbéast. This plot clearly differs in scale ané #ophistication of
the explosives from those described in previousgraphs. It also illustrates that any narrow gtsnto identify
potential attacks from the purchase of ammoniunatg@tmay underestimate human ingenuity. Thisahtiot failed
when 15 calls to the mobile phones failed to trigtpe detonation. The attackers then returne8dotland and
rigged up a third vehicle with fuel and gas camsst@etrol and knives. Rather than leaving thaole outside a
night club, the attackers drove it into the maimmoof Glasgow airport where it was wedged againsteel block.
This device also failed to detonate, possibly duthé difficulty of ensuring that the mixture ofefuand oxygen fell



within the flammable range. The attack on Glasddngort provides a further motivation for studyipgevious IED
attacks to inform safety campaigns. Prior to titteck, there was arguably a sense of complacenScatland.
Public and politicians felt there was little riskat we would be the target for a terrorist attackEDs were
associated with conflicts on the other side ofglude. This attitude faded as soon as the vehiakedriven into the
airport. The simulation tool, illustrated in Figu, was explicitly developed as part of a widesgpamme to
increase the resilience of Scots infrastructurénagéhe future threat posed by these devices.

Challenge 6: Planning for Attacks against Individua

In contrast to the enormous devices used in Bistigpgr the Federal buildings in Oklahoma City, sdEles are
specifically intended to kill or injure individuals An example is provided by the pipe bomb thaurefl Zeev
Sternhell, an Israeli academic and critic of Jevgistilement in the occupied West Bank. Car bonabyg lalso been
widely used in many countries, for instance a merdilt switch was used to detonate the device Hilkgd Airy
Neave, a UK Conservative politician who was knoven thke a hard line against loyalist and republican
paramilitaries. Similar devices were used to tatigdividuals who had been opposed to the regiméuwgfusto
Pinochet in Chile. Mail bombs have a history theatlmost as long as the postal service; they afeci8tury
accounts from both Italy and Denmark. The Unabarpbevides more recent examples. His first devies vound
in a parking lot. The return address was thahefihtended victim. The parcel was eventually gdge a security
guard who received minor injuries when he attempoespen it. The first devices were relativelydzipipe bombs
with wooden end pieces and detonators that pulledileacross match heads. Later devices repldiedpproach
with batteries and filament wire, including an IEiat was placed in the hold of an aircraft flyinghiw the United
States. In the UK, mail bombs have recently bsmmt to companies involved in DNA testing. A prignachool
caretaker was eventually arrested and subsequarglied that the small amount of explosives wasidd to
increase public awareness without causing injdiiyese arguments were largely dismissed by the cduhe US,
a series of unassembled letter bombs were senmbrbgane calling themselves ‘The Bishop’ to finandiahs in
the Midwestern United States. Subsequent invatstigs have suggested that the individual involwed copying
elements of a Charles Bronson film in which an ssisaleft a note with each bomb. Considerable barkto be
taken during the arrest of ‘The Bishop’; as in $@micases there was concern that they might detomatevice
during the arrest. Crowd based modeling toslgh as that shown in Figure 2, help planning aaitihg for
these police actions. The fatal shooting of Jeharles de Menezes by UK police shows other ‘sy&femspects
of IED attacks that can be addressed through teetimodeling tools. This Brazilian electriciansvaistaken for
a suicide bomber with links to the 2Duly attacks on London. The subsequent inquesiveth that security
services must revise the way in which they plantii@ arrest of terrorist suspects. This can beedbrough the
use of simulations that recreate the flow of infatibn between intelligence services; including pineblems in
information exchange that characterize real wontérations rather than the ideal situation oftentrpged in
Standard Operating Procedures. One of the probilensecurity services is that the same level o caust often
be taken with individuals who may not ultimately dfeown to pose a significant threat to public saféthis creates
problems because subsequent proceedings can unéethei credibility of counter terrorism work. Amample is
provided by the prosecution of a man who was foomtdguilty in the UK of two charges of making IED<During
the trial it emerged that army disposal expertsiébfireworks and ‘thunderflash devices’ in his homeThey also
found an infrared transmitter that was capableriggéring the detonation of an IED. However, thefense
successfully argued that this was used to opeliatsaiellite television and that the defendant Aadnterest in
fireworks from teenage years. In stark contrés,ibcreasing use of IEDs can also be illustrated buccessful UK
prosecution of a man who was found to be in pogsess a nail bomb when bailiffs came to evict hiram his
house. The army bomb-disposal teams again hadai@ rthe device safe before neighbors could returtheir
homes.

Challenge 7: Delivery Mechanisms

Figure 1 presented a trajectory for IED attackss th intended to structure a more systemic viewthef threats
presented by these devices. As can be seen, alément of the second phase is the delivery ofEdh to its
intended target. In some cases, this can seematlildaborate term for a relatively simple actr &ample, thirteen
people were injured in November 2008 when an IEB Waown from a flyover into a market in BangkoKhis
incident illustrates the diverse nature of the ahrieom these devices; the incident was not pararofethnic or
political dispute but seems to have been a resptnaecivil dispute between traders and the mamatagement



following a rent increase. Previous sections rekeady summarized several other delivery techiigarging from
cars, vans and trucks through to the postal systeatsconvey letter and parcel bombs. The dityersi delivery
mechanisms challenges some of the ‘silo thinkidmgt tcharacterizes the immediate response to IED®many
countries. For instance, many airports, railwafiens and shopping malls have responded to attaekh as the
one at Glasgow Airport by pouring vast quantiti€sancrete to prevent the use of car bombs. Atsthme time,
these facilities are encouraging the use of ‘greefoems’ of transport including bikes, they are rieasing
accessibility to individuals in wheelchairs and fémilies using child buggies. All of these di#at forms of
‘transport’ have recently been used to deliver IED=or instance, one person was killed and fourpfgewere
wounded by an IED that was detonated in India duFiebruary 2008. Several of these improvised @sviceated
many times the blast and fragmentation than coaicetbeen produced by the materials in the fourohy that was
used to ram the airport buildings. A key distinntbetween many of these delivery mechanisms ishgher not
the perpetrators intend to carry out a suicidechkttaFigure 1 shows this in the trajectory modebtigh several
different stages at which perpetrators might attetopescape detention. Vehicle based bombs withydd
detonation, such as those used by the IRA agdiasCity of London, can be contrasted with a hoghofe recent
suicide attacks such as three recent blasts inrialgattributed to the Islamist insurgency. A cantining an IED
was driven into a police college in Issers, killialgnost 50 recruits waiting for an exam. Within aygefour hours
another two car bombs were detonated near a bariadBouira. Suicide bombs have been used in cesnas
diverse as Turkey, where 6 people were killed alihfured in Ankara in May 2007, and Pakistan, vehitire2008
attack on the Marriott Hotel in Islamabad killed iadhan 50 people and injured more than 200. bdMhavkaz,
the capital of the North Ossetia region betweersiRusnd Georgia, eight people were killed in Noven2008 by a
female suicide bomber outside a busy market. Téwdcd was detonated as a minibus arrived at a tos s
Numerous other examples can be cited from the iconfith Chechnya. In contrast to these reldgiy@imitive
delivery mechanisms, it is likely that the trangéédED design techniques will continue to influerfuture delivery
mechanisms — for instance, through the developmiericket based devices similar to those beinglfirdo Israel.
Hezbollah have used Katyushas from former Sovidt@hinese stockpiles, such as the Soviet BM-21 @rizgile
as well as ‘derivatives’ from the Iranian Fajr niliss. These delivery systems are not consideretktail in this
report because they are closer to standard militanyitions than the majority of ‘improvised’ expies devices.

Challenge 8: The Dynamic Refinement of IED Techggland the IED ‘Arms Race’

A further challenge in developing the scenariost tben be used to train for future IED attacks iattthe
technologies used by terrorists and insurgentsgehamer time. In other words, we should never testémate the
role of improvisation in the development of theswides. This can be illustrated by recent blasta/tiich IEDs
were hidden inside ATMs, or cash machines, althotlgise were not programmed to recognize individRIal
numbers. The evolution of new techniques emphadie need both to learn and extrapolate from pusvattacks
around the globe. The gradual increase in thaisbgation of IEDs can be seen in the developmétechnology
used during the Northern Ireland ‘Troubles’. Téeanged from Molotov cocktails through to remotedntrolled
devices with anti-handling features, such as tilitches, that would detonate if attempts were maddefuse or
move the IED. Many of the techniques had been irsptevious conflicts, such as clockwork timershifive to ten
minutes delay. However, the Brighton Hotel Bomis\géanted more than twenty days prior to its defona This
device was constructed using the timer componeonta #/HS video recorders. Other ‘innovative’ descwere
constructed using transceivers and servo motorse frmdel aircraft. Technical innovation did not seavith the
Mitchell peace process. Previous generations e$qure pad detonators have been replaced by idfraggers.
IED’s have also been developed to exploit GSM atteroforms of radio signals, including pulsed traissions
that can offer greater resilience to jamming. $iggdforces have responded by installing electroodinter
measures such as the ‘Element B’ systems. Howéwese innovations seldom offer complete protectidhey
can be difficult to install and maintain acrossdlithe vehicles used in many conflict areas. Téeay also create
tensions when, for example, allied troops are ptete while the same counter measures are not biaia local
coalition forces. The IED ‘arms race’ continues aoly in the iterative improvement of remote dettion but also
in the use of Explosively Formed Penetrators (ERBsjounteract changes in vehicle protection. $ystems
approach, advocated in this paper, stresses tbe thnovations cannot be considered in isolattomfthe many
tactical changes that have profoundly changed tiyes\in which IEDs are deployed in recent months.

Challenge 9: The Dynamic Refinement of IED Tactics




Many of the tactics used in recent IED attacks wigst developed by Hezbollah following Israel'svasion into
Lebanon. In the mid 1980s, suicide bombers weeel tis drive vehicles against their intended targéiswever,
security forces changed their tactics to reduceotimortunities for this form of attack. Physicalrtiers were used
to segregate civil traffic from potential target$n consequence, greater emphasis was placedears#éhof roadside
bombs planted well in advance of their detonatiofhis tactic was used in the remotely detonatedtbthat killed
Israeli Brigadier General Erez Gerstein in Februe®99. Since that time, the Israeli’'s have comthto pioneer
IED countermeasures. However, they recognize tthete can never be complete protection from tbisnfof
attack. The building of the Gaza wall illustrathe difficulty of preventing IEDs.  Western setuforces have
copied many of the counter measures adopted bigttaelis, for instance in segregating potential bera from their
targets. However, there are strong suspicioas itiembers of Hezbollah, assisted by Iranian Réeolary
Guards, helped to transfer expertise in the useD$ to the local militias that attacked Britistrdes around Basra.
These suspicions are supported by the transferpefific techniques between these conflicts. Fataince,
Hezbollah developed the use of stacked mines tease the blast that was needed to destroy Isetdliles. The
same approach has been used against US forcessiteMvéraq during 2005. There are other parailtetbe tactics
used to conceal roadside bombs as false rocksaautikill in Lebanon and in Afghanistan. Explos$w&ormed
Penetrators or ‘shaped charges’ have also beenimisgidthree conflicts. One of the catalysts floe exchange of
IED tactics has been video footage of the attackkezbollah quickly recognized the propaganda irhpédilming
their work. This raised awareness of their operatiand may also have helped recruit additiongdeup However,
the videos had further uses; they were includettaiming manuals and were studied to improve sulesetgtactics.
These developments reiterate the importance oferyis approaches’ to IEDs. Not only must secuaigggncies
focus on countermeasures and the detection of mrekesats, they must also consider the impact suah
documentation and video footage can have uponhhpesof future threats. In particular, a detadeadlysis of
Internet video footage might provide scenariosdionulations, such as that shown in Figure 2, sottiestudy of
previous attacks can inform the training of segupérsonnel just as it presently informs the tragnof future
bombers.

Challenge 10: Multiple Coordinated Attacks

Previous sections have described the increasiegtiposed by the use of coordinated IEDs. Tetrand insurgent
groups have learned that multiple simultaneousledtaarry a greater impact than a series of isdldetonations.
One of the early examples of this was providedheydoordinated attack on US Embassies perpetrgtéd Qaida
during August 1998. 224 people were killed by borgs in Nairobi, Kenya, and Dar es Salaam, Tarzartiese
attacks illustrate the importance of being ablextrapolate from previous attacks — they are widebognized as
precursors not just of the London and Madrid bomgbibut also of the 9/11 attacks. It seems unlikedy analysis
could easily extrapolate from the embassy explasiananticipate these subsequent attacks. Howetial
reports into all these incidents have made thetpbiat it is precisely this ‘leap of imaginatioriiat we should
encourage in our security services. It is posdiblielentify other emerging patterns that mightvyide precursors to
future attacks. For example, the opening sectidribis paper explained that the simulation toal$igure 2 were
based on the coordinated use of IEDs in Iraq. elesal previous incidents, a primary car bomb we®mhted
before suicide bombers used secondary blasts gettdne crowds that gathered after an initial esiplo. This
pattern can also be seen in the 2002 Bali bombangsjcide bomber first triggered a backpack dewviabar. The
crowds that then fled from the scene of this firlstst were caught by a secondary fertilizer-bagdd hidden in a
van. Further variations on the coordinated useE@fsl have emerged from the Mumbai attacks in Decer2®@8.
Ten gunmen fired at a number of points in India@syést city over a 60 hour period. IEDs were hetprimary
weapons used; however, they did play an importaet r Two devices were found in the wreckage effthj Mahall
Palace hotel — Police have not disclosed the detait they did comment on the relative sophisticatf their
construction, especially of the timing devices. olléwing the attacks, security agencies conductesivaep of
Chhatrapati Shivaji train station and declaredibé safe. However, several days later IEDs wewad amongst
lost luggage. The public again had to be clearethfthe building. It is, therefore, possible teritify several
different patterns in the coordinate use of IEDthese include near simultaneous attacks in diffecenntries,
simultaneous attacks across the transportatiorthmr anfrastructures in the same country, the cioatdd use of
suicide bombers and vehicle based devices to drawds into secondary explosions, the use of arntiedks in
conjunction with IEDs that may then be used toeasgcurity forces etc. It is clear that most leegurity agencies
in Europe and in North America have only begundnsider a very limited subset of the scenariostibae already
been witnessed in other areas of the globe. Tdgsshgnificant and pressing implications for futpeblic safety.



Challenge 11: Delayed Warnings, Hoaxes and the&Sfmdntervention

Previous sections have described a series of clgaldethat complicate the task of developing trgirtmols and
simulations that help emergency and security peiaio train for the future threats posed by Imjged Explosive
Devices. A key theme in this work has been toaisgstemic’ model covering diverse phases in tieparation of
an IED through to deployment, execution and dissation for different patterns of attack (Ref. 8revious
sections have not, however, considered the linofgabrtunities that we have to respond to IED attacK echnical
innovation continues to increase our ability to mewuact the masking techniques used to disguises Ifir to
detonation. However, sensing systems are stilitdunin their range and by the costs both of ifistaland
maintaining them. They also create significantrbeads when security personnel are forced to respma large
number of ‘false hits’. These insights are illaséd by the five million security alerts that wéwgged during the6
days of the Turin Winter Games, a figure that waseeded in Beijing (Ref. 9). The technical issaes further
complicated by ethical concerns over the conseasefar civil liberties and concerns following ineits such as the
fatal shooting ofJean Charles de Menezes, mentioned in previousosect It seems likely, therefore, that the
primary response to a potential IED attack will ione to depend upon input from the public or friiva warnings
that are often issued by the perpetrators of aachtt either to reduce public casualties or in@eaguries
sustained by the emergency services. For exaraphlegrning was issued some forty minutes beforeGhegh
bomb exploded. This was ambiguous and Police belgsming the wrong area. Instead members opthmic,
including women and children, were directed towatds bomb. It is vital that we learn the lessonsvialed by
these previous incidents. For example, the 91Jrabpe who received the warning about the pipe bamb
Centennial park during the Atlanta Olympic Gamegldmot dispatch a response team because she mouéhter
‘Centennial’ into her computer system; this had be¢n updated with the new names given to majanegas part
of the preparations for the Games (Ref. 10). Therator was eventually put on hold for two minuidsle the
Command Center began asking for the street addfed®e Park. In the meantime, members of the ipuidd
reported a suspicious bag but officers on the seere reluctant to broadcast a warning in casecpansued.
Police teams reached the Park just as the devigeded. Just as important as learning the leskons previous
incidents, is the need to inform our future resgohyg studying previous hoax calls. More than i€forts of
suspicious packages were made in the 24 hourswioiipthe explosion in Centennial Park. All proved lie
harmless but these incidents placed immense stregbe police and other security agencies. Thedoxieal
effect of increasing public awareness was thastteer number of false alarms may have created apptes for
subsequent malicious acts. It is important notnderestimate the impact of these calls. For ingtaone report
led to the closure of the ‘Underground Atlanta’ ghimg mall. Thousands of people had to be evacuhiedg the
evening following the bombing. Although the subsamjusearch lasted less than an hour, the evacuediased
considerable traffic problems. The mall was adjadenthe Five Points interconnection for Atlant&VeARTA
rapid transit system. Thousands more people wéeetafl when this main north-south and east-wessfea point
was closed. The package turned out to be a clathes

Conclusions and Further Work

This paper has argued that a ‘systemic’ approachhedp to address the threat to public safety fiomprovised
Explosive Devices (IEDs). Rather than focusingaaly on electronic counter-measures or on theat&n of
disaffected groups before an incident, we haveeatdhat security agencies should look across adlest of the IED
trajectory. Figure 1, therefore, enumerated diffiephases from the preparation of a device thréogleployment,
execution and the dissemination of propagandaviatip an attack. These phases were then useduittiise an
analysis of previous incidents, borrowing a ‘lesstaarned’ approach from safety engineering. Thkention is that
such an analysis can be used to inform the scendrai are used in training tools and in incidemusators for
security services and for emergency personnel.sedondary aim in this analysis has been to ideptfiyerns of
attack. These trends can help to identify futaits that might be transferred between conflictes in different
parts of the world. It is important not simplyfrus on past events but also to use previousriesas a means of
preparing for future attacks. Further work, tfiere, intends to develop more systematic technidaesansfer
these previous lessons into scenario developmeéng uynamic Bayesian techniques, including hiddearkdv
models. A key issue in all of this work has beeratidress the ‘failure of imagination’ that wagicized in the
report of the 9/11 Commission and by subsequeisitnyations into the London bombings.
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