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Abstract

It is increasingly difficult to distinguish betweehe digital and physical systems that protect igpubafety at
Olympic events. In the past, computer networksewesed primarily to store results and to coordihagéstics for
major sporting competitions. They carried reldifivémited information about the direct physicalcsety of
spectators and participants. However, the Atlgames began to use digital infrastructures to damgges from
surveillance cameras using the MPEG4 format achsgmchronous Transfer Mode (ATM) switches. ThejiBgi
Olympics will introduce sophisticated monitoringgatithms including facial recognition and patteretettion in
public places. There are also plans to use Radiquency ldentification (RFID) tags and the GloBakitioning
System (GPS) to monitor diverse aspects of the Gameuding the physical movements of spectatotsathletes.
The intention behind these initiatives is to dirpbisical security teams against international dowhestic threats
that range from Islamic terrorists though to emmimental protestors. The following pages idenéifpumber of
concerns about the integrity of these systems.evi®us physical attacks at Munich and Atlanta hslvewn the
importance of preparing for contingencies includdigect attacks on the security infrastructure ep&ted threats
from employees or sub-contractors against the Tetworks illustrate further concerns over diggaturity. All
of this must be placed in the context of increasiogiplexity both in terms of the Games themselvekia terms of
the diverse computational systems that must bgrated to protect public safety. It remains tesben whether the
planning teams for Vancouver (2010) and London 220tave learned the lessons that previous failurghysical
security provide for the development of digital wéty at Olympic events.

Introduction

In the past, digital systems were isolated fromghegsical security of Olympic events and, therefalid not have
much impact on public safety. They provide necgskayistic support and provided means of commuimigathe

results from sporting events distributed acrosgdayeographical areas. Increasingly, howeverpcben networks
are being integrated with sensing technology torinfand direct the physical security of the GaniBse following

pages use lessons learned from previous failurpbysical security to encourage organising comuestte consider
what might happen to public safety if these systamescompromised either by external attack, distdfikinsiders
or by technical failure (Johnson, 2006).

Munich 1972: Public Access, Safety and Physical8sc

A number of previous incidents illustrate the tensthat exists between physical security, publfetyaand access
to Olympic events. Each of these adverse evergddiaed organizing committees to rethink the maigmas and
policies that can be used to regulate access tovkayes. Organizing committees must continuaker off
increased security measures against the need tecpithe ‘spirit of the games’. The potential dmbfbetween
these two objectives can be illustrated by the &aof eleven Israeli athletes and coaches fronMiingich Olympic
Village on the 5th September 1972. The attack egasdinated by the ‘Black September’ faction of Baestine
Liberation Organization. At 04:40, 5 terroristamdbed a 2 meter fence wearing tracksuits and azgryieapons
concealed in athletics bags. They joined 2 atlyarpathizers who had security credentials and akeady inside
the Olympic village. The group gained access ¢éol$haeli team’s apartments using two keys. Tkeam members
escaped, four other athletes, two team doctorgtendelegation-head managed to hide. A coach amthéete were
killed as they tried to delay the attackers. AHertnine Israeli team members were taken hostdde terrorists
demanded the release of 234 prisoners in Isradi jahey also asked for Andreas Baader and UlNenhof,
from the Red Army Faction to be freed from a Framkprison. By 15:50, the games had been suspendé
political decision was made not to accept an imitedoffer of assistance from Israeli Special Farcé#iswas
subsequently claimed that many of the security teaumo were used by the Germans lacked specidisiing in
anti-terrorist operations.



These initial events reinforced the importancelofgical separation as a key component of Olympicisy. The

ease with which the terrorists were able to gaicess to the Olympic village provided important tess to all

subsequent organizing committees. Since thenmpeeer security has been reinforced with the useoofstant
patrols, of night vision technology, audio senstteyices and the use of CCTV cameras with softwateeced
surveillance including automated detection algongh These mechanisms have helped to implementekhyear

zoned policies where only those individuals withk tlighest levels of security can gain access thraugcessively
more stringent checkpoints. The London and Sydwoeymittees followed this policy by incorporatifgetathlete’s
village inside the perimeter of their Olympic parkdowever, as we shall see, several of the legsangded by the
Munich attack have not been learned by some orgneommittees. In particular, the ‘insider thieatntinues to
pose significant problems, especially when thoskviduals have access to key components of thastriucture
such as the underlying computational systems wilidmot exist at the time of the Black Septembtacikt

By 17:00 German police had been deployed aroundbtlieling dressed in tracksuits. Members of theotést
group leaned out of the apartment building to olséeams whose location had been shown in televisiverage.
With little prospect of successfully storming theiltding, the German authorities reached an agreemvéh the
terrorists to allow them to board a plane for Cafkglan was developed to disguise six police efficas attendants
on a decoy plane. They were to overwhelm any tisteowho inspected the aircraft while snipers fioedthose who
remained with the hostages. However, the team @mpldme had little or no training in special opers and voted
to abort the mission without reference to the agdrgroup. The two terrorists who went to inspéxt tlecoy plane
discovered that it was empty and ran back towalds Hostages. The snipers had been selected for the
marksmanship and had no experience of hostagdisitsaThey lacked radio equipment, protective pougnt and
telescopic sights. At least one sniper was wourded fellow police officer and the authorities idip lost control
of the situation. Several terrorists were shotwkleer, the hostages remained tied up on the taasm#lte remaining
kidnappers began to shoot out the airport lightbng a policeman in the control tower.

It is important not to criticize the German autties with the benefit of hindsight. At the tinmaany counter
terrorism techniques were still being developedbs&quent events have used the insights from197&btganize
the physical security of the Games, for exampleebguring support from specialist counter terrorsgencies.
However, if we look beyond physical security to sigier the digital infrastructure of the games iteiss clear that
we have learned from the Munich attacks. The plana rapid response to IT infrastructure contirges are less
developed than those for physical security. PB@mple, previous committees have not conductedstiséained
drills that are needed to verify their potentiabpense following a successful attack on the puipliormation
systems or results monitoring applications. Sinhyi it is unclear what would happen to physiedgity if digital
security infrastructures were compromised.  Omgensi would have to deploy significant physical sigu
resources to make up for the loss of sensor nesyd@CTV and audio monitors, as well as public sécur
functions, including the loud speaker systems llaat been multiplexed onto security camera netwiorksevious
games. The difficulty of identifying the extent afiy attack, where breeches of digital security heaye little
evidence of any intrusion, makes it critical theganizers consider the technical and organizatioredhanisms that
are required in order to determine the level df pesed by any attack. Otherwise there is a dathggwe will be
struggling to respond in the aftermath of a breiectligital security just as the German authoritiesre forced to
improvise their response to the Munich attacks.

Atlanta 1996: Public Access, Safety and the ITdsfructure

The attack on Centennial Park during the 1996 Sunf@smes in Atlanta provides a direct illustratiohtloe
importance of a ‘systems approach’ to public safets we shall see, the response to the attacksigagficantly
delayed not by problems in the computational systereated by the organizing committee but by flawa police
dispatch system that had not previously been rézedras a core component of the Games infrastrictulhe
Atlanta Centennial Olympic Park was used for cotsgeexhibitions and a range of corporate eventst A
approximately 00:58 on the ®7uly a security guard noticed a green rucksacleunahth a bench. He alerted a
bomb disposal team and with a Georgia Bureau oédtigation agent began to clear people away froen th
immediate area. At 01:07, a male voice told cafiéd and stated: "There is a bomb in Centennial ,Péok have
30 minutes." The operator then followed standardrajing procedure by trying to dispatch police tedm the
venue. In order to do this they had to enter twation of the Park into the 911 dispatch softwarEhe operator
was unsure of the address for the venue and caldmier the name directly into the system. Sieel to call the



Police Department's Agency Command Center but thiegs were busy. It was subsequently argued that
organizers had underestimated the number of stafbther resources necessary to deal with relgtimahor public
order incidents created by the Games in the eamlyshof the morning. The 911 operator then cattedpolice
precinct where Centennial Park was located:

911 operator: "You know the address to Centennial Park?"

Police dispatcher: "Girl, don't ask me to lie to you."

911 operator: "I tried to call ACC but ain't nobody answering thigone. ... but | just got this
man called talking about there's a bomb set toffjim 80 minutes in Centennial
Park."

Police dispatcher: "Oh, Lord, child. One minute, one minute... uh, {jt a minute, Centennial
Park, you put it in and it won't go in?"

911 operator: "No, unless I'm spelling Centennial wrong. How aeespelling ‘centennial'?"

The operator again tried to contact the Police Aggdommand Center and was given a further phonebeuto
call. These delays further hindered the respdasthe bomb threat and prevented additional ressulieing
deployed to help evacuate members of the publino tfee venue:

911 operator: "I need to get this bomb threat over there to y'all

Police Agency

Command Center: "Well."

911 operator: "But | need the address of Centennial Park. .t'sthhere he said the bomb
was."

Police Agency

Command Center: "No particular street or what?"

911 operator: "He just said there's a bomb set to go off in 3Qutes in Centennial Park."

Police Agency

Command Center: "Ooh, it's going to be gone off by the time wedfthe address."

911 operator: "Are you kiddin'? Give me that, give me that."

Atlanta provides an important lesson for future @amhere emergency services rely on legacy compygtems
that cannot easily be updated with the names aocatibms of venues which are often built specificdbir an
Olympic competition. In other words, this attackyides an important illustration of the key argumnierthis paper.
It is increasingly difficult to separate physicaldavirtual security concerns in the preparation@bympic events.
In this instance, changes to the physical venuesl lly Olympic events were not reflected by charigethe
information infrastructure used by the emergenceyises. The dispatch software did not recognimeriew names
that had been given to Olympic venues. Publictgafepends upon a more integrated approach thahdesseen
in previous Games. Planners also arguably failedonsider a wide enough range of physical targst®ciated
with entertainment and sponsor’s events rather $panting venues. It can also be argued that#g¢eams could
have analyzed a broader range of digital infrastines during the planning for the Games. The é@Bicluded that
risk assessments did not recognize the police tlissystem as a key component in the responsertwise attacks.
The pipe bomb exploded at 01:20 killing two peopkfore the Park could be cleared. Atlanta hokspita
implemented their emergency response plan and begadeal with the 110 injuries. At the same timelige units
acted to seal off downtown Atlanta trying to catich perpetrator.

The attempts to catch the attacker were unsucdeastl suspicion began to focus on the security dyweno
initially discovered the device. It took many miesibefore those suspicions were shown to be gressdlin the
meantime, there remained the possibility of furthigacks. This has strong parallels in the afadigital security
where it is increasingly difficult to identify patéal perpetrators. It is far simpler to identifiyat a physical
intrusion has taken place than it is to step backugh successive layers of indirection and protdesientify the
source of a digital attack. This is a particudancern given the political significance of the Gamand that the
source of an attack may, therefore, be supportédingly by the usual terrorist or individual mags/but also by
the financial and technical resources of foreignegoments. There are further parallels betweersiphly and
digital security. The local organizers decideddi&lay the evacuation of the Park in order to avuéchic.
Organizing committees have also been reluctantutdigize attacks on digital infrastructures in arde avoid
undermining public confidence.



The decision not to release information about p@éEmhreats on both physical and digital secuigyfurther

justified by the potential threat from copy-cataakts and from hoax calls. Scarce resources canbalsvasted
following up reports of security concerns that nfggove to be ungrounded. More than 100 reportsuepicious
packages were made in the 24 hours following thposion in Centennial Park. All proved to be harssle These
incidents placed immense stress on the police Hret security agencies. For example, a suspectgadied to the
evacuation of thousands of people from the ‘Undmrgd Atlanta’ shopping mall. This was next to theeHPoints

interconnection for the city’s rapid transit systerhousands more people were affected when thia maith-south
and east-west transfer point was closed. The pai@ceffect of increasing public awareness wag tha sheer
number of false alarms may have created opporasitbr subsequent malicious acts. Recent bombifogs,
example on Baghdad University, have relied uporcissonized techniques; a small initial device isodeted or a
hoax call is used to trigger an initial evacuatioBuicide bombers are then used to attack thedsdhat gather in
the assembly points outside the initial building.

The consequences of any attack, whether it is erpltysical or digital infrastructure of the Gamesn undermine
the confidence of everyone involved in the evedrllowing the bombing at Centennial Park, secusyms had to
prepare for the following day’s events with relativlittle information about who might have plantiéa device or
whether there would be another attack. Standardrafipg Procedures were reviewed in hours followthg
explosion. Searches were increased; cordons exdehdgage was banned from key venues. Steps wardaken
to increase public confidence; the media covereddéfployment of 9,000 national guards. The park cl@sed for
three days while officials investigated the bombiagd was reopened after a brief commemorative c®rvi
Although we have yet to experience a major breddDlpmpic digital security, the consequences akelji to be
just as severe. It is notoriously difficult toseme that the source of any violation has beenieatatl once an
intrusion has been detected. It may then becdiffifor event organizers to trust the results gnésd on the
internal data systems. Similarly, it would be h#&wdrestore the confidence of security personnehin future
resilience of information systems if an attack wever to be successful on the digital networks theteasingly
carry critical monitoring data and command inforimatbetween staff distributed across multiple venue

Sydney 2000 and Salt Lake City 2002: Public Safetyanoia and the Boundaries of Defense

The Sydney 2000 Summer games benefited from manfieofessons that were learned in Munich and Adlant
Public venues were brought within the perimeteafOlympic park, although the Black September ktmowed
that this may not always offer protection to thélpuand participants. Bag checks and metal detexirdons were
introduced to support the zoned security policg0,000 soldiers, reservists, police officers antinteer security
officials were also recruited. Concerns were faclion two main threats. The first centred onipybbtests from
following sustained clashes between Australiangeotind anti-capitalist demonstrators in Melboutmatty before
the games. The second area of concern focusedt@mational instability motivated by the confliatith the
Taliban in Afghanistan. A group of Afghanistandsuats were arrested by the New Zealand police Ighoefore
the Olympics. Although they were initially suspettef involvement in a people smuggling operatidtis group
was found to possess plans for the Lucas Heightsagenear Sydney. It is difficult to assess thaupibility of any
security threat that is not realized. However, plssible consequences of the Lucas Height incidentinue to
influence subsequent hazard assessments for Olygwpits.

Risk assessment continues to be advocated asitharpmeans of controlling security costs by foogsiesources
on those threats that are assumed to carry thesstighotential consequences and highest likelihdodttack.
However, these assessments cannot easily be sgstgainst the unpredictable nature of directewrist actions
and the ever changing nature both of the Gamessitlgas and the technological infrastructures they depend
upon. Olympic security committees are faced withrereasing range of scenarios. Initially mostraion focused
on the actions of organised and well known politgr@ups following the events at the Munich gameResources
were then targeted towards the actions of ‘lonaml dissident groups following the FBI enquiry itihe Atlanta
bombing. Lucas Heights renewed concern over pialgbhemical, Biological, Radiological, and Nua¢&BRN)
attacks on Olympic venues and neighbouring ardass impossible to protect every possible targgaiast all
potential threats as security costs continue talase  Similarly, there are particular events;luding the
Marathon, which pose almost insurmountable cha#lendgn the digital domain, it is equally difficudtir organising
committees to identify the extent of any hazardn the past, there was little need to create meltgmmputer
networks because the Games management systemspvimigily dedicated to event organisation ratheanth
security related data. However, digital infrastaues now support every aspect of Olympic orgarirafrom



catering through to the rostering of security teamNew threats are also emerging, for example;cashes and
competitors try to connect their personal laptapthe secured networks. This has happened at Games since
Sydney even though all participants have been wdaofi¢he potential problems they can create. BDireless
networks continue to be detected near major vemits spectators and athletes searching for ad hoerriet
connections.

The 2001 attacks on the Pentagon, World Trade Came Flight 93, convinced the organizers of th@28alt

Lake City Winter Games to increase their securitgiget from $300 million to $334.5 million. This peHd to fund
more than 7,000 federal, state, military and pewedcurity personnel. Rucksacks and large bags lveeneed from
all Olympic sites. Vehicles were prohibited witH300 feet of the venues and other designated bggdin This
further extended the physical scope of Olympic ggcaoncerns identified in the previous paragraphs similar

trend can also be seen in growing use of digittliorks to protect public safety. The Salt LakeyGiecurity teams
used portable X-ray devices to scan suspicious paikages. Package tracking applications were torexi to

identify the routing for particular items. Biomietiscanners were also introduced to identify adsetnd officials.
These systems received updates over secured netwdidlowever, the 2002 Games also revealed théglimns of

using digital systems to support physical securiticcredited team members were refused entry yoviemues
when the software failed to identify the biometiriéormation provided at checkpoints. This creasaghificant

delays and required tact on the part of the sectedams that had to interact with participants uramsiderable
stress prior to competition.

During the Salt Lake City Games, the Utah OlympitblR Safety Command ran security operations thinoag
Olympic Coordination Center. This provided a fopaint for the mass of information that was gattdrg a range
of safety and security organizations. The FBI wesponsible for crisis management, investigatimg) preventing
terrorist threats and apprehending those respansitiiey also operated a mobile field laboratorydébect any
potential radioactive, chemical or biological weapo The Federal Emergency Management Agency was to
coordinate the federal response to any incideneyTdiso provided a National Emergency Response Taain
several Urban Search and Rescue Task Forces. THaust®8ms Service was responsible for securing itspace.
The Department of Defense provided approximatedp® military personnel to support logistics, comication,
air transport and explosives identification. The W8nigration and Naturalization Service provided)2Border
Patrol Agents to secure the Olympic venues. The WM&shals Service, the Bureau of Alcohol, Tobaecal
Firearms, the Department of Energy, the EnvironedePtotection Agency, the Department of Health Efutinan
Services, the Center for Disease Control, the Fatl Drug Administration, the Forest Service andidtal Park
Service, the Department of Transportation all pied personnel and data that contributed to the Lsdd¢ City
security systems. The complexity of integratingst different organizations can only be imagined, @am part,
explains the decision to establish a Joint InforamCenter in the State Capitol Building to provid€one stop
shop’ for public safety information. The underlyiligital networks that supported the exchangeabéty and
security data mirrored the organizational compiexit

A command post exercise was organised by the FBingluNovember 2000 to determine whether the new
communications infrastructure could cope under raukited emergency. The analysis of digital systevas
mirrored by evaluations of physical security usingield Training Exercise in April 2001. This inveld more than
1,600 security staff across several venues. It ss®dlated terrorist assaults, hazardous mateinaisients and
crisis management drills. However, the difficudtief a ‘systems’ approach to public safety at Olgmgenues
cannot be underestimated. Recent games have emnped considerable problems in ensuring that venue
construction is completed with sufficient time fegcurity agencies to conduct large scale drillagisi range of
different attack scenarios. In consequence, \litxarcises have often provided most of the testorgcritical
infrastructures with more limited opportunitiestest communications and coordination mechanismsitenn the
final days leading up to the Games.

Athens 2004: Eroding Distinctions between Digitiadl &hysical Security

The invasion of Afghanistan in October 2001, thacks in Bali and the Moscow theatre sieg®atober 2002, the
second invasion of Iraq during March 2003, the g&& or second Intifada, the Madrid train bombing®iarch
2004 have all heightened concerns over public gafeOlympic events. These threats combined witiie local
worries for the Athens Summer Games in 2004. Rstance, the ‘Revolutionary Struggle’ terrorist @poused
explosives to destroy an Athens police stationmipilay 2004. The group justified their actions afemonstration



of the vulnerability of the games and as a praégstinst business interests linked to the Gamebesd local and
international threats raised security costs to ifibf. This was more than 10% of the total direosts and almost
four times greater than the security expenditureSpdney in 2000. These trends raise important topness for
future Games. Beijing (2008) can call on a stabegtructure that is not available to Vancouverl@0and London
(2012). There were approximately twice as margusty personnel available in 2004 compared togtemer
games four years before. The Athens organizing ctteencould call on 21,000 police officers, 3,3@&st guards,
1,400 fire personnel, 7,000 Special Forces, 2,80 security staff and 5,600 security volunte@sganizing
committees will have to determine whether it is g0l to sustain such large security teams, givem t
communications overheads and coordination probtbatsvere exposed by both the Munich and Atlartiecks.

Overall responsibility for the security of the AtteeOlympics belonged to the Hellenic Police unterMinistry of
Public Order. They created a dedicated police kmotvn as the Olympic Games Security Division, whseth up an
Olympic Intelligence Centre (OIC) similar to theirtolnformation Center from Salt Lake City. Thd@was
responsible for the collection, analysis, and assest of intelligence relating to the Games. Itrdowated threat
assessments and was intended to help share informatith more than 150 countries and international
organizations. These ranged from the data providedNATO Airborne Warning And Control System airdraf
through to the risk assessments provided by anniatienal Olympic Security Advisory Group. At teame time
as the organizational complexity of the Games dieattreased, Athens saw the development of onthefmost
complex technical infrastructures for any sportavgnt. The data networks helped to merge contimstreams of
video, audio and data from 63 command centers B0 operators, monitoring 47 venues over an af&b0
square kilometers. Technical solutions involved NE3Eigital surveillance cameras using video over ltiternet
Protocol (IP) with Asynchronous Transfer Mode (ATMjyitching. Operators were able to use speakeastat to
surveillance cameras to make public safety annouenés. This digital architecture supported accessrol
software that monitored the privileges associati different stakeholders. Multiple agencies inthg the Police,
Coast Guard and Military could draw feeds from $lgetem that only provided access to informatiorhinitheir
particular area of concern. Local users were gthpgEmission to access cameras at their venues Wigher levels
of management could survey several different locati A distributed architecture also provided rethnty and
resilience in the face of partial network failukdowever, the technical innovation and scale ofdbexmand and
control systems led to considerable delays. TheeAghOlympic Games Security Division held seven mdidls
before the Games; these included a simulated claémitack, a plane hijacking and an epidemic ouatkre
However, the Greek organizing committee had plarare@mbitious construction programme around théwar
venues. Delays in construction prevented some efettercises from being staged. Development problasts
delayed tests that were designed to validate irdition systems at several key locations. A Greekgiglon was
sent to Washington to calm fears over these issng$o ensure continued US patrticipation.

The previous paragraphs have described how digéelirity systems are increasingly being used torimfand
direct physical countermeasures at Olympic venu¢swever, the Athens games again illustrates thieevability

of major sporting events. A marathon runner wasl helthe ground for several seconds by a formeh Igriest
while he was leading the marathon. He eventualigeted the remaining 3 miles and finished in thilalce. The
president of the Brazilian Olympic Committee ciited the security measures stating that the leademushould
always be flanked by at least two motorcycles. Tdtimck illustrates how even the most sophisticatigital

infrastructures cannot ensure the complete safetyompetitors and the public during Olympic eventdt is a
useful reminder not to become so dazzled by teclyidl sophistication that we ignore the more ditbceats
posed to the Games.

Turin 2006: Militant Islam, Globalization, the Em@nment and the Winter Games

The organizers of the Turin Winter Olympics in 2G86ed a local and international picture of powntireats that
was every bit as complex and those that faced pireitecessors in Sydney, Salt Lake City and Athekdire-tap

evidence and a Tunisian informer led to the awé&8t North Africans for planning to bomb part oktMilan Metro

in February 2004. The ltalian courts had also sere three Tunisians, an Algerian and an Egyptiametween 4
and 8 years for arms possession and making falsgnuents. There were strong similarities betweeseharious
groups and those involved in the London bombinggtbfJuly 2005. The organizers were also worriesligtocal

groups, including the Informal Anarchists Fedemtiopposed to Olympic sponsorship by major corpomat

There were up to 60 sporadic attacks against gavemh and infrastructure targets during 2005. Mogblved

improvised explosives and were intended to raid#iqity without causing injury.



The Turin security committees also had to considemge of environmental protests linked to the mé&w (Treno
ad Alta Velocitd) high-speed railway line. Initidiemonstrations were peaceful; however, they quidét to
clashes. On the Becember 2005, Italian riot police attempted toakrap a protesters’ camp at Venaus. Activists
responded by blocking the A32 autostrada betweemTand Frejus. Flares were thrown at the offi€dympic
shop in the Piazza Castello in Turin. Protestdrastiahe TAV and the Olympics came together in mitian 30
demonstrations along the route of the Olympic flame006, the torch acted as a focus for divers¢éept groups
ranging from Campaigners for a Free Tibet to Antialization demonstrators. The diversity of théseats has
justified the development of increasingly completelligence networks. The intention is to provatganizers with
the information that is necessary to guide thecalion of scarce security resources. In conse@jehe organizing
committee of the Turin games increasingly refen@dhe computational or digital infrastructure ag tguiding
agency’ for physical security countermeasures.

The 2006 winter Games were managed by a committevik as TOROC (Torino Organizing Committee 20th
Winter Olympic Games). TOROC'’s Safety and Secu@iymmittee established a Gruppo di Pianificaziondade
Prefettura with local agencies to plan the deplaynué surveillance cameras, metal detectors eta@lsti helped to
develop requirements for infrastructure provisiod #ghe security technology necessary to implemecgss control
policies. During initial planning, TOROC's Securiid Safety group employed about twenty securipegs. By
the start of 2006, this core group had grown taado40 employees each working in four differentrteaThe first
dealt with security technologies, training and cliwation of volunteers, planning transport and kbgistic of
security. The second team focused on communicatifiety information between TOROC and external aigsnc
including National Olympic Committees and Sponsdrke third group focused on security arrangemeats f
competition venues. The fourth, and final, team desirated that the Turin organisers’ had learnedesof the
Ikessons from Atlanta by focusing on the securitgd aafety of ‘associated venues'. In addition te ¢tentralized
security organization associated with the sub-gsoip TOROC, each site had a Security Manager who
implemented Security and Safety group plans urtdepperational supervision of the Public SecurdycEs.

Digital security for the Turin Winter Olympics wasordinated by the I0C’s preferred ‘Worldwide Infaation
Technology Partner’. They employed more than 288@ple to maintain the IT infrastructure for theni&s using
385 servers, 5,000 computers, 700 printers, an@0R2miles of cable. Over 100,000 person hours sifrig were
used to assess the security and reliability ofntevorks. IT infrastructure was based around teasate systems:
an Information Diffusion System (IDS) and a Gameanklgement System (GMS). The IDS provided event
information to spectators and media outlets wortbhviThe GMS linked physical ID badges with accefsrimation
for more than 100,000 athletes, coaches, officiaedia representatives, staff, law enforcement emeérgency
personnel. However, the principle networks werdaisal from the Internet and all devices attachethéonetwork
had to be submitted for inspection and approvatusion detection systems issued an alert if arutinoeized
device was connected and the device was autonigtdiatonnected from the network. A response teams then
dispatched to the physical location associated thithalert. During the 16 days of the Games, alrfiestmillion
security alerts were logged. 425 were classifiedeaus and 20 were critical. These included aliteré people
attempting to disconnect devices from the Gamesrnet so that they could connect a personal laptothe
Internet. Such events were treated seriously faligwa risk assessment that had identified the thrpased by
viruses as well as the falsification of event rissahd attempts to access information about therisgprovision at
key venues. Digital attacks might also have comjsetha range of sensitive data including persamfarination
about the competitors, the itineraries for headstafe and other VIPs etc. Concerns over datarityegere
heightened by claims that one of TOROC'’s technamaisultants had compromised network security. TOROC
issued a press statement to counter these clairhg tonsultant, who is now a former consultanig $a a very
strong way that he could do certain things to teevork. Nothing has happened and all the passwagle been
disabled”. No charges appear to have been filethsigdone individual.

Beijing 2008:

At first glance many aspects of the digital andgitsl security plans for 2008 look very similartbmse of other
recent Olympic events. Beijing has planned tocate some $300 million to Olympic security, abone fifth of
the total investment. This will contribute towarttie costs associated with 90,000 policemen. m®Bgifias also
established an organizational framework for segutitat resembles those of Turin and Salt Lake Cityn
December 2004, the Olympic Security Control Cemtas established with seven departments to plasfecific



venues, participants' accommodation, transportation Other aspects of the planning are also famil The
security organization has been directed by a riskessment that was initially developed when thenéda
government backed their bid to host the Games 0120 This analysis considered potential fire hdzaillegal
‘invasion’ of Olympic buildings, urban turmoil, canon crimes, technological problems, traffic safetgtural
disasters and terrorist activities for each progossnue. The consequence analysis consideredlhmiayout of
the venue and potential ticket sales. These inited assessments were reinforced by an interraltisecurity
conference in November 2006 where anti-terrorisrpeets from reviewed security measures for 2008.e Th
meeting recognized the radically different politiead social context for the Beijing Games, comgaeSydney
or Athens. However, the Chinese authorities caomtito assume that they could be a target for Ae@aas well
as what they term the 'traditional’ school of tesm. This includes the East Turkestan Islamio/dtoent (ETIM)
advocating an independent Xinjiang as well as HEibeteparatist organizations. Further concerns focughe
growing divides between rich and poor, rural andaar Chinese, which might conceivably trigger tastoacts
during the Olympics.

Further parallels between the Beijing games andipue Olympic events can be seen in the use ofrgga@ones
that were also a feature of Turin and Sydney. H@methese are being extended. Current plans ¢geoiar the
initial supervision of participants and spectatopstol10 kilometres from each venue. X-ray machiaes being
deployed to every entry point of all major stadiBeijing is also holding drills and exercises teaem similar to
those described in previous paragraphs. Howeley, dre taking place significantly earlier than basn possible
in previous competitions. For example, one regatii-terror simulation was staged in Qingdao, teaue for
sailing events, during December 2006. Few detailge been released although speculation existst tferused
on a biochemical strike on the city.

The Beijing games takes place in a radically défgrsocial context than recent Games. This hasnpact on
security planning. For instance, ‘grandpas armh@mas’ wearing red armbands will scrutinize lamahmunities
to identify potential trouble makers before evetatise place. State control will also be more dirad this may
simplify the task of the organising committee. Hwmwer, the pressure to innovate and demonstrateseeurity
systems can be seen in China just as it has be&rdace, Italy, Australia and the USA. The forhtacal
innovation is driving the further integration ofgital networks into the physical infrastructurettpaotects public
safety. Security planning centres around five kestesns: video monitoring; building sensors andratarthe access
control system; the electronic ticketing system &mel security detection system. Between 2001 artiB,2the
security investment in the ‘Grand Beijing Safegu8phere’ is estimated at $6.5 billion. Most ofthiill support
the development of the Beijing video monitoring teys with funds being provided by financial orgatiiaas,
universities, large-scale shopping malls, hoteitgrnal enterprises and residential communitie$he cameras
being deployed into the Olympic venues feed inte slystem. The additional infrastructure enabhesmunicipal
public security bureau and all district sub-buretuaccess real time images. In the past, thegmisations relied
on radio communication. The camera infrastructuvides the backbone for IBM’s Smart Surveillangest8m
(S3). S3 can be used analyse and index digitaovigcordings. Software automatically warns segguards
when someone has entered a secure area or whanlgartraffic patterns have been identified. Timieastructure
is similar to that pioneered in Athens with theligbto patch both analogue and IP-based cametastiie system.
The novelty lies in the use of algorithmic suppartidentify potential security concerns and therecti physical
interventions. It remains to be seen whether ibh false positive rates that have weakened prevamplications
will also affect this system.

The social context for the Beijing Games not onlypmorts Olympic security, for example by providietate
resources at a level that might otherwise be diffifor other venues. The social context also teregarticular
challenges for the Chinese government. In pdeicthe Olympics will attract an influx of oversesisitors that
might otherwise threaten to overwhelm existingesiafrastructures. There will be up to one milliadditional
spectators and more than 200,000 overseas stajtiatsd with the Games. The FBI has also develaped
‘shopping list’ of further concerns over security the Beijing Olympics, this includes cyber crino®rruption,
fugitive matters, intellectual property, human sigligy, repatriation and mutual legal assistance.

The Chinese organisers have responded to the ydartithallenges for Beijing security by exploititeghniques that
further blur the boundaries between digital andspdat security. In addition to the video surveitte networks,
mentioned above, the organisers are deploying Radiquency ldentification (RFID) systems. These lzeing
integrated with building access control mechanisosthat signals from security devices will be vessly



transmitted to access check points. Electrorikets with RFID tags can also help to monitor tleddérs’
movements well before they reach the venue. Tddbriology has also been integrated into a diveasger of
logistics, such as the athletes’ luggage, whichhintgave security implications. All food enteringeti®lympic
village will have a digital food safety logisticeade and will be tracked using a combination of REIM GPS
technologies.

Conclusions and Further Work

This paper has described how the distinction betwaigital and physical security is increasingly robd for

Olympic events. In the past, computer networksewesed primarily to store results for events ancbrdinate the
logistic information.  However, the Athens gamesgdn to use digital infrastructures to carry imagesn

surveillance cameras using the MPEG4 format acdd$d switches. The Beijing Olympics will use soptitated

monitoring algorithms to introduce new levels oftpen detection into similar monitoring system3here are also
plans to use RFID tags and GPS applications to tmouliverse aspects of the games, including thesiphly
movements of spectators and athletes. The inteft@hind these initiatives is to direct physicatws@y teams
against international and domestic threats thageamom Islamic terrorism though to environmentabtpsts.
However, there are a number of concerns abouttiegrity of these systems. Previous physicatkstat Munich
and Atlanta have shown the importance of prepafargcontingencies including direct attacks on tleusity

infrastructure.  Problems with sub-contractors aladms of ‘insider’ threats against the Turin netls illustrate
further threats to digital security. All of thisust be placed in the context of increasing comdsoth in terms of
the Games themselves and in terms of the diversgutational systems that must be integrated intgmpic

security applications. It remains to be seen wdretir not the planning teams for Vancouver (201@) bBondon

(2012) have learned the lessons that previousréailin physical security provide for the developmehdigital

security at Olympic events.
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