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Abstract

RecemrdisasteatsBhopal Chernolyl HabsheimndKegworthillustrahepoitthat
sofitareisrarelyhesoleausdehindna joraccideams .Op eratoritersrtionhardvare
faultewentheweatheronditiomsdmaliciocagstaltombineocreateheconditiofsr
failurentheaftermatdfthesacciddrs itseemsdi-culfomsofitareengineersystems
dewloprs forensbridnstand itterfacdesignetr®predicallof theways inwhid
systemganfailltisfthereformportanthatwe learmsmud aspossiblfaromthose
failurdsmatdooccurUnfortunately softedi-cultogaim cohereroverviedwromthe
massofdetaitlhatisfypicallgortainednmany acciddaaremrtsThismakesitdi-cult
forreadersoidenifyhe'catastropleiett sthatpraucedthenecessamgonditiofiser
disastethispaperargueshatformakpeciflcatibebhniquesanbe usedtoresosthese
problems Inparticuldmmport’ EemporallogimfActiond susedtobuild unifled
accouhofthehuman errorand systenfailurekatcortributetbtheThreeMilelsland
accidenThisnotatigmroridesigh-lelabstractidimtcanbe usedtostrigway the
massofirrelaardetaithatwftenbscuremportanewrtsduringisaste®mormalpraf
tebiniquesantherbeappliedothemo delasameansofidehifyinpecausatelationships
thatmustbe brolen inordextopreert futuréailures.

Keyw ords:Accidenénalysifgormammethds human factor¥empomllLogiwfActions.

1 Intraduction

Accidemanalysiisa multi-disciplamanwit{17 25] . Forensiscidm steetallurgists,
meterologiaswelhssofitareengineemadhuman factorexpertalbortributtmmacciddn
investigatidmk. The reprtshatarepraucedby thesgroupsre typicalldividedrto

a numberofchapterskEach ofthesesection® ectstheperspctivofa ‘pararrdiscipline.
Thismakesitdi-culforreaderisoobtainm cleaandcoherdroverviewftheewntsleading
toma joracciddms.Criticdhilureésone chaptemreoftemissingnothemsectionghe
importancaessoiateditha particulewrt alsoariewithimany accidearewrts This
canpreert readerfromgainingn accuratempressiaftheprimarynd secondaryauses
leadingohuman and systemfailud® 10] .Unlesgegulatoauthoriterl companieare



conwvinceabouttheaccuracyfacciddérreprtehenitwilbedi-culforthemtoaccepthe
validgbftheirecommendations.

1.1 The RoleOf Formaliy InAccidert Analysis

Thispaperargueshattheapplicaticfimathematicaieciflcatiomhniquesanbe extended
fromthefleldofsofitareand hardwreengineerinhgdescrilthesequencesfewrtsthat
leadoma jormcciddas W e irtendtouseformatepreseationoidenifgafetrequiremer
aftema jormcciddrs .Thisisnarkedlydifierdnfromconvert ionadpproawesinwhidh fault-
treeandotherformahotatiomgeusedtoanalyséailurlesfora system builtA cerrral
objectevnthisvorkistodewlopa common framewrkthatcanbe usedtoanalysbkboth
systemand human failure&hisapprode isappropriabecausea numberof commercial
and regulatopyganisatidmee mandatedtheuseofformahotationsmtheengineering
safgtcritisgdtemdd .

Human errohasplyedan importanroldnthecoursefmany ma joracciders.Itis,
thereforaygportanthatacciddmivestigatitmbniqueproidaneansofrepresennand
reasonimgout operatoritersmtion.Unfortunatemathematicadpeciflcaticmse not
previousbgenusedtosupprtsuh analysifhey have, hovewer beenusedtosupportthe
designfimteractagystemskEorinstancBarrisoand Thimblely recruitigebranctations
tospecifiriighlewlrequiremérforiteracta gystemdd . Dixhasextendedhisvorkto
iwvestigatémingroblemdéndistributma,lti-ussrzstemdd .SufriandHe have exploited
theZ shema calculusrepresenteractivntha texteditoi21 .The folwangpagesduild
on thisorktoshor hov formakpeciflcatiandpraoftebniqueganbe extendedromthe
fleldfsofitareengineeriagd irterfacksighnosupwrttheanalysofhuman factomnd
systenfailures.

Figurd presersan overviewftheapproak thati sadwcatedinthi paper .Traditional
acciddranalystebniqueareemplyedby domainexpertsiuman factowsgecialisfterensic
scidm stspfitareengineenadsoon.The aimofthianalysistoidehifyhecausadwrnts
thatleadofailurBheirlndingsre fypicallaxpresseihnaturalanguagand theyform

Formal methods analysts modelling Other analysts, commerecial
the causal sequences identified by and regulatory organisations.
forensic scientists, human factors

experts etc. Provides precise account
of causal sequences
leading to the accident

—
Formal Accident
Specification Report

B ——

Provides vernacular
descriptions of the causal
sequences and expert
analysis of those sequences.

Figurd : The RoleofFormalismnAccidenAnalysis.

thebasiefan initiadcidearewmrt[13 .Thispaperargueshatmathematicalotatioman



therbeusedomo delthecausadequencehatareidehifledntheseemrtsThe formalisation
praeshelpsoextradtheseritiaeElguencedxromthemassofbadkgroundletaitlhatmay be
preseredduringninitimdestigati@eseniainformatimmstherepreserdinthemodel,
cortextuadetaibxeomittedd furtheweneflti sthattheresultimgdelsreamenableo
formapraoftetiniqueskorinstancenalysttanestabliwlhetheprnotthecausadequences
ina modelactualldp leadtothecatastropleiert sthatoccurduringn accidén Finally
theformaho delcanbe translatlealk irftothenaturalanguagéocument sthatcommunicate
recommendatiom®commerciadnd regulatovyganisations.

1.2 Graphicalor TextualNotations?

The overviewhomn inFigurd raisesnumberofpracticpitoblemsForinstanceherare
nowell -detopdpraedureforderivirfprmamo deldfromtheinformabccounsinacciden
rewrts[9 24, 23] .Similaxlgherdasbeenlittwerkitotheutilyivofformahotatiofeor
acciddranalysiBhisisa signiflceomissidrecauseéhechoicefnotati@rofoundhbfiects
anon-formalisbidy tounderstantbrmainalysid? .ForexampleFiguré shavs how the
graphic®ktrilet notatiareanbe usedtomodeltheewrtsleadingotheKegwortlacciddn
Thisdiagramwaspraucedasa resuldfanearliepllalratiomithamulti-discipltimamy
ofpsytologistlsinguisdmsd systemengineerdhe useofa graphicaibtatiomelpd the
teamtodiscusgshecausasequenceashatwererepreseéadinthemodel[13 .Ttalshelpdto
fa@usouranalysipon particularerpretatiofisheewntsleadingofailurBorinstance,
thedewlopmehofthemo delforcettheteamtoaddresthedebataboutwhattheFirs@-cer
obseradon theAirlworneVibratidfonitor.

UnfortunateRigure alsdllustraseme of theproblem&hatariswitha graphical
notationThey quiklybecome irtractabbes more and more evertsarerepresernd. The
ful8iagramfortheKegworthaccidentalesmany pages gwen thoughthemodelsisat a
relatdiwhighlewlofabstractichuch problemganbe reducedy structurimerhanisms.
ForinstanckjerahtcaPetriet®nablanalystoconstrusob-netorkssub-sub-nedrks
andsoon.Theproblemiththisghatdmportaninformatimaybehiddewithinhevarious
lyersofthemodel A second ssugésthattheirtuitéwppearancefgraphicabtatiomsust
ofteme balancedgainstorresmdinglyore complexpraftebniquesForexamplethe
vectormnalysihatisusedtoestablisiwnesand safgtinthesub-netorksofa Petrnet
cannoteasilye explainedtermsofituitewyraphicabdelsThisraisesthirgroblem.
Analystmay believthattheyunderstantheconsequenced irftrducing new elemeh
irtoa graphicabtatiami thoutful lgomprehendintheadditionpitw@fobligatiddmtare
createldy theiaction&¥orexampletheitrductionfan inhibitercirttoa PetrNet can
ivalidatd previoudsieneszesult8udc problemgustifiieapproacdescredinFiguré .
The ‘spciflcatiamftheacciddni snotdirecthgcessday non-formalisEscortrastthe
modelisuilandimterpretdy trainemhalystsmud thesameway thatforensscidmnmsts
builand irterpretortinousmodel sofphysicapraessesuh as theHealtland Safet
Executsf scombustionimlatorkll .The U.K.EngineerimgdPhysicadcience&keseant
Councihasrecenlyfunded thregearprgecthatisaddressintesd ssuetnmoredetail
(GR/K55040) Inanticipatiafitheresultfthiwork theremaindeafthipaperapplies
textuadotatiomanalystheewrntsleadingotheThreeMilelslandcciddn
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Figure® :The EverntsLeadind o The KegwortiDisaster.

1.3 Temp oralLogicofActions

The folWwdngpagesexploihamport’EemporallogimwfActiongTLA) [1§ . Thistextual
notatioafiersa numberofbenefltforaccidemanalysidlitprovideswelldewlopd praoof
tetiniquesltalsproridemeansofrepresenndhetemporabrowrtiehatf requerl yhave
a profoundmpactupon thecoursefan acciddn The underlyimwp delinTLA isformed
froman inflniteeriesfstate&novn asbeharioursForexamplesx< Sp;S1;::>> denotes
a beharioumwhoseflrststatass;, itsecondtatdass; and soon. From thisve deriarthe
deflnitidwmr (reads‘alsys’ gienany formlainthelogiE :

4
<< S9;S1;::2> RPFl=8n2Natx< sy;S141:Sh425::2> [F1 (1)

Thisoperatoranbeusedtorepresenmwarianconditionsatdonotchangeduringhecourse
ofanaccidenThe 3 (reads‘'ewvntuallydperatoranbe deflnedas:

4

3F :2:F (2)

Thisoperatoranbe usedtodescrelprogrtidshatoccuratan indeterminapeit during
irteracticthisisa signiflceadwantagédecauseggienlimitexknsimehbnologgndpartial
sourcesfevidenceafisfrequarlyimpossibledewlom precigaimelifoml bftheewrts
duringn accideén The importanpoit hereisthatanalystmanuseTLA operatorsuh
as2 , tobe preciséen theyhave thenecessarwwidencalon-determinisigeratorsudh



as3 ,canbe usedwhen therdslimitethformatiehoutthetemporabrderimyfparticular
failurdgringa jormcciddrs.

The 2 and 3 operatoramrecommon featuredmany difierdantemporallogickEl$ .Lam-
port 'Bemporal.ogiemfActiongsdistinguisiedmthesaotationsmthatelemeharytem-
pora¥formlasanbe usedtorepresetmctiondn actiorfy, isa relatibetweenstatesh
booleawaluecanbe obtainefiromapplyingheactiotoa paimfstates[A]t. Inother
words theactiomonnecttheoldstates, tothenew statet, by updatinglemehsofthat
stateLamport[l§proideadditionaiformation thetheoretidalindationéthenota-
tionIncortrasttheremaindeofthipaperfausespon theapplicatiofTLA tosupport
acciddranalysis.

1.4 The Three Mile IslandAccidert Overview

The ThreeMileIslandccidenproridesn appropriaexampleforthigpaperbecausdat
illustratkepathologiamilx of systemfailurerd operatoerrorshatposethegreatest
challengEorsofitareengineemmnd human factoramnalystsEigures presearsa shematic
overviewfthemaincomponerrsinthiscciddn The problemdnthiseactostartedhen
themain feedutemsystemalfunctionethiswastheresulafa demineraliden lur&he
auxiliafgedutersupplywas suppsedtohave startedutomaticall¥tdidnotbecause
seerahanualvalesintheauxiliasystenhadbeeninadertenlyleftlosedftea tesof
thesystemWithoutthefeedwterthesteamgeneratodeiedut .Thisdepriad thereactor
ofitsmainheatsinkand sotherevasa riseéntemperaturend pressurimsideheprimary
coolatcircuifThe riseénpressurmitomaticaldlyt-den thereactdwut theradioaceiv
coreortinedtogiwoutheat The pressuneliwdleopenedandbecamestuk sothatthere
wasa cortinousreleassEfradiocaceiwaterfromthemain steepressuresseinoa drain
tankand thecortainmenh sumps.Withintwo mimtestheemergencymlah systemstarted
automaticaldnd begantoincreagshecaplah legl.Thisorigindbssfcolah acciddn
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Figur8&:DiagramoftheThreeMilelslanBressuriskdteReactor.

(LOCA) wasexacerbatég theoperatomo respndedtothepressumemrningy manually
overridinfetwo emergencyoreomlingnjectipmps.By flfteemimitedtotheaccidem



therererealmos® 0, 000itenEprimaryamlahon thecortainmeh oorastheliquilbegan
toescap fromthesumps.Radiocactevsota@sofkryptonja@ineand xenonescapd tothe
erwironmenthrouglthebuilding/estilatisystem.

1.5 OutlineOf The Paper

Thissectidmsimtrducedtheargument thatispresaredinthipaper.Sectio2 buildsn
thisnddescreba highlewlframewrkthatcanbe usedtorepresemnd reasomboutthe
operatiamfcomplexjirteractadsystemsThisworkhasdiregraralledisththeabstraatod-
elghatlamp ortand otherhave dewelopd tosuppmrtthesofitareengineeriafconcurrén
programs Section thengceson toshaow how Lamport’modelcanbe usedtoreasombout
human erroandsystenfailurénfortunatetigihighlewlmodeli st abstradomccidden
iwvestigatiosectioR, thereforemonstratehatadditiondétaidanbe irftrducedto
represethespeciflouman factomsmdsystemproblemshatleadoparticulamaciddas Itis
thempossibleidethifw ‘catastroplEid’sebftheseroblemwhih aretheprimarywauses
ofan accidén Sectiod shars how theseanbe dram fromthecausakequencetshatare
descred inSectioR. Itistheidehiflcatiofitheseatastroplfiac lurelkattraditionally
formgheheartofany acciddmivestigatidthe importanpoinhereisthattheuseofa for-
malnotatigmoides precigmansofrepreseénndhecausatrelationshieweenfailures
thatareofteburiearithitheprosefnaturalanguageewmrts Sectioh thengceson to
demonstratam additionbénefltofourapproak. Formalpraftebniquesanbe applietdo
TLA descriptidmerderoprare thatthecausatrelationshwpkholdgiena knawn setof
failuramsda normatiamodelofsystemperatiodinothemordswe canvalidatmirmodel
ofsystenmfailuby comparinghecausalinkdénourspeciflcatibntheknavn outcomeof
systemfailusmad operatoerrorSectiof summarisegheconclusiofsomthisorkand
suggestexeadgorfutureeseahc

2 A High LevelMo delFor Accident Investigations

Therearea numberofkeyaimsfomny accidderiwvestigatifth} .Inparticulanalystmsust
idetnify:

t thestartipgintrinitieiecumstanesforanyaacident
t thenormativeranticapd behaviousfthesystem
t theabnormakventshatld tosystenfailesandopemtor err’.

Thissectiogshws how a modeldewlopd tosupprtthesofitareengineerinfconcurrén
programzanalsde usedtopraoridea generiframewrkforthesdifierderactivitigsbse-
quert sectiomd l1Bhov hov detaidangradualbe addedtothisbstraatwo delinorderto
idehifyvhewaysinwhih critieenscombineduringa jomcciddns.

2.1 The ElementsoflLamp ort’#o del

Many similaritdessbe dramn betweenthedewlopmehofconcurrémprogramand thegen-
eratiomfacciddarertsBothactivitfescengineetmanalysasynbhronouditeraction
betweencomplexautonomoupraesseslnsofitareengineerimgsignemustaccouh for
thebehariounfprogramditeractibhhroughaskimgechanismerremoteoracedurealldn



thecaseofacciddminwestigatianalystsustexamineghewaysinwhih multipbperators
irteracwitha rangeofhardwreand sofitaresystems Thesesimilaritamessls@pparen
ifonecomparesheaimsofacciddarmiwvestigationklustrabgdheprevioukisttpthefor-
mal componertsofLamport ‘mo delforthesofitareengineeriafconcurrémprograms(1§ .
Thismodeldescrelstheoperationfa systemOperntingonditiondntermsofsomeinitial
conditionkjiti@dnditionsome changestothestatefthesystemp N ],and a fairness
conditioR;

Ope:atin@onditiorgs Initig@dbnditios2 N I * F (3)

For ourpurmsesan acciddnremrtcanbe thoughofas theOperntingonditionexcept
thatherewe aredescribihfjeconditiofisrfailurathethanconditiofisrthesuccessful
executiamfa concurrérprogram.Thesereprtanustrepresertheinitiadnditionkat
holdeforaenacciddéroccursiniti@béndition¥heymustal seonsideaghebehariounfthe
applicatidmringheacciddn2 N ]z . Heref represéensthestateftheacciddeacomponerts
intermsofa numberofvariableEinallyheformamodelmustensurehateah actiohad
equabpportunyttooccur] otherwisswouldotmodelaccuratetlgeprogressiafiewernts
represenndgheincidénThisiscaptureldy thefairnesenditiorh, whih appligsalthe
componert actionsfthenext-statelatidh,

The strengtdfTLA withregardoacciddranalysisthatitenableseflnemensofsub-
componert softheacciddrscenariwmbe developdasmore informatibrcomesavailable
acciddniwvestigatoFerexampleewnthouglthedemineraliwmérheplanisotmentioned
inBigneldnd Fortune'axcouh,itwouldoe possibte®adda TLA descriptisfiitata later
stagejfrequiredinadditioffLA allws an acciddmscenaritwbe descred atboththe
temporalhehariourallegland atthefunctionalystemibewl The actionsftheformalism
ardlrst-claseressaghih canmodelatthelewlofdetailequiretdhechangeshatoccurred
withimariousomponerrsofthedisastelt e can,forinstancdescrelhbothsimpléemporal
relationshipd, aswaterdnntheair-circidadingosomevalesswittingofiandthelegls
oftemperaturandpressudeitheprimaryircustrrounditpereactaoreForthigzeason
of exibi¥mte have chosentouseTLA overa simpleredicafiegic.

2.2 StateTransition® )

Insofitareengineerimpsignemaustestablitshatcertaioutputrelationsl Bventually
holdgyiena setwfpre-conditidmdti@bnditionsndsomewell -deflnetdatéransitidnhs,
[16 .Inaccideranalysifmyestigatarestshor how anacciddareventual lgeccurredgienthe
basioperatingonditionsthenucleaplan N , andthesetofinitiatenvgrtsdescredin
theireprtIniti@bndition¥higparal lledtweensofitareengineeriammdaccidderanalysis
canbe usedtostructutdeformabnalysidfourThreeMilelslandxample Forexample,
itigpossiblemimrducea causatrelationstiiy, B (reads‘'leadso’ )thatindicateke
irtendedmpactofa sequencefinstructions concurréprogramThesearethetransitions
descr&#dby N . Thissamerelatiocanalsde usedtodescrelhecause-consequedwsins
thatleadoma jormcciddrs The folwangformlacanbe readasitisalvaysthecasechatif
A occurgshenewerntually wilhappen:

I

A; B=2®) 3B) (4)

Itshoulde notedthatthe; operatoformaliseselatdyprimitewotiowfcausahitlit
doesnotdistinguisitweennecessamnd su-cienhconditionsrdoesitdescrela struc-



turefortheewrntsincausakequencesLadkindescrelsa numberofmore complexlogics
thatcanbe usedtocapturdetailedtionsfcausasitfl’ .Ratherthanadoptthesamod-
elsthigpaperexploitthesimpleformalisatodiy todescrebtherelationshiatween
criticdilurasd an eventualaccidden Inthefolwang Opermtingonditionspresernthe
conditioexistird theplan,priotoand durindgheaccidéen Thiswas deflnedin (3) .
Catastphidonditions represtrthesetof failurehatoccurredn 28thMarch 1979.
Theseformthetraditiofalusofaccidderanalysis:

Operntingonditions (Catastphidonditions LossOf Coolanfccident (5)

Thissectidmasarguedthatthesimilaritdetweenthesofitareengineerinfconcurrén
programand accideranalystenbe usedtoproidea formaktructufermccidéireprts.
Lamp ort’‘abstraat delforthespeciflcatiofparallepplicatibmasbeenusedtodescrib
theewentsleadingoma jorfailuraetsan extremellyighleglofabstractidihi sisimportan
becauseéthelpdesignersstriaway theclutteflw levldetaithatwanfrequeazlywbscure
critiegntsduringnaccidénUnfortunatedyh ahighlewlofabstractiiminappropriate
fomany stagesfaccideranalysiBtistherefodeportanthathuman factomsalystand
systemengineerangradualliytrduceadditionddtaiblstheiitvestigatipmegres&his
praesdsillustratrthefolvangsection.

The Enable predicatistrueforanactiod anda state ifandonlyifitispossible
talean A stepstartidgthatstateThat istosay thattherexistsomeothemstatehidh
isrelaterbs by theactiofA . Thispredicatievitatoourformalisatodaccidderanalysis
inthatwe canuseittostipulawkidh ewernt scanoccurinthemodel Inparticulame,useit
todenotéhefacthatthecatastroplaictionsuh ascertaimlesbecomingvaterlogged
theTMI plam,couldaleplace.

2.3 Initialisatibmilt

A keystagdnany iwestigatiigtheidetiflcatiofa startimppin foran acciden This
may seemtobea triviadsubutananalysbfthereprtshatwereraucedintheaftermath
ofThreaeMilelslandndicatelkatthidsotthecaseForexampleouraccouhoftheacciddn
inSectioh.4folWwed [1 instatinthattheoriginaidusevasa demineralider luréther
rewrtdlametheaccidaerupon thefailuoEtheairsupplitoan aimwperatedale [T .1t
isclearlimportantoreducesuh ambiguitifsofitareengineerkardwaredewloprsand
iterfackesignengetocomrdinatithedewlopmeh offuturgystemsFormalmethads can

be usedtoproridean unambiguousepreseationftheinitieircumstancelsatsurround
an acciden ForexamplefheelemehsofTLA canbe usedtoproideadditiondétaifior
ourformalisatddiAnitig@dbnditionghe folwadngclausee ectsheseconditerpretation
mentionedbove.Itformaliselseconditiofismimsupplifailuratherhana demineraliser
faultThe statefthedemineralidemmittetlecauseénthianalysi&i snotconsideredbe
aprimargausefthefailuref courseghidnformatimnght be includetfanalystevised
theirrterpretatodmheewentsleadingotheaccidean

Init4= relisfalve closed (primary ow = narmal
(stem_turbine on) * (epumpsstatus online
e pumps= ofi) * @ircicuitstatus cled

(seondary ow = namal” (acvalves open)



(ntolrds= up) * (@acpumps= on)

waterrunofi= fal$é Wwatertemp= narmal

watempresss namal”® (fedwaterd ine open)

(relisfalvetatus working (hppenable= online

(letdowwmalve closed highpressuxrpumps= ofi) (6)

Thevariablesthislauseilbethevalueff,in2 N Jr,atthestaraftheaccidéenItshould
be stressehatthipredicatieinitseah abstractiofithemassofmoredetailddforma-
tiorthatmay be presartedtocourtsfenquirprinsubsequdaraccouhs [17 .Forexample,
primary ow and seondary ow indicatthe ow ofthewaterintheprimaryand secondary
circuitstem_turbingsan abstractepreseéationfthestatefthesteamturbineThe

e pumps and e pumps statuwariabldadicatwhethertheemergenciyfeeduwterpumps were
on andwhethertheywereenabledrnot .The expliciépreseationfIniti@bénditiongs
an importanhstagdnthedewlopmeh ofacciddéareprtsjustas itisfortheengineering
concurremprograms Inbothcasesjithelpsoframethesubsequerdesigand analysiy
proriding startipgit forfurtheronsideration.

2.4 Fairnes€onditions(F)

The secondlemehofLamport’/model isthefairnessnditidh. Insofitareengineering
termsthid susedtoensuréhateent swhid musthappen,evertual 1go happen:

4

F (23 hAif) (23 :EnabléhAif) (7)

At flrstsigh, itmiglt seem strangéo considefairnesenditiomsringheanalysicsf
an acciden Howewr,theprevioudisjunctipnecisedlyaracteriddsaim of acciddn
reprts.Thesedocumentsareimendedodescrethor an acciddénewvertuallygccurredo
thatitcannewrhappen again Indeedwe have strondairnesenditionserindpoththe
ordinargctionsftheplan,whit we denotel, and thecatastropldctionslenotedas
CatastphidonditionsThisensureghatloththecatastroplactionand theoperating
actiommy occumwithequadbrionitinthemodeloftheewert .When we furthespecifyhat,

Enabl@Catastphiconditions
we aresyingthatthelattgmartofthefairnedssjunctiisuntrueand,asa consequence,
23 ICatastphiconditions

Thissa/s thatthecatastropldactionsust occur whidh isnaturallgonsisttewiththe
disasterenaridatwe areformalising.

3 Causal Sequences (; )

One oftheways inwhid formahotatiomsmnadd detaiflohighlewlaccouhsofacciddn

reprtd oy represeénnghecausathainghatleadtoma jormcciddrs Thesechainsrebuilt
fromtheoperatinmpnditiompertingonditionaendthefacthatthecatastropleients,

Catastphidonditionshatledtothelossfcoolah acciddén LossOf CoolanfAacident

wereenabledAn importantebnicapoim isthatsubsequdrsectiomd l®elideheEnablé



predicatetheiterestefclarytItisimportantohave an expliciépreseationfthese
sequencascausatcanbedi-culforwreadertoextractausatelationshiipemthenatural
languagaeccouhsofma jormcciddas Forexamplepnereprtincludahefolwanglines:

:::they[thmaintenancerewbhl wedsomewatetoerntemnaixircuthatopened
andclosedomevales:::The afiectedalesshitofi ::: ([Rp.12)

Thisquotatianllustraltes theorderimmnd selectiofimateriailsusedtoimplya causal
relationshefweenwaternteringheairwircuaind thevalesbeingshit ofi. The folwe
ingclausmakesthigelationskxplicifaterinAirCixuidenotewatebeingtrduced
itotheairwircuandValveSwitclofi stand€orthevalesswitltingofi inthecircuithis
illustraitee causathainareformedfromthecatastropleient s Catastophiconditions
suh as theimrductiomfwaterimtotheaircircuitnd fromtheoperatingonditions,
Operntingonditionthatdeterminehesystem’i=espnsetothefailure:

WaterinAirCixuit ValveSwitclofi (8)

Havingonstructedh a causadequencespfitareandhardwreengineerantraceheways
thatsubsequerewernt sstemmedfromthesanitifdi lurdorinstancehesamereprtstates
that:

The afiectedalesshit ofi and thepumps inthesamecircutfiosedown inquik
succession.

The same; relatiocanbeusedtorepresetheconsequencegthevalefailuwkid inturn
wascausedy thewatererteringheaixrircuiinthefolwangclaus®umps_ClosinBownis
theactionfthepumps closimbwn:

ValveSwitclofi ; Pumps_ClosinBown (9)

The importanpoim hereisthatthe; relatidorcemnalysttoconsidarthewaysinwhidh

a widerangeoffailuresrtributteoma joracciddrs . The initielentsmight simplywelate
tothehardwareor systemengineerihgt theknok-onefiectefthosefailuresequikly
propagatethroughoutheapplicatioinourexample thefailund€thevalesledtothe
pumps closimpwn. Thisledtothefeedwted inbeinaglosedlhe consequencegthiwas
thattheautomatedortrosystemdrrersned They shutdown thesteamturbinend started
up theemergencyurbineds sofitareisincreasingeéyngitrducedittosut safgtcritical
applicatidmdésvitathatdesignensderstandov sut knodk-onfailurafiecttheoverall
requiremerforrheisystemsUnfortunatelyi snoteasytoextractheseequiremeésfrom
naturalanguagaccouhs:

One ofthepumpingcircui&fiectedly thevalesswithringofi]l] wasthefeedwter
lineothesteamgeneratamthesecondaryircuit::sothesafgtsystemshit

down thesteamturbinend theelectrpovergeneratartdroe. :::When the
pumps supplyimwpterrothesteamgenerat@mtoppd,threemergencypumps for
thefeedwtewxstarted.

As beforeformahotatiomsanbe usedto fa@usinupon thecausakelationshibatare
embeddedwithimsuh informadbsermtionsStam Feedwatedownrepreserthefeedwter
lineothesteamgeneratdreingclosedStam _Turbin@hutdownepresestheshitdem of

10



thesteamturbinend EmergencyPumps_Staritstheactionftheemergencyumps starting
up:

Pumps_ClosinBown ; Stam_Fesdwatemdown (10)
Stam_Feedwatemdown ; (Stam_Turbin&hutdowrd EmergencyPumps_Stant (11)

Thus farwe have shomn hov a hardwrefailutedtotheitersntiomfcortrokystemdan
ordetostarup emergencpumpingequipmeh.Theseproblemwereexacerbatbg operator
irtersntionorlak ofit:

:::an operator::mmoticedhatthesegpumps wererunnindut he didnotnotice
two particulwarnindg idtson a cortrobanel They signallelatvaleswere
closedn eah ofthetwo emergenciyeedwuterl ineand sowerepreerntingvater
fromreabbingchesteamgeneratomtid soonboiledry:::Notuntidalmoseigh
mimteslatedidtheoperatounsticeheclosedalesandopenthem.

W euseEmergencyalveflosé torepresetnhefacthattheemergencyeedwted insales
wereclosednd Stam _Genemtor®dry standdorthesteamgeneratobsilimyyy

(Stam_Fesdwatemdown * EmergencyPumps_Starf Emergencywalveglos@) ;
Stam_Genemtor®ry (12)

The absencefoperatoiitersrnt iomranbe represeadby thefolwangclause:

(Stam_Feedwatemown * EmergencyPumps_Start
Emergencywalveflosé” :OpemtompensValves;
Stam_Genemtor®ry (13)

Sudc formlaerequirfurthemreflnemeh iftheyaretoguidechefuturactivitoddirerface
designersystemengineemsnd programmerskForinstanceéhere ustbe some explanation
astowhy theoperatordidnot ittersnetoopen thevales,: OpemtompensValvesThe
subsequdnsectioresldresshisissudngreatedetail In cortrasttheremaindeonfthis
sectiarortinestobuildhecausathaimfewrtsleadingotheThreeMilelslandcciden

Deprimd ofan outlefortheheatstikhterinfromthereactororechewaterin
theprimargircuihcreasaedtemperatureEndpressure:A reliwdleon topof
thepressuriepenedandsteamandwatebeganto ow outtoa draimank:::To
reducehepraluctiomfheatinthereactororethecortrokrals automatically
descendedtoit:::

InthefolWwang PrimaryCixuitEmergencytandfotrheemergencyonditiowmlsid resulted
intheprimarywircuifinparticuldadhererasa riseénthetemperaturend pressurimthe
circuiGontovlRodeDrop denoteshefacthatthecortrotralsdropedirtothereactarore
andReliéfalveBpen indicateéheopeningfthereliefile on theprimarwaterxircuit.
Reliafalvefpen represerthereliefile beingopen and WaterRun Ofi denotewsrater
run-ofirtothedrairtankfromtheprimaryircuit:

Stam _Genemtor®ry; PrimaryCiruitEmergency (14)
PrimaryCixuitEmergency; ContolRodsDrop” RelidfalveBSpen (15)
ReliafalvefSpen; WaterRunOfi (16)
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Formula(l5)desemsparticulairteniobmecausetillustrhbe a causadhaimffailuran
havemultiptensequenceln increadatemperaturandpressudedotheimtrductiont
thecortrotrasandtotheopeningfrelisdles.Such combinedctiommreoftemecessary
inordetrorestoreormateévstates:

The combinedfiecteflweringhecort rotasandopeningherel iwflebrough
thetemperaturenthevessedown tonormal:::

The useofa formahotatiomouldpororidefewbenefltd fitcouldottracehewaysinwhid
automatedystemand safetapplicaticuscessfuidgrened:

ContplRodsDrop” WaterRunOfi ; :PrimaryCixuifEmergency (17)

Thisillustraseme ofthecomplexitigdmtcanarisduringcciddmivestigatioigalso
emphasiseaheimportanceftracinthefuldxtenof; chainsThe facthatthetemperature
and pressuyeroblemwerebeingreduced; PrimaryCixcuitEmergency didnotmean that
theacciddeawasover .One oftherelisfleswasfaultanddidnotclosasthepressumnd
temperatureeturnedonormal :

Throughthisalemorethamonethirdfthecortertsoftheprimargircuescapd.
:i:twohiglpressupaimps starteditomaticaliyiggerbda loreringfpressure
intheprimaryircuit.

The folwangclausethereforstateshatiftherd sno pressuremergencyintheprimary
circuitPrimaryCixuitEmergencythenwaterWaterRun Ofi , run-ofvilleadoa losef

pressur®rimaryPressuxrlLoss The secondlauseepresertheobsemtiorthatthehigh
pressumpaimps startlighPressuePumps_Startasa consequenadthel ossfpressurndthe

pumps areenable#ighPressuerPumps_Enablaé:

: PrimaryCixuifEmergency)

WaterRun Ofi ; PrimaryPressuelLoss (18)
HighPressuwrPumps_Enablé)

(PrimaryPressuerloss; HighPressuePumps_Start (19)

Thisflnalsequencproideshemissinginlbetweentheinitiahgressfwaterimtotheair
circuandtheewntuallosefcaolahacciden(LOCA) :

The let-@&n vale wasopenedtoreleasehat wasbelied tobe an excessf
waterThe originéalinpressummdthefailunétheinjectitobringlonn the
temperaturshouldave alertedheoperatortshatlossOf_ CoolanfAacidentwas
underwy butitdidnot.

The folwangclaussetatetthata lossefpressurnsmtheprimarygircuitqggetheri thopening
thelet-dn valwe,LetDown _Open, ledtothel.ossofCoolatAcciden:

PrimaryPressuxlLoss” LetDown_Open; LossOf CoolanfAccident (20)

Itisimportantore-iterdhemainpoitofthisectiarhih isthatthecomplexyofnatural
languagdescriptiomkesitdi-cultoreconstruchecausasequenceashatleadoma jor
failurd&the readersleftoimrerpreatherelationshilpstarebuiltup frommaturalanguage
statemaresuh astandhen’awhih time’ando. . timguik successiamt ‘thegignalled
that’ The useofthe; relatiemoidssudh ambiguit Italsprorides concismeansof
represennghehuman errorand systenfailurelsatledtothelossfcomlatacciddn
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4 ‘Catastrophid@vents (Catastphidconditiohs

The previousectidmsconstructedusatequencesfewernt sthatcharacteridecoursef
ama jormccidenThesesequencexebuilfroma numberoffailurasd fromtherespnsesf
thesystemnd itoperatontsothosdailur@peratingonditiondavingconstructetese
causagequencestiispossibemnalysttwextradthoseritidalilurelsid wereessenial
fortheaccidertoprogres@atastphiconditionBortheThreeMilelslandxamplethese
catastropletent scanbe represeadasfolivg:

Catast:zphi;Conditior;sWateJ:inAirCi:cuiﬁ Reliefalvé&ailwer
Emergencywalve€losé” LetDown_Open” EmergencyPumps_Ofi (21)

The acciddawas causedy theimrrductiowfwateriitotheaircircusamd thefailuwd
thereliefile and by theoperatordf€ailing@clos¢éhereliefile and theopeningfthe
letdown vale intheprimarywircuaind theemergencypumps beinglisablednthealbove,
EmergencyPumps_Ofi refenstheemergencpumps beinglisablerhd swithedofi:

. 4 . A .
EmergencyPumps_Ofi = :HighPressuexPumps_Enable”™ :HighPressuxPumps_Start(22)

Thesehighlewlabstracticemablanalysttso fa@usupon criticelkents. Hardwareand
sofitareengineemxrenot forcedoconsidethemass of circumstanadetaifthatmustbe
presearedtoacciddéringuiries.

4.1 The CausesofCatastrophi&vents

Catastphidonditionstheconjunctioftheactiont=shatcortributawtheacciddztaking
place The acciddroccurrellecausehesactiomgereenablke insome way. Forexample,
(8)statedhattheingressfwaterdtoan airircuthusedhevalestoswitlvofi. Thisin
turnledtothepumps beingwitleedofi. Unfortunatetfaus€8)doesnotstatehereasons

why watewasallwedtoerterittotheairwircuithisisa signiflceomissiomReason[20,
Perrw [19 Lewson[lTalhrguehamnalysteusttraceéheorganisatidmdtotrhatcreate
the’ conditidmadisasteBlud problemganbe avoidedy extendinthecausathainbadk
tothe’primitefrvonditiofisran acciden

AirCirxuitMaintenarcEror; WaterinAirCixuit (23)

Thisraisetsheproblemfwhen tostoptheformalisatpaxress Additionallausezanbe
irtrducedtorepresetnhereasonforthemaintenancéailurehe ; operatomight thenbe
usedtorepresemthecauseforthereasonghatlidehindhemaitenancéailuaad soon.
Inpracticehedecisidmwendtheformalisatpomesslependsupon theskilihdexperience
oftheanalystThe importanpoitt hereisthattheconstructiamfithecausasequencéorces
analysttoexplicitbpsidathecatestropleiert sthatf ramean acciddn
ItismlsdamportantonotethattheelemehsofCatastphidonditiomsakenodistinction
astothesourcefthe'failurkikeepingiththetitlefthi paper we areequal lgoncerned
tomodelbothhuman ‘erroahdsystem failurBéwewer,itisertirelpossiblerepresen
difierearategoriwsthifatastphidconditions

4 . s .
Opemtorror= WaterinAirCixuit Emergencywalveglosé

__LetDown_Open_ EmergencyPumps_Ofi (24)
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Thiscategorisatmogit be furthereflnectoidenifyhoseswrtsthataretheside-efiects
ofoperatorasksEmergencyPumps_Ofi , aswel hsthosehataretheresulafovertfailures,
sut asWaterinAirCixuiformista&sbasedupon a misreadimfavailabkyidenceuh
asLetDown Open. Such ananalyswouldeasilyap ontoReason’saxomory oferrof20 .It
isalspossiblmextracthoseriticaértsthatwereduetosystems failures’ :

Systemﬁailaé Religfalveérailer (25)

The previouslausesl lustrahepoit thatTLA doesnotproridea panaceaforacciddm
analysidtisentirelppssibledisagree thourclassiflcataBmiman ‘erromhd system
‘failurBdrinstancehefacthatoperatormuldncorrectopgntheletdovn valesmight
beviewdasa systenfailurathetrhanan operatomistak. The notaticdoesnotreplace
thevalugudgemehsandskill-badedisionkatmustbe emplgyedtoidehifygriticagnts
fromthemass ofbakgrounddetailSimilarlitdoesnotprorideany automatimeans of
distinguishimeelemehsofOpermtorror fromSystemfailar

Itmay alsbenotedhattherémotuniersadgreemenamongstthoseemrtingpon the
acciddmboutiteausesEorexampleFremlihascitetlihepossibijafa demineralieeror
asthecauseftheThreeMilelslandcciden[] .Thisproblemccursithimcciderremrts
wheredifierearthapterse ecttheiteresiodseparatemalystid.e ivestigatiaconsistencies
betweenreprtsintheforthcominkp2 . W e arehere howvewer ,attemptingo formalisad
establiesbnsistemeithia singlrepmrtonly

4.2 Reflning Catastrophi&vents

Clausesudh as (21)and (22)aremoredetailédhanthegenerimo delf orwoncurréprograms
andaccideranalysigrducedin(3) Unfortunatetheyarestihbtata lewlthathuman
factommalystemd programmermight usetoguidechedewlopmeh of futurapplications.
Thisproblemanbe addressead represenndhechangeshatcritiknt scauseopraess
parameter&Forexampletheitrductionfl iquiidtotheaixircutdusedtductscbecome
waterloggethe valuefparticulariablesih asaircicuitstatyganbedirecttglated
tothesensoreadingshatmustbe pollelly corttroprograms:

WaterinAirCixuikt : @ircicuitstatus cled” @iricuitstatds watefllled

Itisimportantoemphasisehatcritieakntswilltypicallave no impactuponmostofthe
variablema systemThiscanbe represeadby irtrducingfnchangd (VarS) ,toindicate
thatal¥ariableathesystemotinthesetS areunchangedby a specifledction:

WaterinAirCiruit = @ircicuitstatus cleda ™ @ircicuitstatls watefllled
“Unchangd (Var=faircicuitstatgs
The failuodéthereliedle wasanotheratastroplemrert thatcortributebtheacciden
Thisewert had no impactupon therestofthesystempartfromcausinghevale tofail.

Againthidllustraltes theabstractiafformahotatiomsmnbe usedtoscor orframe
theimpactofcritidailures:

RelisfalvdFailer - mwlisfalvetatds fauyt
*Unchangd Varfrelisfalvetatgs
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The previouslauseepreserntheimpactofa hardwrefailurdtisalspossiblerepresen
theimpactofoperatorerrorha similamanner. For example thedisablimd thehigh
pressurmmolabpumps plygeda ma jorwpartintheewntsleadingotheacciddn The pumps
wereswitlteed froma staténwhid theywereenabledut ofi-linsoone inwhid theyhad
beenturnedfi:

EmergencyPumps_Ofi 2 (hppenable= otine” highpressuerpumps’ = ofi)

The fourtbfthecritim@nswastheclosureftheemergencyeedutemwales:

Emergencywalveg€lose z (fedwaterine open * (fedwaterine closed
*Unchangd Var=-ffedwated irg

The flnalcritidactointheleadip totheaccideawastheopeningftheledown vale in
theprimaryircuithishadtheefiectofcuttingftheprimaryolah ow tothereactor:

LetDown _Open 2 ((fatempess lor)* (letdowmalve open))) primary ow’= none
*Unchangd (Var=-fprimary ow;letdownalv®

Similadeflnitiomanbe irtrducedforalloftheewrtsthathave beenirtrducedinour
formamhmodeloftheaccidéen Thisisomittedorthesale ofbrevitand theiterestaetdader
isdirecteamb [14 . IncortrastthefolWangsecticamrguedshattheformabromftebniques
canbe usedtodeterminehetherausakequencesanbe reconstructfadbmthefailures
Catastphidconditionand theoperatimgraeduresnOpermtingonditions

5 Proofsand properties

The formamodellimfma jormcciddamsproridea numberofbeneflt forhuman factommnd
sofitareengineerstavoidsheambiguitthatcanbe foundinnaturalanguageéescriptiomfis
causatelationshiitprorideapreciseansofframingnaccidéenTLA clausemnbeused
todescreltheinitiaednditiofsrfailurlmiti@bdbnditiond furtheadwntageisthatfor-
malproftebniquesanbeusedodeterminghethetrhecausadequencedescredby ; ,can
actual bg pralucedf romtheknovn operatimpnditiontthesystemQpemtingonditions
andthecatastropliwmtenfailuraasdhuman errorisnCatastphidconditionBorexample,
acciddrniwestigatarghtwant toproe thatd ffheoperatimgraedurestThreeMilelsland
werefolwed thentheitrductionfwaterdtotheairwircuiwouldleadothevalesbeing
switleedofi. Ifthiwerewotthecasehencitherurcausadnalysisincorrecomethinglse
triggerelevales .Or ourunderstandinftheoperatinmonditionsincorrect:

Operntin@onditions Enabl@éWaterinAirCixuit CloséValves (26)
Where Clos@ Valveasdeflnedasfolws:
Closé;Valveé acvalves closed

As inpreviousectiomEthipaper we canagaimrecruisofitareengineerinhghniquesgo
supprtacciddninestigatidnthisasewe canuselLamport’ $SF1l)prafrulellé page
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22]tohelpusestablishepreviousslationship:

P*"M1]1) ®° Q9

P hM *ai,) QF°

2P "2 M },*2F ) 3EnabléhAi,

2M " SFy@)"2F) (@ ; Q)
The folWwangsubstitutiocarbe made betweenourmodeloftheThreeMilelslandcciddn
andthetolensinLamport’/sule:

P © Enablé@WaterinAirCixuitM =~ N Q = CloséValves
A" C v© f 2F ~ SF:(N)

The flrstpremisefSF1 cannow bewritteasfolws:
EnabléWaterinAirCiruif N}z ) (EnabléWaterinAirCixuit Closévalvés (27)

Thisissatisflaak¥iviaElynceinthigasejffnabléWaterinAirCixuitistruehen
EnabléWaterinAirCiruitmustautomaticaljrueThe secongremiseanbere-written
asfolws:

EnabléWaterinAirCixuif hN * Cif ) Closé&Valvés (28)

Thisistruesincwe areassuminghattheinitiadnditiormmitig@bnditionkbold Conse-
quertlyitmustfolWwothataircicuitstatus wateflllednd subsequded yfromWCV that
Closé@ValvdsstrueThe flnalpremiseanbe writteas:

2EnabléWaterinAirCixuif 2 N ] * SF¢ EnabléWaterinAirCixuik) 3 EnablécCs
(29)
The above resul fsomthefacthatWCV isgpartofthedisjunctidi & comprises. Conse-
quertlysincwe assumeherahatEnabléWaterinAirCixuitisalvaystrueheriiCV must
be enabledtsomepoitt .By applyingFl we thenobtaimhefolwang:

Initi@dbnditions @ N J * SF; (C) " SF: (Catastphidonditiohk)
(EnabléWaterinAirCixuit CloséValves (30)

Finallwe obserthat(30)isisomorphim
Opermntingonditions (EnabléWaterinAirCixuit Clos@Valves (31)

Sud preoftebniquesuggesfurtharaysinwhidt ourapplicatiafl.amp ort ‘mo delmight
benefltfromsofitareengineerihghniquesForexamplethetransitivaftthe; relation
suggestshatcertaisub-kainsnourcausasequencasight be omittedInothemwordsif

A ; B andB ; C thenitmay be possiblmomitB altogethe&n exampleofthismay
be seenintheabove formalisatwheretheactiofiloséValvesand thevariablagvalves
coulde omittedThe actionftheairircupumps switltingofi wouldthenfolvodirectly
fromthewatebeingmrrducedimtotheaixwircui®udc formaanalysmdglht thenbeusedto
remove unnecessapprtE£roman accidarremrt Thisissimilamwthewaysinwhidt pieces
ofredundanorine-cidgrcromputexralemay be idethifledndremoredthroughmathematical
analysiHowewr thipromsahlsdllustrasemse ofthedangershatariswhen transfer-
ringofitareengineeringhniquedirectijtoaccidderanalysiShe purpseofwritingn
acciddeareprtisnot topraucea minimalaccouh but rathetopralucea documernt that
efiectetycommunicatesheweaknessesfpreviousystems Removingsuh transieinela-
tionmay reducehevolumeofan acciddarepmrtbut itcanalsdidel inkshathelpreaders
tounderstandriticEguencesfhuman ‘erroahdsystenfailure.
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6 Conclusionsand FutureW ork

ThispaperhasarguedhatlLamport ‘mo delforthesofitareengineeriaffoncurrémsystems
canbe usedtosupprtthegeneratiofacciderrewrtsThisprorides numberofbeneflts.
The elemehsofLamport’modelcanbe usedtoidehifygenerirequiremeénforacciddn
investigatiohsparticulamlti-discipldaargheamsnustagreeponthestartipgin
fomnaccidéenIniti@oénditionsheanticipatleehariounfa systemQpemtingonditions
and theabnormalewentsthatleadtofailur@atastphidonditionsThe elemehsofthe
modelcanalsdoe appliedostructutdhedetailaerhalysicf theewrtsleadingoma jor
acciddrs The TemporalogiofActionsotatiazanbeusedtoconstruchecausaiequences
ofhuman ‘erromhd systemfailutdatleadtodisasterfhe ; relatiamanbe usedto
explicittpresemheinformadbsermtionshatareoftemuriedrithinnformadccouhns.
Finallproftebhniquesanbe appliedotheelemehsofthemo deltodetermimnehetherthe

; relatiamtualbpesexplaimhecircumstanckesadingoan acciden

The workreprtednthipaperisheinitipidaductofanEngineeringdPhysica&lciences
ReseanvcCounciprgectimotheformabhnalysibdfhuman factommd systenfailurédsich
remaingobe done. Inparticularpowerfudpplicatiohourapproar isthatitcanbe
usedtodetectnconsistennbesnlywithibutalsdetweenacciderremrtsForexample,
ourdescriptiofitheThreeMileIslandcciderhasbeendramn froma numberofsources,
includidd ,[7 anddocumentsissuelly theUS Presidért £ommissiomnd theUS Nuclear
Regulator@ommission.These,inturn werethedistillatdfoevidencpreseredto the
courtefenquiryOur formalisatisitherefortsgheresulafa seriesfiterpretatiand
simpliflcatioleowewr,thetetniqueshatarepresaredinthipaperproridea precise
and concisaccouh of theewrntsleadingoma joracciddas . Itishypothesisadatsuh
formalisatimnght helpto reducechepoteniabmbiguitiekatfrequaeriyarisaenthese
difierégraccouhs.

A furtheésenefltofformalisatisphatitalsproidesngineemsndanalystwal thpreof
tetiniqueshatcanbe usedtoverifywoss-viewntgonsistencfhisagaimllustratkes
widerapplicatiohsofitareengineerihghniquedoracciddaranalysighe needforsuh
consistenh®sbeenrecognisdéy a gravingnumberofreseahersinthefleldofsofitare
engineerif®@] ThisvorkisnimportanstartipgitfoourfutureeseahcItissritatlhat
thosevho areafiectely theaftermatdifan acciddrarelefwitha consistteniewupon the
implicatiafa repwrt Thiswilhean,fordnstancehatconsistenwgystobe shomn between
nucleaand sofitareengineerdtisalsmecessarmomairtaimconsistenbygweenhuman-
computerimteractiepecialismgl thosaevho areimterestdachthecomputationasmwctof
systemglewlopmenh.
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