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PARCEL: Using Software Development 
Standards to Guide the Investigation of 

Computer-Related Incidents and Accidents 
C.W. Johnson and M. Bowell 

Abstract— The introduction of software control systems has greatly increased the integration and complexity of many applications.   
This has had ‘knock-on’ effects in terms of the complexity of accident investigations.   The following pages, therefore, presents two 
complementary investigation techniques that together form the PARCEL (Programmable Electronic Systems Analysis for Root Causes 
and Experience-based Learning) approach to incident analysis.   One technique is intended to provide a low-cost and lightweight 
approach that is appropriate for low consequence events.   It is based around a flowchart that prompts investigators to identify potential 
causal factors through a series of questions about the events leading to a failure and the context in which an incident occurred.   The 
second approach is more complex.   It involves additional documentation and analysis.   It is, therefore, more appropriate for incidents 
that have greater potential consequences or a higher likelihood of recurrence.   This approach uses Events and Causal Factors (ECF) 
modelling together with particular forms of causal reasoning developed by the US Department of Energy (1992).   Both approaches 
provide means of mapping causal factors back to the lifecycle phases and common requirements in the IEC 61508 standard.   This 
provides an important bridge from the products of mishap analysis to the design and operation of future safety-critical systems.   Our 
analysis of adverse events might also inform the future development of thee guidelines, for example, by identifying those phases of 
development that are not well supported.   An implicit motivation in our work is to provide the feedback mechanisms that are necessary 
to improve the application of standards, such as IEC 61508 and DO-178B.  This work forms part of an initiative by the Health and Safety 
Executive, the UK equivalent of OSHA, to develop analysis techniques for computer-related incidents across the process industries.   
The events leading to an explosion and fires in a fractional distillation unit are used to illustrate the paper. 

Index Terms—Accident analysis, Process control, Software and system safety.  
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Causal 
Event 

IEC 
61508 
Class.  

Route through 
flow chart 

Rationale 

Decision  
to open  
valve C. 

Valida-
tion  

Incorrect action 
taken by system 
or operator->  

Operator fails to 
mitigate hazard 
->  

Accident would 
have been 
avoided if op-
erator facilities 
had been fully 
checked. 

The operators intervened in the 
automated control system to 
open valve C this twice led the 
compressor to trip and forced 
excess fluid into the flare sys-
tem.   The poorly designed 
displays prevented them from 
diagnosing the source of the 
increased pressure in the debu-
tanizer and the potential hazard 
from their actions in opening C.  
Improved display design might 
have occurred if they had been 
validated against a wider range 
of operational scenarios. 

Failure 
to open  
valve B. 

Opera-
tion and 
mainte-
nance 

System fails to 
take required 
action ->  

Failure caused 
by maintenance 
->  

Accident would 
have been 
avoided if main-
tenance proce-
dure were im-
proved. 

The computer control system 
was designed to automatically 
open valve B when flow was 
restored to the debutanizer.   
This command failed.   Subse-
quent investigation found of 39 
instrument loops 24 needed 
attention ranging from minor 
mechanical damage to major 
maintenance faults. 
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 Would the incident have been prevented if:  
Hazard and 
Risk 
Assessment 

- hazard and risk analysis had 
considered all modes of 
operation and causes  

- hazard and risk 
analysis had considered 
all modes of operation 
and causes  

- hazard and risk analysis had 
considered all modes of 
operation and causes  

  

Design - different equipment 
selected? 
- installation design different? 
- configuration was correct  

- maintenance facilities 
had been designed 
adequately 

- operations facilities had 
been designed correctly 

- different equipment selected? 
- installation design had been 
different? 

- different equipment selected? 
- the installation design had 
been different? 
-configuration was correct 

Installation & 
Commission 

- the equipment had been 
installed according to design 

- the maintenance 
facilities  had been 
installed according to 
design 

- the operations facilities had 
been installed according to 
design 

- the equipment had been 
installed according to design 

- the equipment had been 
installed according to design 

Validation - the setting had been checked 
during validation 

- maintenance facilities 
had been fully checked 

- operations facilities had 
been  fully checked 

- equipment condition had been 
fully checked 

- equipment condition had been 
fully checked 

Operation & 
Maintenance 

- maintenance procedures 
were applied 
-  maintenance procedures 
were improved 
- maintenance tools better 
- test interval was reduced 

- correct maintenance 
procedure had been 
used 
- maintenance procedure 
was improved 
- permit procedures 
better 

- correct operation procedure 
was used 
- operation procedure was 
improved  
- permit procedures improved 

- maintenance procedures 
applied 
-  maintenance proc. better 
- test interval was reduced 
- additional protection provided  

-  maintenance procedures were 
improved 
- maintenance tools improved 
- test interval was reduced 
- additional protection provided 

Modification - setting had been reviewed 
during impact analysis 

- maintenance facilities 
or procedures had been 
reviewed during impact 
analysis 

- operation facilities or 
procedures had been 
reviewed during impact 
analysis 

- equipment used or installation 
design has been reviewed 
during impact analysis 

- equipment used or installation 
design has been reviewed 
during impact analysis 

Log failure and 
check  
-if dangerous failure 
rate is in line with 
design assumptions 
-if all expected 
actions occurred and 
no unexpected 
actions occurred 
-if safe failure causes 
any unexpected 
actions 
Log demand and 
check if 
-demand rate is in 
line with design 
assumptions 
-demand cause was 
predicted in H & RA 

  
Would the incident have been prevented if: 

 Competency Lifecycle Verification Safety management Documentation Safety assessment 
Operation & 
Maintenance 

- operation or 
maintenance staff were 
more competent 

- responsibilities were 
defined better 

- a better verification scheme 
had been in place  

- safety culture was improved 
- audits were more frequent 

- documentation was clear and 
sufficient 

- assessment had 
been carried out on 
O&M phase 

Modification - modification  carried 
out by more competent 
staff   

- modification lifecycle was 
better defined 

- a better verification scheme 
had been in place 

- accountabilities better defined 
- suppliers not reviewed  

- documentation updated - assessment  carried 
out on modification 

System fails on proof test 

System fails to takes 
required action or takes 

action not required 

Failure 
caused by 

malfunction 

Setting is 
incorrect 

Equipment 
failure due to 
degradation 

Failure 
caused by  

maintenance 

Failure caused 
by operations 

Random 
hardware 

failure 

System operates correctly 
to prevent hazard 

Demand caused 
by maintenance 

action 

Demand caused 
by operation 

error 

Demand caused by 
equipment 

degradation 

Demand caused by 
malfunction 

Start 

Continued … 

If yes.. 

If yes.. If yes.. 

If yes.. 

If yes.. 

If yes.. 

If yes.. 

If yes.. If yes.. If yes.. If yes.. 

If yes.. 
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 Would the incident have been prevented if:  
Hazard and 
Risk 
Assessment 

- hazard & risk 
analysis had 
considered all modes 
of operation & causes  

- hazard & risk analysis 
had considered all modes 
of operation & causes  

- hazard & risk analysis had 
considered all modes of 
operation & causes  

- hazard & risk analysis 
had considered all modes 
of operation & causes 

- hazard & risk analysis 
had considered all modes 
of operation & causes 

Design - operator facilities 
wer designed better 
- installation design 
had been different?  

- additional actions were 
specified 
- actions were faster 
- final actuation device 
were improved 

- design requirements were 
better documented  

- mitigation system had 
been specified 
- mitigation system had 
been better designed 
 

- operator facilities had 
been designed better 
- the installation design 
had been different?  

Installation & 
Commissioning 

- equipment had been 
installed according to 
design 

- the equipment had been 
installed according to 
design 

- the equipment had been 
installed according to design 

- mitigation system had 
been installed according 
to design 

- equipment had been 
installed according to 
design 

Validation - operator facilities 
had been checked 
during validation 

- operation facilities had 
been checked during 
validation 

- operations facilities had 
been  fully checked 

- mitigation system had 
been fully checked 

- operator facilities  had 
been fully checked 

Operation & 
Maintenance 

- operation procedures 
were applied 
-  operation 
procedures were 
improved 
 

- correct maintenance 
procedure had been used 
- maintenance procedure 
was improved 
- proof testing was more 
frequent 

- correct operation 
procedure was used 
- operation procedure was 
improved  
- permit procedures were 
improved 

- mitigation procedures 
were applied 
-  mitigation procedures 
were improved 
- mitigation system was 
proof checked more 
frequently 

-  operation procedures 
had been applied 
- operation facilities or 
procedures were 
improved 
  

Modification - operation facilities 
had been reviewed 
during impact analysis 

- necessary system 
actions had been 
reviewed during impact 
analysis 

- necessary system actions 
had been reviewed during 
impact analysis 

- need for mitigation had 
been reviewed during 
impact analysis 

- need for mitigation had 
been reviewed during 
impact analysis 

Log failure and check  
-if dangerous failure rate 
is in line with design 
assumptions 
-if all expected actions 
occurred and no 
unexpected actions 
occurred 
-if safe failure causes any 
unexpected actions 
 
Log demand and check if 
- demand rate is in line 
with design assumptions 
- demand cause was 
predicted in H & RA 

  
Would the incident have been prevented if: 

 Competency Lifecycle Verification Safety management Documentation Safety assessment 

Operation & 
Maintenance 

- operation or maintenance 
staff were more competent 

- responsibilities were defined 
better 

- a better verification 
scheme had been in place  

- safety culture was improved 
- audits were more frequent 

- documentation was 
clear and sufficient 

- assessment had 
been carried out on 
O&M phase 

Modification - modification had been 
carried out by more 
competent staff   

- modification lifecycle was 
better defined 
 

- a better verification 
scheme had been in place 

- accountabilities were better 
defined 
- suppliers not reviewed  

- documentation had 
been updated 

- assessment ad 
been carried out on 
modification 

Incorrect 
action taken 
by system or 

operator 

System actions  
insufficient to 

terminate 
hazard 

System takes 
unnecessary 

actions 

No action by 
operator allows 

demand on 
system 

Operator fails to 
mitigate hazard 

No mitigation  
takes place 

Continued from previous figure 

If yes.. If yes.. If yes.. If yes.. If yes.. 

If yes.. 
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Fig. 6. ECF Diagrams Including Developer/System Integrator Information 
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Causal 
Event 

Associated Conditions IEC 61508 Lifecycle 
Classification 

Justification IEC  61508 Common 
Requirements Viola-
tion 

Justification 

Functional Safety 
Assessment: 
2. Modification as-
sessment LTA. 

Assessment of the modification had identified the 
need to override low capacity transfer of materials in 
flare but had not considered what would happen if 
manual intervention did not occur. 

Modification:  
1 impact analysis 
incorrect. 

After modification in normal operation 
automated pumps would now reclaim 
materials from the flare. Manual inter-
vention was required to restore high 
velocity pumping to slops under ‘emer-
gency’ conditions.   Operators did not 
intervene in this manner and the impact 
of this was not considered. 

Modification to flare drum 
pump prevents excess being 
pumped to storage tanks. 
 

Modification:  
4 LTA verification and 
validation 

Inadequate testing to see if operators 
would intervene once switch was made 
away from automated default use of high 
velocity pumps to slops. 

 
 
Verification: 

3 LTA verification of 
modification 

There appears not to have been any verification to 
determine whether operators could or would inter-
vene to perform the necessary manual reconfigura-
tion that was necessary to start high velocity pump 
transfer to storage tanks from the flume tank. 

Liquid 
forced from 
full flare 
drum to 
corroded 
discharge 
pipe. 

Operators fail to attend to high-
level alarm for flare drum 
during 25 minutes prior to 
explosion. 

Operation and main-
tenance:  
9 LTA procedures to 
monitor system per-
formance 

Operators were presented with deluge of 
automated alarms and lacked techni-
cal/procedural support to discriminate 
high priority alarms. 

Maintenance failure leaves 
sensor indicating that the flow 
and level in the debutanizer 
was believed to give erroneous 
indication below maximum. 

Operation and main-
tenance:  
2: maintenance proce-
dures need improve-
ment 

The programmable systems and operator 
alarms depended on accurate sensor 
information.   Inadequate maintenance 
created systemic vulnerabilities that were 
likely to lead to mishaps. 

Display presents plethora of 
alarms that prevent operators 
from checking status of valve 
B. 

Allocation: 
4. Installation design 

Operators had to acknowledge almost 
400 alarms in the last 12 minutes of the 
mishap.   This took away from time to 
diagnose the problem and plan their 
intervention. 

Operators 
open valve 
C 

Operator preoccupied by con-
trolling heat transfer process 
between components 

 

Overall safety re-
quirements:   4. In-
stallation design. 

Heat generated as a by-product of one 
sub-process was used elsewhere in the 
system rather than dissipated by cooling 
systems.  This created delicate depend-
encies that would be disturbed and im-
pose additional burdens on operators 
during emergency situations. 

 
 
 
 
 
 
 
Functional Safety 
Assessment:  
1. LTA Operations and 
Maintenance assess-
ment. 
 
Safety management: 
2. LTA Safety Audits 
 

 

 

 

 

The incident was caused by a number of problems in 
the way in which the system was both maintained 
and operated.   Maintenance failures meant that 
automated systems and operators could not rely on 
some sensor readings.   The tight integration of heat 
transfer operations together with poor alarm han-
dling created immense burdens for system operators 
under abnormal situations and these demands appear 
not the have been assessed in a systematic manner. 

�
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Causal 
Event 

Associated Conditions IEC 61508 Lifecycle 
Class. 

IEC  61508 Common 
Requirements Violation 

Recommendation Priority Responsible au-
thority 

Deadline 
for re-
sponse 

Date Accepted/ 
Rejected 

Functional Safety As-
sessment: 
2. Modification assess-
ment LTA 

1. Flare system must be redesigned to provide 
effective removal of slops from knock-out 
drum at adequate rate to prevent overfilling. 

 
 
High 

Production engi-
neering team man-
ager 

 
1/4/2003 

Accepted 
15/2/2003 

Modification: 
1 impact analysis 
incorrect 

2.  There should be a formal controlled proce-
dure for hazard identification following all 
modification proposals. 

 
High 

 
Plant safety man-
ager 

 
1/6/2003 

Accepted 
15/2/2003 

Modification to flare drum 
pump prevents excess being 
pumped to storage tanks. 

Modification: 
4 LTA verification 
and validation 

Verification: 
3. LTA verification of 
modification 

3. Control and protection systems should be 
independent, particularly where they involve 
programmable systems. 

 
High 

 
Plant safety man-
ager 

 
1/6/2003 

Accepted 
15/2/2003 

 
 
 

Liquid 
forced from 

full flare 
drum to 
corroded 
discharge 

pipe. 
Operators fail to attend to 
high-level alarm for flare 
drum during 25 minutes prior 
to explosion. 

Operation and 
Maintenance: 
9. LTA procedures to 
monitor system 
performance. 

4. Display systems to be redesigned to provide 
clearer indication of source of flow problems.  
Greater prioritisation of alarms will assist in 
this (see rec 7). 

 
 
Medium 
 

 

Production engi-
neering team man-
ager & Plant safety 
manager 

 

1/5/2003 

 

5. Safety management system to record and 
review incident information from other similar 
plants, causes of mishap already well docu-
mented. 

 
 
Medium 

 
Plant safety man-
ager 

 
 
1/5/2003 

 
Maintenance failure leaves 
sensor indicating that the 
flow and level in the debu-
tanizer was believed to give 
erroneous indication below 
maximum. 

Operations and 
maintenance: 

2. maintenance 
procedures need 
improvement. 

6. Safety management system to include moni-
toring of its own performance – for instance 
over assessment of modifications. 

 
High 

 
Plant safety man-
ager 

 
1/4/2003 

Accepted 
15/2/2003 

Display presents plethora of 
alarms that prevent operators 
from checking the status of 
valve B. 

Allocation. 
4. installation design. 

 
 
 
 
 
 

Operators 
open valve 

C 

Operators preoccupied 
controlling heat transfers 
process between compo-
nents. 

Overall safety 
requirements: 
4. installation 
design. 

 
 
 
 
 
Functional Safety As-
sessment: 
1. LTA Operations and 
Maintenance assessment. 
 
Safety management: 
2. LTA Safety Audits 

 
 
7. Training of staff will focus on high-stress 
situations as well as production critical issues.   
(see also recommendation 4) 

 
 

Medium 

 

Plant safety man-
ager 

 
 

1/5/2003 
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