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qf%ﬁsrgoxz What are Degraded Modes

Normal
Operations

extreme weather conditions etc staffing shortages etc.

| :

Abnormal Operations Degraded Modes :,

Unexpected high traffic loads, ‘ ‘ Equipment failures,

Catalytic triggers
eg individual or team error
\ 4 4

I

Emergency
Situation
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Staff struggle to maintain levels of service.

Software failures force ad hoc solutions:
— violate safety requirements;
— Not supported by risk assessments.

Lead to major failures if not addressed.
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Power Supply Station near ACC:

B — Transformer and Generator.
7 United ==

" "' e <

PS Switching boxes in ACC.

S ..,,‘:,.

Equipment installed 30 years ago:
— Procure new Kit.

Installation affects comms ACC/PS



U t .
! of %“;igé\z Anatomy of the Incident (1)

14:25 UTC: Alarm Remote Control Unit
In PS Station from UPS in ACC.

Technician to ACC, checks UPS:

1. Warning on UPS display:
<Power Supply is out of tolerance >
2. UPS operates on battery supply

3. UPS autonomy - 13 minutes


http://en.wikipedia.org/wiki/File:500kVA-UPS.jpg

U t .
%ﬁ‘érg%\% Anatomy of the Incident (2)

14:30: Technician returns to PS Station.

Informs Technical Supervisor about problem
Calls Head of department is not accessible.

14 32: In ACC again, Technician detects

- UPS autonomy - 6 minutes

- Makes erroneous decision to switch PS to 2" UPS;
- Switches 1st UPS to bypass configuration

- Generator voltage direct to Users, no stabilization;
Under voltage but no over voltage protection.
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14:35 UTC - In a few minutes collapse of:
Saiessseauenres — three quarters of Radar Data Displays,

I6*DOV"CANCEEERED

16500+ ERANEELKED — one half of Flight Data Displays,

16700 'CRANCEEEED
16210  "CANCELEED

161107 CANCELEED — all radar inputs in DPS,

16210 "CRANCEKEED

16115 NCANCELEED — Controller Working Positions for Voice Comms

I6*Z20° 'CRANCEELEED ] )

SESRARRSAUSERACS — and AFTN connection with ARO & NOTAM.
16:30 CRANCEELED
16:40 CANCEEELED

16140/ CANCELEED 14:40 UTC - Technical Supervisor tells

16:40 CANCELLED

16150 | CANCELLED ATC Supervisor needs 30 minutes.

14:45 UTC - ATC SUP decides to close
FIR, CFMU told traffic is zero.
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Busiest period of the year.

Initial hardware failure:
— Poor quality of service from LAN;
— Slows flight data processing system.

ATCOs cannot access data on radar targets:
— Including aircraft identification and type data.

Capacity restrictions for safety reasons.
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ATM system provided by contractor:
— maintained under annual service contract;
— provide both hardware and software support;
— On-site support for diagnosis and debugging.

* General question for SESAR?

— ANSPs rely on subcontractors:

— key areas of technical support ;

— ‘it will take another 30 minutes...’

— |Is outsourcing a form of de-risking?



Umver31ty
of Glasgow Secondary Response

 ANSPs engineering staff correct symptoms;
— Cannot identify root causes of the problem.

* Problem stemmed from double failure:
— triggered by a faulty network interface card,;
— flooded network with spurious messages.

« Symptoms of the fault were masked,;
— recovery mechanisms in Local Area Network;
— hard for engineers to identify component failure.
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"The problem here is that you have
an autonomous semi-state
monopoly which doesn't care about
Its customers or the disruption to
passengers,”
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Michael O'Leary, CEO Ryanai


http://en.wikipedia.org/wiki/File:Michaeloleary.jpg
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"The problem here is that you have
an autonomous semi-state
monopoly which doesn't care about
Its customers or the disruption to
passengers,”

 "Send the buggers to Shannon, if it
was a commercial company they
would have done so,”

Michael O'Leary, CEO Ryanai


http://en.wikipedia.org/wiki/File:Michaeloleary.jpg
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QfGlasgovx}; The Real Impact

"The problem here is that you have
an autonomous semi-state
monopoly which doesn't care about
Its customers or the disruption to
passengers,”

 "Send the buggers to Shannon, if it
was a commercial company they
would have done so,”

. » “They're not on top of the job.
We're talking about 25 arrivals and
departures per hour. The air traffic
controllers should be capable of

 wichael O'Leary, CEO Ryansifi handling this volume of flights”.

http://www.herald.ie/news/oleary-more-disruption-if-iaa-doesnt-clean-up-act-1431408.html


http://en.wikipedia.org/wiki/File:Michaeloleary.jpg
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Atlanta FDPS System software bug;
— Switch data rate configuration error (again).

Use of fallback system in Salt Lake City:
— Cascading failure cannot cope with demand.

ATCOs enter flight data manually;
— Cannot cope with backlog, knock-on delays.

12 hours to diagnose problem,;
— 6 more to catch up with backlog eg New York.



2 Univers:
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August 2008:
— Software failure in Atlanta again.
— Processes flight plans for Eastern US.
— 566 flight delays+

Press, media and political outrage....

GAO reports into ATM service provision.
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Fault stems from Los Angeles:

— Route map error on a new router installed to replace
an older router version

— Routing error affects comms with Atlanta
— Also affects comms with 21 regional radar centers

K

% . |mpacted nationwide network supporting air

| = traffic control automation systems

— 4 hours to diagnose, 12+ to restore support

— ATCOs enter flight plans manually (workload)

— Effects exacerbated by bad weather e.g., Chicago

— As a result of this failure, a second routing domain
was established for the traffic
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d .

“Sisters Sharon Walker and Sheila
James were taking their elderly
mother to see their sister in St.
Louis. Their 09.30 flight was
delayed until 16:00...”

“Sen. Charles Schumer said the

country’s aviation system is ‘in
shambles’...'the FAA needs to
upgrade the system, these
technical glitches that cause
cascading chaos across the
country are going to become a

very regular occurrence...

23
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$2.1 Billion upgrade by Dec 2010:
— En Route Automation Modernization.

» Faults lead to ‘missing’ flight plans;
— Other aircraft change identity in flight;
— Again cannot transfer flight data to Atlanta etc.
— Undermines ATCO confidence in system;
— ‘fallback’ original 20 year old IBM system
— IBM contract expired, uses Jovial — rarely used.

« Test deployment to Salt Lake City:
— FAA spend $14 million, still not working.
— Salt Lake City simple compared to Chicago...
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HOT MEASUREAMENT
SENSITIVE

MIL-5TD-331D
10 Febrnary 2000

SUPERSEDING
MIL-5TD-832C
1% Jamunary 1993

DEPARTMENT OF DEFENSE

STANDARD PRACTICE FOR
SYSTEM SAFETY

AMEC Kk AREA SAFT
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1. Document the approach:

2. ldentify potential system hazards:
o s | g e | 3- ASSESS severity and probability:
- = 1 = = 4, |dentify mitigation measures:
CCCCCCCCCC e 5 Implementation of mitigation

————=—— 6. Verify intended risk reduction:
/. Communicate residual risks:
8. Risk management after deployment;
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« Haddon-Cave report:

“If risk assessment has been conducted with
proper skill, care and attention, the catastrophic
fire risk ... would have been spotted”.

* Risk assessment:
— no substitute for ‘sound judgement’.
— “incompetence, complacency, cynicism”.
— Documentation overwhelming;
— Many trivial or irrelevant failure modes;
— Few combined failures across functions;
Most help for large-scale procurements.
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« Techniques to address operational risk:
— Low cost, approximations, rules of thumb;
— Where necessary should trigger HAZOPS etc.

“When engineering analysis and risk assessments
are condensed to fit on a standard form or
overhead slide, information is inevitably lost”.

 On the other hand:

— You cannot capture everything...
— Limited time, limited training, present threats.
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ROTARY-WING RISK ASSESSMENT MATRIX ROTARY-WING RISK ASSESSMENT MATRIX
1, SUPERVISION (Rigk Valua/Miselan) 2. PLANNING (Riek Value/Time) 12. NVG CREW SEL/PC (Total NVG Time) 13, NVG CREW SEL/PI (Tolal NVG Time)
CMDICONTROL ~ VALUE  TACTICAL GUIDANCE IN-DEPTH ADEQUATE MINIMAL 150 <160 <100 <80 <25 B0 <150 <100 <50 <25
DAY/NIGHT Yague 3 4 5 ) 2 § 4 § 1 2 3 4 §
Parant Unit 1 1 2 Implied 2 a 4 |
Attachad 2 i 4 Spaclfic 1 ) k|
e - = | 14, NVG CREW SEL/ADD (Total NVG Time) 15. PERCENT OF ILLUMINATION (NVG)
3. CREWSELPC  (Risk Valua/Fit Hrs) 4. CREWSEUPI  (Risk ValuelFit Hrs) >150 <150 <100 <50 <25 100-80 7960 5940 30-23 <23
TIME IN TOTAL TIME TIME IN TOTAL TIME L g 8 4 8
1 2 3 4 5
AD* >2000 <2000 <1000 <500 AD* »2000 <2000 <1000 <500 ,
<25 3 4 5 5 <25 3 4 5 6§ '
»50 2 1 45 »50 2 3 4 5 16. MOON ANGLE (NVG) 17. ADDITIONAL RISK FACTORS (NVG)
450 1 2 3 4 50 1 2 3 4 90-70 69-50 48-30 <30
0 1 2 3
5. CREW SELADD  (Rigk Value/FIt Hrs) 6. ALL CREW MEMBERS ARE CREW
TIMEIN TOTAL TIME COORDINATION TRAINED RISK VALUES: DAY/NIGHT MISSIONS RISK VALUES: DAY/NIGHT MISSIONS
AD* »2000 <2000 <1000 <500 L ;
& 3 4 P No +2 1. Supervision —_ 12, NVG Crow Selection/PC
50 > 3 4 5 Ve 0 2. Planning e 13, NV@ Craw Salaction/P|
3. Crew Selection/PC N 14, NVG Crew Selection/Add
»50 1 2 K| 4
o . 4, Crew Salaction/PI R 18, lllumination
7. ALL TASKS REQUIRED ON THIS 8, CREW ENDURANCE (Risk Value/Fit Hrs) 5. Crew Selection/Add _ 16. Moon Angle (NVG)
MISSION ARE SUPPORTED BY THE QUALITY s8HRS 68HRS <G HRS 6. Graw Coordination Trained — 17. Additional Risk Factors
UNIT MISSION ESSENTIAL TASK OF REST 7. METL Task e TOTAL NVG MISSIONS
LIST(METL) Field 2 6 10 8. Grew Endurance —— TOTAL DAY/NIGHT MISSIONS
Yas 0 Garrison 1 4 10 8. Complexity —_—
Na 1] Add 2 for missions flown during 10. Weather — TOTAL RISK VALUE NVG
; the last half of th duty day. 11, Additional Risk Factors S
iR bn cd I
equires bn cdr approval. . TOTAL
9, COMPLEXITY {Value/Conditian) 10. WEATHER*
TYPEOFMISSION VMC VMC NVG IMC (Risk Valus/Calling/Visibility) COMPUTATIONS D~ //NIGHT MISSIONS COMPUTATIONS NVG MISSIONS
D N HOOD <1000/3 <700/2 <500/ >1000/ Low Risk <16 Low Risk <25
Multiship 2 B i NA D 3 4 B i Medium Risk 16-28" Medium Risk 26.40*
Sling load ’ ] £ A N 4 6 10 2 High Risk 529" High Risk 41-50"
Stabo/Rappel 1 2 4 | NG io4 8 Extremely High  »50*
Terrain Fit 1 a s NA | * Medium-risk missions require approval of the company commander,
Paradrop 2 2 NA NA 11. ADDITIONAL RISK FACTORS (D, N) ** High-risk missions require appraval of the battallon commander.
Routine i 2 2 3 SinglaPilot ~ +4 *** Extramely high-risk missions require approval of the brigade commander,
NOE 2 B 4 NA
MTP 3 5 NA  NA ADDITIONAL COMMENTS
Maint Recovery 3 5 NA  NA
ADDITIONAL COMMENTS UsS Army TC 1-210
* Area of operations.
** Visibility values are given In miles.

[T
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Regulatory Change Management Coordination Form

Mote; The Regulator's representative should complete thisform and send it back to the Quality and
Safety Management section before the process of change is initiated. Thisform indicates clearly the
level of information arinvolvement expedced by the regulatorinthe change being proposed by the
AMNSP. This process is applicable anly to Major Changes proposed by the ANSP.

Type of Change:

People Equipment Procedures
O O O
Operational Technical Other
O O O

Brief Description of the Change

The Change process is expected to be initiated on:

The Regulator after analysing the presented change proposal requests:

* Tobeinvolved and invited for the safety assessment O
+ Tobegiven acopyofthefinal document of the change O
*+ Motto beinvolvedand the AMZP may proceed O
*  Moreinformation I:l
L F (5 (- —— LT | — (for Regulator)

.......................................................................... N crrcsssenssnsssenns (TQT ANSP)
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Severity Scale Definitions

Catastrophlc | Resultsin fstalities andior Joss of the sysdem.
Critical Results in severe imury and/'or mapor syshem damsge.
Marginal Results in mmaor mpury and'or mmar sysem damage.
Negligible Results in less than mmaor mpury and'or less than minor sysiem
damape.
RISK ASSESSMENT MATRIX
Severily
Like lihood Seheilc Mlargial Critical Ut rop b Ll kﬂll‘luﬂd SE.H]E Dﬂﬂ|'||t|ﬂ|'|5
Fregqueni
Frequent Inchvidual Likely taocour afien.
Prebablc
Fleet Contmuows]y expenenced.
Decaienal
Probab e Indivicual Wil ovocur se veral tomes.
B e
Fleet Will occur ofien.
[mprobakic
Oecashonal [nihvidual Likely toocour sometme.

Fleet Will occur several tmes.
Remote Inchvidual Linlikely to occur, bul pisable.

Fleet Linlkely, bulcan ressonshly be expeciad io ocowr.
Inip o ba ble Inchvical S0 whkely, 11 can be asiumed 1t will nat ocawr.

Fleet Linlikely to occur, bul pisable.
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EXAMPLE 2A. RISK ASSESSMENT MATRIX: NIGHT OPERATIONS

RISH ASSESSMENT MATRIX: MIGHT OPERATIONS

ILise dhis tonl o assess dhe poten tial for links o the safay chan

Applicabie Weather for Flight

.iw E‘?ﬂﬁ!ﬂﬁl‘lﬂ WEATHER %Wdl RTINS YISIRILITY CEILISG & VIS
Fa:‘l:::lr: & Bove Yzmimmmm Withen 10H° Wiihiz I m Within 3 mi mad

and Si=tle al ¥iresms ol ¥Enimums SHI ol Nlean

NICHT
Hiormal ops
AIRCRAFT

Performance mear max

Rackoop or di ffewent AL
MEL tems

ENVIRONMENTAL
Exirame head or cald
High winds
BdomTe im ama

FATIGUE
Lade im 5 hafi?

o meeean v sl 7

Rizk Assesmment Value:
Mioarma] Cps
Camem

E xireme Cauition
Cnbcal Salety Decison Regured
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EXAMPLE IB. RISK ASSESSMENT MATRIX: DAY OPERATIONS

RISK ASSESEMENT MATRIC: DAY OPERATIONS

Lise: dhis donl i assess ihe potential forlinks m the safety cham

Ap plicable Weather for Flight

j_ppl'y {H;umﬂn-n.al WEATHER Wl CELLI™G YEIRILITY CEILISN & VIS
Faci M bave Miremmaes Wiikin 10T Wihin 3 . Wiihiz 3 me. and
mad Siablc el Nlemimums al Mirermes S of ¥lima.

DAY

Mormal o
ATRCERAFT

Pardormance near max

Hadi-op ordiflerent AL

MEL fams
ENYVIRONMENTAL

Extame hmiarcald

High winds

Si0mms m area
FATIZUE

Lade m skafi?

{{omesa ety & o e

Rizk Assessment Vahie:

Mozl Cns

Cadom

Exiremme Candwom

Crical Salety Decismon Requmred
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N R0, 3001

Appendix |

APPENDIX L EXAMPLES OF PROCEDURE-WEIGHTED RISK ASSESSMENT
AND MANAGEMENT PROCESSES

BIL05

EXAMPLE 1. GOWNO-GO DECTSION MATRIX

STATIC RISK FACTORS SCORE
< & mos. on Curment Sob *1
<1yr. In EMS +1
< 200 hrs. in Type 1
> 500 hrs. In Type A
Last Flight = 30 Days +1
Last Hight Flight > 30 Days inight mquests only) 21
& mos. Since Check Hide -z
Gocokpit Mot Gonfigured for inadvertent IMC +1
Havigation or Radia iem on MEL =1
Back-up Adroraft 21
Hewhy-instlled Equipment §le., satelifte phone, adonics, GPS) =1
EXAMPLE 1. GOVNO-GO DECISION MATRIX (Continued) Hight Wislon Gogglas (WG] Baquippad -
< 3 WVG Flights in the Last 120 Days =1
Meodical Grew < 1 yrs. Experienos {both oreame mbers) +1
Grand Total of Static and Dynamic Scomes | iFF Program 4
VFR Program 1
RISK CATEGORY COLOR EQC ACTION TOTAL Exiomal Stresses (divoros, iliness, family/ work issussic onfiicts) *1
CATEGORY POINTS —_—
HORMAL GREEN Pilot Approval 0-14 Total Static Score |—|
FLIGHT MANAGER YELLOW Call Man agor 15 - 18
LEVEL DYNAMIC RISK FACTORS
UNACCEPTABLE RED Cancal Flight 19 or Calll ing within 200" of Frogram Mini mums 1
_ Groater WVis ibsility within 1 Mile of GOM Minimums *1
|Prres colipit ol on et Comeeo Bree Acitheity +1
Convective Activity with Frontal Passage =1
Deteriorating Weather Trend 1
High ‘Wind or Gust Epread Defined Iy Ohpasraibon s Man ual +Z
Moderats Turbulence -z
Temperatum Dews Foint < 3 Dogroes F =1
Forecsst Fog Snow, or boo *2
Weather Reposting at Destinaton 1
Mountainous or Hostils Terrain =1
Class B orC Airspace +1
Ground R edere nos Low *1
Grund Fetenencs High -1
Hight Flight 21
0% of Usable Fuel Required {not including mserve) +1
Fight Turned Down by Other Operators Due i Weather {if known) =4

Control Measures
Daday Flight A
Awold MountainousHostile Temrain 1
Utiliz Pre-0 esignated LZs for Scens Requests -
Plan Afternats Fusl Stop A
Famillarization Training {setf-dmced) 1

Total Dynamic Score |




EXAMPLE 2. ASSESSMENT CHART

1. EXPERIENCE

Less than 2 years | #10
2-3 years | +5
4-5 years | *2
2. WEATHER
Less than 3,000 -5 sm | +5
[(Arnetreme our B maebes)
3. NIGHT +5
[Durireg iy porBon of Bre Qi)
4. NON-LOCAL
(Apples o o Bight's oul of dafied Bl
Mot local | +4
Mew location | +3
5. EARLY MORNING
Flight between 2a.m.and 5 am. | #1

(I arry poddiinre of Bre Bighl ik Bl
1 [his B wiird\ow)

TOTAL

A TOTAL of 20 or flugher reguires grealer operational confrol

A ool oA i o —

I}

H e o Baaem oo ey et s a0
Bl How o= oy

b S e S T T
H e oo Tl T g wons o] e
v o B ' el (s o= SEENE FanE T

15 all o sy st ol ey Sheees
e R ek o Y Ep T 11w, widll
i e TR E e

Horees s Dhaiiig s Dhanaialh Do
= e T R T
E e Sl gl RO S
=y

A D amy ponlonn Wl D
o Y e ey B e e e e

S

Hoow S © Cieis MR ala s By
o il e s (s e T
H v miie b Theme B vk oy
ey s SRy

D wosis a1 BaThy st ol gl
= gl s T G et N A Sl

D il ol o oo S el Doy il T
P g e D e e T
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EXAMPLE 3A. HOSPITAL TRANSFER

5 WX NEAR/AT MINS
EXAMPLE 3B TEMP/DEW PT <3°

EDNGE OF
ENVELOPE
PFWRPERF/FUELS
RANGE

W AT MINS
OR DETERMINE
| I[F ANY OF
TUMNSTABLE PROCEED THE DUTY TIME LIMITY
WITH ExTE-A- FOLLOWTIRG ST FROM HOME
CALTTIONN EXIST
WX ABOVE
— |  MIMNS &
STABLE

FLIGHTCREW
OPFERATIONAL
CONCERNS

| PROCEEDWITH | No MEDICAL CREW

L FLIGHT CONCERN

Yellow = EXTRA
CAUTION ZONE
Red = CRITHCAL
SAFETY DECISION
REQUIREIN

Yieg
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Time Deoestination

ISPASE ' CANCGERRED
ISASONCCANGERRED
IG*D0C"CANCEEREED
I6200  "CANCEKEED
1600 "CANCEEEED
16210  "CANCELEED
16:10" CANCEEEED
I6¢10 "CANCEEEED

16115 "CANCEELEED
161207 'CANCELLED
16¢30 "CANCELLED
16:30 'CANCELLED
16:30 CANCEELED
16:40 CANCELLED

16:40° CANCEEEED
16:40 CANCELLED
I6:50 CANCELEED
I6:50° CANCELEED




