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Introductions

Cloud computing services can be categorized in three types: Software as a Service (SaaS), Platform as
a Service (PaaS) and Infrastructure as a Service (laaS). Clouds can also be public — open to
subscribers; or private — where access is restricted to a small number of users. Irrespective of the
type of Cloud there are a number of open research questions. Some of these are described below
but in general they focus on issues of trust. If you buy computing infrastructure as a service from a
third party then you may not know the hardware and software infrastructures that are used to
secure your data. Conversely, Cloud service providers may only have limited access to the
application software that is being run by the customers who pay for their services.

Different Perspectives

The introduction has summarised a few of the concerns that have been raised about the security of
Cloud systems. Access control is critically important to ensure that different users cannot access the
resources of other customers supported by the same Cloud service provider.

The proponents of Cloud services argue that these platforms offer significant security benefits. In
general, many companies lack the resources to hire security specialists. In consequence, patches
and updates are often delayed. However, Cloud service providers tend to have access to significant
security expertise, justified by economies of scale because many end users rely on their
infrastructures.

Open Research Questions

It is difficult to derive objective data on the vulnerability of Cloud infrastructures, although there
have been a number of high-profile attacks/incidents.

e Security Mechanisms.
Given the importance of security to both service providers and customers, a significant
amount of research has been conducted into the access control mechanisms and associated
techniques that ensure the separation of processes across Cloud infrastructures. The
virtualizer is a particular focus as it controls the migration of processes across shared
computational resources.
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e Incident Reporting for the Cloud.
There is a significant amount of research across Europe in particular from ENISA to develop
common incident reporting systems for critical Clouds. This raises significant questions
about how to report an incident when a customer might buy services from a Cloud service
provider who is based in another country and whose servers are in a third state.

e Risk Perception and the Cloud.
There is a lack of data on the relative security of Cloud infrastructures. In consequence,
investment decisions are often based on subjective assessments of the risks associated with
the adoption of new technologies. A number of researchers are working on techniques that
help companies to make informed decisions about whether or not to hold critical data in
Cloud architectures.

This is a partial list; feel free to look at other more specific areas but talk to me about any particular
concerns or ideas that you might have.
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