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Abstract

This paper presents a mnovel approach to monitor-
ing end-user application activity in a distributed,
component-based application.  Such monitoring can
support the visualisation of user and application ac-
tivity, system auditing, monitoring of system perfor-
mance, and the provision of feedback. A framework
is provided which, by means of reflection, allows the
insertion of prozies into a three-tier component-based
system. Prozies are inserted dynamically in between
the user and the graphical user-interface and between
the client application and the rest of the distributed,
component-based system. The paper describes: how the
monitoring is effected, how information produced by
this monitoring can be used to provide a visualisation
of application activity, and how this mechanism enables
the enhancement and tailoring of feedback throughout
the software development life cycle. The viability of
this approach is demonstrated by means of a prototype
implementation.

1 Introduction

Component-Based Systems (CBSs) are composed of
independently produced and tested components, offer-
ing an alternative between standard and customised
software. CBSs are typically structured as a dis-
tributed three-tier architecture, as shown in Figure
1, with presentation software at the end-user level,
server components in a component runtime environ-
ment forming the middle tier, and multiple databases
making up the lowest tier. [17]

The use of independently produced components
makes the provision of other essential facilities more
complex. This paper will discuss problematic issues of
component-based systems, with respect to providing
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Figure 1. The Three Tier Architecture

for user feedback needs in a distributed CBS, and sug-
gest a way of alleviating them. Feedback is even more
important in a CBS because:

e (CBSs will usually be distributed, which introduces
an extra realm of unpredictability to the system.
This is exacerbated by busy or partitioned net-
works and overloaded hosts. The end-user is often
whether to regard the resulting delays as an error,
or not.

e Many different people will be involved in the pro-
duction of a component-based software system,
and few of these people will ever consult with each
other.

There is, however, the difficulty of developing a
global strategy of any kind — this will apply
to explanations of system actions, error report-
ing, recovery, feedback, help and systems support
equally. Each developer/programmer will develop
their server component in isolation, and decide, us-
ing their own judgement, how and when to report



errors to the end-user. They will also use their
own discretion to decide what level of detail is put
into the component documentation, and whether
or not the component provides an online manual.

The user’s experience with a CBS can be made far
more rewarding by increasing the level of feedback so as
to continually inform and advise about the true state
of the system. Providing this level of feedback in sys-
tems composed of independently produced, probably
distributed, components is difficult, and will not hap-
pen without a great deal of work.

Furthermore, feedback needs to be pitched towards
the particular user’s needs. Any CBS has different
types of users during successive stages of the life cy-
cle of the application. We identify three distinct cat-
egories, as differentiated by their different roles. The
first user is the application programmer, who will be
creating the end-user application. The next is the end-
user, the client for whom the application has been cre-
ated. The third is the system support person respon-
sible for providing technical assistance and error in-
tervention to end-users. Each type of user has very
different feedback needs:

e The application programmer will need highly tech-
nical feedback. The goal of the programmer is to
produce a working application and the feedback
provided must therefore assist in the debugging
process. The type of feedback required could be
the parameters provided in a particular method
call, or the return value supplied, or a stack trace
of an exception thrown by a method call.

e The end-user needs to be given feedback relating
to specific goals, linked directly to the task be-
ing carried out. The feedback must be on a much
higher level than that required by the program-
mer.

e The system support staff will often be summoned
when the end-user has received a message from
an application which is indecipherable, or due to
an error message indicating some sort, of problem.
The first question asked by system support staff
will be: “What were you doing?” followed by,
“What message did the system display?”. This
will assist them in tracking down the source of the
problem.

It is extremely difficult for an application to provide
for all these different user needs. One does not have to
look far to find evidence of this failing in many appli-
cations currently in use today. In order to assist the
developer of the application in meeting these needs,

I propose the use of a feedback enhancing framework
within which an application can execute to enhance
feedback. A framework, defined as “a large design pat-
tern capturing the essence of one specific kind of object
system” [7], should specify mechanisms for observing
the activities of the application, and for making sense
of this data to provide significant feedback during a
processing session.

The creation of such a framework capitalises on
built-in features of CBSs which support the discovery
of important details about the server components being
used, enabling the framework to give the appropriate
feedback.

The remainder of this paper will elaborate on the
need for, and logistics of, providing such a framework.
Section 2 will make the case for having a feedback
framework, Section 3 will explain our approach with
respect to providing the framework. Section 4 will give
details about the implementation and portrayal of the
required feedback. Section 5 concludes the paper.

2 Feedback in Component-Based Sys-
tems

2.1 The User Perspective

Users, especially novice users of an application, often
have no idea of how to use the application. They need
to build up an internal model of how the application
will allow them to carry out their tasks. However, they
tend not to read manuals, wanting rather to find out
for themselves how the system works. They also tend
to be impatient to get on with their task, and don’t
want to spend hours being taught how to use a system.
This tendency is less risky if the relevant information
is easy to find. Therefore, feedback is far superior to
user manuals for helping the user to build up a correct
internal model. The role of clear explanations in this
process is vital. [1, 3, 8] Users especially need feedback
because they have severe limits with respect to [12]:

e perception — perceiving small differences in de-
tailed information;

e memory — the limitations of human memory is
illustrated by the following examples:

— users sometimes forget what they have done,
especially if they are interrupted during a
processing session;

— users often do not detect their errors. Of-
ten the user is vaguely aware that something
has gone wrong, but has no idea how this oc-
curred;



— difficulties are often experienced in hold-
ing recently experienced information until
needed; and

— problems retaining information retrieved
from long-term memory — such as remem-
bering where they are in a plan of action.

On the other hand, users have particular strengths with
respect to [12]:

e processing visual information rapidly, and coordi-
nating multiple sources of information;

e making inferences about concepts or rules from
past experiences;

e storing common patterns, like user action se-
quences, efficiently;

e retrieving relevant information quickly.

In addition to alleviating the effects of users’ cognitive
shortcomings, Chan, Wei and Siau [4] have also shown
that an active feedback system greatly improves user
performance.

2.2 The Component Perspective

There are several independent groups of stake-
holders participating in the production and use of a
CBS. The first group is the component developers who
design and develop the component. For the purpose
of this paper, it can be assumed that the systems an-
alyst, another stake-holder, will have modeled the sys-
tem and that the server components will be installed
into the middle tier of the CBS.

The final step in producing the software system is
the programming of the client program which interacts
with the user via the Graphical User Interface (GUI).
The programmer is given the server component inter-
face documents and API documentation, and will pro-
duce the client application.

The programmer need not have any intimate knowl-
edge of the component implementation. In the process
of developing the application, the programmer will no
doubt develop a fuller understanding of how each com-
ponent operates, but cannot hope to anticipate the po-
tential for erroneous execution, or possible pitfalls in
using this component. Many of these pitfalls will only
become apparent once the application is in use.

The most important stake-holder in this exercise is
the end-user, for whom all the preceding work has been
done. If the system does not meet his or her needs all
the work has been done in vain.

2.3 Consolidation of two Perspectives

To the end-user, the application seems to run on the
computer in front of them — when it runs correctly. If
the GUI displays an error message, or is subject to long
delays, the end-user is often at a loss as to the cause of
the problem. User feedback needs can be summarised
as being three-fold:

1. Confirmation: The user needs to know whether
their input has been accepted by the computer,
and whether their request is being processed;

2. Ezplanation: The user must understand what the
consequences of their actions are. This includes:

a) understanding how the application inter-
g
preted the inputs that were entered, and
what was done as a result;

(b) assistance in handling errors [14]:

i. awareness of error occurrence;

ii. understanding the nature of the error;
and

iii. understanding how to recover from the
error.

3. Reassurance: The user needs to know whether the
application is in working order. Even though they
are not aware of it, this means that the entire
three-tier application system should be in working
order. Since users often have no understanding of
the true distributed nature of the system it is no
wonder that they are stymied by messages about
computers that they had no idea they were even
using.

The application programmer is expected to provide for
the feedback needs of at least three completely different
types of users. Many applications in use today are
evidence of the variability of this provision by different
programmers. The reasons for this are complex and
beyond the scope of this paper, so only two of them
will be briefly discussed.

1. The programmer belongs to the world of technol-
ogy, and finds it hard to conceive of users who do
not have this understanding. It therefore is ex-
tremely difficult to provide feedback at the level
required by the user. Since there is a shortage
of programmers with specific training in human-
computer interaction [9], it is realistic to expect
that most applications will fall short of the ideal
level of feedback.



2. Grudin [6] published a paper which looked at the
issue of technologies where one person did work
for which another person would reap the benefits.
This was coined by Norman [10] as Grudin’s Law:

“When those who benefit are not those
who do the work, then the technology is
likely to fail, or, at least, be subverted.”

The programmer achieves little benefit from pro-
viding the right level of reporting for other types
of user. Indeed, some organisations actually profit
from software which provides inadequate feedback
— by requiring users to pay for advice on using
their systems.

2.4 What Feedback, and How should it be Pro-
vided?

The inclusion of the following features would greatly
enhance feedback levels in CBSs:

1. an indicator which shows whether the application
is either waiting for input, busy servicing a re-
quest, or unable to handle requests [5]. Planas and
Treurniet [13] have shown that continuous feed-
back reduces annoyance with respect to slow re-
sponses;

2. a facility which allows the user to step back
through their actions to confirm inputs provided
to the application [18];

3. a record of actions, and a history of the success
or failure of these actions with respect to server
method invocations [16];

4. an explanation of what user inputs mean to the
system, to assist in building up a correct internal
model of application functionality [5];

5. a mechanism for updating and augmenting expla-
nations after the system has been delivered — if
users have difficulties with a particular part of the
system; and

6. provision of feedback pitched towards the end-user
[16].

There are a number of ways in which these features can
be provided:

1. Programmers could provide this feedback while
implementing the application. This is the best so-
lution, since the feedback can be perfectly pitched
towards the user’s interaction with the applica-
tion. The previous discussion has argued that this

is unlikely, but even if it were provided, there is the
issue of duplication since each distributed appli-
cation needs a core of generic feedback-producing
activities.

2. An online help system could be provided. This is
unlikely to be tenable in CBSs since there is cur-
rently no standard for components to adhere to
which requires that they provide an online help
facility for their component. Even if provided,
the diversity of the different component producers
would not faciliitate a coherent, understandable
help facility. The issue of dynamic feedback is not
catered for by online help.

3. The last option is to provide feedback in a generic
manner not specific to the particular application.
This enables reuse of feedback facilities and makes
the application programmer’s task much simpler.
Since such a framework is independent of the ap-
plication, it must employ observation techniques
to gauge the operation of the application, and be
able to detect user and system activity. A map-
ping between these two activities must be derived
in order to provide meaningful feedback. Such a
framework cannot provide feedback with respect
to internal application execution, since it has no
idea of the semantics of the application — it can
only observe the application’s interactions with
the environment, and provide feedback based on
the information gleaned from these observations.

Since the first and second options are clearly not vi-
able, the third and last option — that of providing
the feedback independently of the application — was
developed, using Java, as a working prototype, called
HERCULE!. This prototype will be discussed in the re-
mainder of the paper.

3 Approach to providing HERCULE

HERCULE is a feedback enhancer providing the user
with helpful and information-rich confirmation of ac-
tions as well as explanations of system actions. Being
a generic feature, it also frees the application program-
mer from providing those feedback features which are
common to all distributed CBSs, leaving the program-
mer to concentrate on application specific feedback and
error management.

HERCULE has two enabling features: application
monitoring, and session visualisation. To provide the
visualisation, it must get information about what the

1Named after Hercule Poirot, Agatha Christie’s legendary de-
tective.



application is doing at any time, and it must be able
to assign some semantics to this activity. HERCULE
therefore collects two distinct types of information in
order to perform its function:
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Figure 2. CBS Application Architecture with Prox-
ies

1. Observation Reports — HERCULE needs to watch
all application interaction with its environment —
both with the user and with the server compo-
nents. This activity must not interfere with the
operation of the application, and should not re-
quire application participation. The method used
is to insert proxies as shown in Figure 2:

(a) one between the application and the user in-
terface. Reports generated by the proxy are
used to build up a tree structure, depicting
the appearance of the user interface. HER-
CULE keeps track of the user activity context
by maintaining a history of windows which
are shown at the user interface, and also
keeps track of user interface activities, and
user actions which cause a change in the user
interface appearance [15].

(b) one between the application and the server
components. All calls to the server, responses
and times of completion are recorded.

These features are implemented in Java since this
provides systematic mechanisms for intercepting
method calls, and introspecting over the objects
being transmitted. Having collected these two sets
of information, the particular task of HERCULE is
to relate them. This requires some effort, since

server proxies are totally unaware of the user in-
terface proxy and visa versa. To provide feedback,
server actions must be linked to the user actions
which preceded them. The only way that HER-
CULE can link user actions to server method invo-
cations is by using the time factor enclosed within
the generated reports.

Since not all user interface activity will result in
server component method invocations, there could
be a number of user interface activities occur-
ring before a method invocation. In the same
way, a whole string of method invocations could
be precipitated by a sequence of user interface
activities. The sequence of user interface activ-
ities which precede one or more method invoca-
tions is called a Ul-sequence (User Interface se-
quence), and the series of server calls thus precipi-
tated is called an MI-sequence (Method Invocation
Sequence). When a Ul-sequence is matched to an
MI-sequence, this mapping is called an Episode.

2. Semantics — HERCULE makes use of the server
component documentation to customise the frame-
work for a particular server component. The doc-
umentation is “mined” in order to extract descrip-
tor objects which hold details about the methods
used to access the server components. The pro-
grammer can, either immediately, or at any time
in the future, augment the method explanations in
these descriptor objects in order to provide better
feedback with respect to system activities. Pa-
rameters used in method invocations can be in-
serted into the explanations of these methods in-
vocations.

HERCULE's discovery process generates the descrip-
tors and proxies automatically, thereby customising
it for that particular application using the specified
server components.

4 HERCULFE’s Functionality
4.1 Feedback Provided

The console designed for HERCULE, shown in Fig-
ure 3, satisfies feedback requirements by depicting all
Episodes for the entire application session in one win-
dow; allowing detailed information about any Episode
to be obtained at the click of a mouse; portraying a
great deal of information in a small screen space; and
not intruding — but always being available as an icon,
offering the possibility of obtaining feedback at any
time.
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Figure 3. The HERCULE Console
At runtime, the HERCULE console provides the fol-

lowing information, which is dynamically updated as
the user works:

1. A traffic lights widget depicting the current system
state. This will display:

e red when the application cannot be tracked.
The legend beside the traffic light will display
the result of HERCULE's attempt to diagnose
the cause. This could be a server breakdown,
a network problem, because the application
hasn’t yet started executing, or because the
application has terminated;

e orange when the server is busy servicing a
request; and

e green when HERCULE is in feedback mode,
and waiting for reports.

2. A Replay My Actions button will summon a
playback facility which allows the user to view
a screen replay of all Ul-sequences as they took
place. This is done in the form of the windows
displayed by the application being shown to the
user, one at a time, with a highlight on the action
which caused the transition to the next window.

To allow extra flexibility, the user can search for a
particular window with some key phrase in it, or
step back a certain number of windows, or simply
replay all activity from beginning to end.

This serves to remind the user of past actions and
window appearances. By providing this function-
ality, HERCULE supports users by alleviating their
weaknesses (such as limited working memory), and
capitalising on, and utilising their strengths (such

as swift pattern recognition, and retrieving rele-
vant information about the meaning of these pat-
terns quickly). This replay has no effect on the
application whatsoever, in accordance with our
non-intrusion policy, and should be considered to
be rather like an action replay used in television
sports broadcasts.

. A session history panel which presents all
Episodes, displayed in three separate panels:

e the bottom panel displaying the last ten
Episodes,

e the middle panel depicting groups of ten
Episodes, and

e the top panel depicting groups of hundreds of
Episodes.

Each distinct Episode is displayed as a coloured
rectangle. This depicts the result of the MI-
sequence resulting from the Episode Ul-sequence
as:

e red if it failed — assumed if the server throws
an exception,
e yellow if the outcome is pending, and

e green if it succeeded — assumed by the ab-
sence of an exception.
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Figure 4. The User Viewing an Explanation of a
Previous Episode

4. In order to provide for different types of user needs,

HERCULE can be customised to give extended
feedback. The type of user feedback needs identi-
fied so far are:

(a) explanation of an Ml-sequence. In other
words, what the system did as a result of a
Ul-sequence. This is primarily an end-user
need, and is met as shown in Figure 4.



(b)

(c)

assistance in debugging. A detailed expla-
nation of the method invocations making up
the MI-sequence, together with the parame-
ters for each invocation, and the return value
or exception thrown.

performance monitoring, which could be of
use to system support.

There are two aspects of these feedback compo-
nents to be considered:

(a)

Which Episode the feedback applies to — The
first and second of the above-mentioned feed-
back categories should be met by displaying
an explanation of the most recent Episode,
or a previous one, as required by the user.
Feedback should be provided for the most re-
cent Episode by default, allowing the user to
request the display of the explanation of a
previous Episode by clicking on one of the
previous blocks in the lower panel. Feedback
can be obtained for Episodes not shown in the
lower panel by clicking on one of the grouped
symbols, as depicted by groups of blocks in
the middle and upper panels. You will note
from Figure 3 that each panel displays some
rectangles with one being highlighted. The
highlighted rectangle indicates the Episode
for which feedback is currently being given in
the visible feedback components. The Cur-
rent Display label in Figure 3 points to the
highlighted rectangles in the history panels,
indicating that the second last Episode’s MI-
sequence explanations would be displayed (if
any feedback components were visible).

The user’s immediate feedback requirements
with respect to individual Episodes, as indi-
cated by clicking on a block which represents
a previous Episode, will be met by dynami-
cally reflecting the feedback for that Episode
in the information displayed by each of the
visible feedback components. On the console
shown in Figure 4, the Episode actions are ex-
plained as Withdraws 123.0 from account.
This is not the explanation of the most recent
Episode’s MI-sequence, since the highlight is
in the last but one position, indicating that
the explanation belongs to the second last
Episode.

How additional feedback components are
added to the system — The HERCULE con-
sole is dynamically extensible, so that the
identification of a new user feedback need can

be accommodated. New HERCULE feedback
components can be coded, and added to the
HERCULE console at runtime. The top sec-
tion of the console, as shown in Figure 3, will
always be displayed, since it provides the core
functionality of the console. The program-
mer simply informs HERCULE about the new
feedback component, and it is incorporated
into the system. The user can choose which
components should be visible or invisible us-
ing the menus.

It is beneficial at this stage to discuss how HERCULE’s
console meets each user’s needs.

1. The programmer will use the console to:

(a)

(b)

()

get detailed information about server calls,
including parameters passed, and return val-
ues obtained.

augment the feedback provided by the ap-
plication, by using HERCULE's customisation
process. The initial explanations will be gen-
erated automatically, but they can be im-
proved upon at any time while the applica-
tion is being developed.

provide a means for assisting testing proce-
dures.

2. The end-user will use the console to:

get dynamic continuous feedback about the
state of the system.

get explanations of system actions.

get confirmation of the success or failure of
their actions.

play back the user interface activities so that
they can track down errors made, or confirm
inputs given to the system.

3. The system support staff will use the console, upon
being summoned by the end-user, to:

(a)
(b)
()
(d)

get information about inputs given to the sys-
tem prior to a breakdown.

get confirmation of the error message pro-
duced by the system.

be able to gauge the performance of the sys-
tem.

be able to augment the feedback explana-
tions.



5 Conclusions and Future Work

This paper has discussed the HERCULE feedback
enhancing framework. The framework does a num-
ber things at runtime which enable an application to
work towards the level of feedback which is desirable
in CBSs:

1. it automatically generates the wherewithal to be
able to offer this level of feedback to the user;

(a) it dynamically keeps track of the presentation
on the screen, and also user’s actions at the
user interface;

(b) it watches and keeps a history of all commu-
nication with the server.

2. it offers a tool which can be used by programmers
to provide adequate feedback for all possible users
of an application;

3. it maps the user’s activity to the system server
calls, and portrays this mapping in an information
rich format. This allows the user to get feedback
about their current session at any time.

There are many other uses of this technology yet to
be explored. Investigations into possibilities like keep-
ing a persistent record of sessions, and determining the
negative impact of the framework on application per-
formance are presently underway.
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