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Abstract

In many applications today multiple pre-existing data-
base systems are integrated into a single multiple data-
base system called a multidatabase system. One of
the biggest problems for transaction management in
a multidatabase system is the question of how to re-
cover after failure and leave the multidatabase in a
consistent state after the recovery process. In this pa-
per we firstly outline the recovery problem and how
the multidatabase situation makes the recovery pro-
cess difficult. We then discuss various approaches to
the recovery problem in multidatabase systems.
keywords: Multidatabase systems, transaction man-
agement, global commitment, database consistency,
crash recovery.
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1 Introduction

A multidatabase system (MDBS) is a system com-
posed of autonomous or semi-autonomous pre-existing
databases, together with a software layer which con-
trols access to all data within the component data-
bases from the point of view of the multidatabase sys-
tem, while the component databases still function in-
dependently [18].

The software layer which controls all access to the
MDBS is called the multidatabase management sys-
tem (MDMS).

In an MDBS, transactions originating at the local
database systems (LDBS’s) are called local transac-
tions. These co-exist with the agents of global trans-
actions which originate at the multidatabase (MDB)
software layer and which often span many local data-
base systems. Global subtransactions are derivatives
or subparts of the global transactions. The global
transaction will be split up into a subtransaction for
each LDBS which has to be accessed by the operations
of the global transaction. The subtransactions will be
sent to the LDBSs and when the results are obtained
from the local systems, they will be processed in order
to supply the global user with the required output.

MDB recovery seeks to maintain atomicity and
durability of global transactions in the presence of fail-
ures.
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Various failures can occur in a MDBS: transac-
tion failures, site failures, media failures, network fail-
ures, database management system (DBMS) failures
and system failures. We will only consider subtransac-
tion and site failures since the other types of failures
do not require unique handling in a MDBS [10]. In
the case of subtransaction failures, the autonomy and
heterogeneity of component database systems compli-
cates matters.

The reason for this is that the MDMS will relin-
quish all control over a subtransaction once it is routed
to a local system and will only know the result of the
transaction once it has completed execution or been
aborted. This becomes a real issue if any of the com-
ponents of the MDBS fail since to ensure the atomic-
ity of the global transaction, all subtransactions must
complete. This paper focuses on the recovery issues
involved in MDBSs.

2 Recovery Issues for Subtrans-
action Failures

Any database transaction in a centralized database
system is executed in two phases — first the opera-
tions (reads and writes) are done, and then the trans-
action either commits, in which case all changes to
the database are made permanent, or it aborts (rolls
back) in which case all database updates are lost. If
a transaction commits, all changes become visible to
other transactions in the local database system. If a
transaction rolls back, it will appear as if the opera-
tions carried out by the transaction never happened.

In an MDBS, the MDMS has to find a way of en-
suring that the entire global transaction commits or
rolls back in the same way. Since global transactions
span multiple database systems, they are broken up
into subtransactions which are dispatched to the local
database systems. In the interests of MDB consis-
tency, it is vital that these subtransactions either all
commit or all abort.

The type of problems caused by the local database
systems being as autonomous as possible in an MDBS
are:

1. The subtransactions which are sent to component
database systems commit at all LDBSs but one,



and that subtransaction aborts. There are vari-
ous reasons why this could happen. One exam-
ple is when a subtransaction becomes involved in
a deadlock situation and is chosen by the local
DBMS to be aborted in order to break the dead-
lock. This type of situation violates the atomicity
of the global transaction.

2. Subtransactions are sent to the component data-
base systems but the MDMS decides to abort the
global transaction. The MDMS succeeds in doing
this in all but one local system where the sub-
transaction has already committed and cannot be
rolled back. This violates atomicity and also com-
promises the consistency of the MDBS since the
local transactions which execute after the globally
aborted committed subtransaction will see incor-
rect data values.

3. A local site fails and when it is restarted, the local
DBMS runs a recovery procedure which rolls back
all unfinished transactions — including global sub-
transactions of committed global transactions.
Once again the consistency of the MDBS is com-
promised.

4. The MDMS site fails and when it recovers, has no
idea which subtransactions have completed in the
interim.

Subtransactions which have aborted and should
have committed are dealt with by either retrying or
redoing the subtransaction. Retrying involves submit-
ting the entire transaction to the local database sys-
tem again. Redoing would be done when the MDMS
sends only the writes of the aborted transaction to the
local database system again. Subtransactions which
have committed and should have aborted can be dealt
with by compensation. To rectify the situation, the
MDMS will send a compensating transaction to the
local database system which attempts to semantically
reverse the effects of the transaction.

Site failures need a specific special crash recovery
procedure which will be activated as soon as the site
comes up again after a failure.

It may seem as if the problems could be solved
if the MDMS were able to approve the commit ac-
tion of subtransactions. In the first place one has to
consider whether this is a realistic expectation. We
contend that it is not. If we were to expect this from
component database systems, it would violate their
autonomy and be unrealistic since many commercial
database products do not provide a prepare to commit
state.

In the second case, one must determine whether a
prepare-to-commit state would solve all our problems.
Let us briefly consider the situation if all component
database systems were to provide a prepare-to-commit
state. The MDMS would seemingly have no trouble if

a particular subtransaction were to fail. It could sim-
ply abort the other subtransactions when they report
that they are ready to commit. However, Mullen et
al. [13] have shown that even if all component data-
base systems which provide a prepare-to-commit state
use strict two-phase locking as their concurrency con-
trol method, atomic commitment is still impossible if
even a single system failure occurs. They contend that
in order to implement a successful two-phase commit,
local autonomy must be violated.

We therefore have to find a mechanism for ensur-
ing transaction atomicity with minumum autonomy
violation while making provision for the possibility of
failure. We will discuss various approaches to this
problem in section 4. We will first address the related
problem of crash recovery.

3 Crash Recovery Issues

If a local site crashes, the local DBMS will have a
crash recovery procedure that will automatically start
executing as soon as the site comes up again — before
the database access by users is permitted again. The
problems presented by an MDBS are that the local
recovery procedure cannot tell the difference between
locally uncommitted subtransactions and uncommit-
ted local transactions. It is oblivious to the fact that
some of the transactions belong to globally committed
multidatabase transactions and will roll them back too
— which could violate database consistency if other
subtransactions of the global transaction of which the
subtransaction forms a part, have already committed.

If these compensating transactions are run after
local transactions have used the data items updated by
the subtransaction which should not have committed,
database consistency is compromised. We therefore
have to find a mechanism to deal with this problem
too.

If the MDMS site fails, when it comes up again,
it will have to try to ascertain the status of all out-
standing subtransactions of active global transactions.
Due to the local systems’ autonomy, we cannot assume
that the local systems will allow a request of transac-
tion status. If the MDMS has missed the notification
that a subtransaction has committed or aborted, some
way has to be found for the MDMS to find out about
it after coming up after a site failure.

4 Recovery Approaches

4.1 The Multidatabase System Model

As stated before, a transaction can be split up into two
distinct phases — the operations (reads and writes)
and the commit or abort. A global transaction G is
split up by the MDMS into a set of global subtransac-
tions GST1,GSTs, ...,GST,. The decomposition pro-



cess has been thoroughly researched and will not be
addressed here. We will assume, for the sake of this
discussion, that it is done correctly. There are, how-
ever, some Provisos:

1. Only one global subtransaction per site.

2. Subtransactions have the same structure as the
global transaction. They have read and write in-
structions as well as send and receive instructions
where they communicate with the MDMS.

3. They also end with commit or rollback/abort.

The subtransactions are submitted to the various
local database systems and run to completion.

4.2 The Recovery Model

The recovery process in a multidatabase system has
four and possibly five basic components:

1. The multidatabase management system: this has
to coordinate the recovery of global transactions
and subtransactions and maintain database con-
sistency.

2. An optional server process: many multidatabase
models use a server-type process which acts as an
interface between the MDMS and the local sys-
tem’s DBMS.

3. The global transactions themselves: the reason for
the entire process. How these transactions are
constructed influences the recovery process.

4. The local system’s DBMS: This component will
handle the local recovery in case of a site failure.

5. The local database itself: where actual data is kept.

Various researchers have addressed the recovery
problem. Some of the most promising are the work of
Barker & Ozsu, Pu, Breitbart et al., Chen et al., Kang
& Keefe, Garcia-Molina et al., Yoo & Kim, Geor-
gakopoulos, Hwang et al., Ye & Keane, Rajapakse &
Orlowska and Pal & Lanka.

It is interesting to note that each of the recovery
proposals will attempt to address the recovery prob-
lems in MDBSs by imposing restrictions upon, or vi-
olating the autonomy of, the latter three of the above
components. We will discuss the research into these
fields by looking at how each of these components is
affected by the different proposed recovery protocols.

4.3 The global transactions

As we have stated before, transactions can be logically
split up into two distinct phases, the phase where op-
erations are carried out on the database and the phase
where the transaction either commits or aborts. One
approach, proposed by Garcia-Molina and Salem [8]

involves the use of sagas. They have designed transac-
tions called sagas which are ideal for long lived trans-
actions. Sagas are split up into subtransactions which
can be interleaved with other transactions and each
other in any order without compromising database
consistency. The subtransactions of a saga should be
executed as an atomic unit. To deal with a case of in-
complete saga execution where a subtransaction has
aborted at a particular site, Garcia-Molina and Salem
require each transaction to have a compensating trans-
action associated with it which undoes any of the ac-
tions performed by the incomplete saga execution in
order to return the database to a consistent state.

Another group of researchers, Chen et al. [6], re-
quire certain phases to be built into a multidatabase
transaction. They require a transaction to be split
up into three distinct phases — an execution phase
which encompasses all operations on the database, an
optional confirmation step and an optional undo step.
These steps are determined from the semantics of a
subtransaction. The transaction is then executed as
two separate transactions. The undo step is simply a
set of compensating operations to return the database
to its original state. This allows relatively simple re-
covery in the case of a transaction that fails and does
not violate DBMS autonomy to any great extent. The
one problem with their approach is that the program-
mers are expected to set up the global transaction in
three separate steps. This is also required by Garcia-
Molina and Salem who expect the programmer to set
up a compensating transaction for each global trans-
action which can operate on the MDBS.

4.4 The local system’s DBMS

The DBMSs will, if left alone, deal with the global
subtransaction the same way as it would deal with
any of the local transactions submitted to it. That this
causes problems has already been established. There
are various ways a MDMS can restrict the execution
of a local system’s DBMS in order to maintain MDB
consistency and to facilitate recovery. They can be
broadly summarized as follows:

e Require a visible prepare-to-commit state.

e Modification of the restart procedure after a local
failure.

e Assumption that the global subtransaction will
not be aborted after operations have been com-
pleted and while the transaction is waiting to com-
mit.

e Adding a software layer above the LDBMS to han-
dle submission of all transactions, both local and
global, to the LDBMS.

e Expect certain local concurrency control mecha-
nisms or restrict schedules (interleavings of trans-
action operations) produced by the LDBMS.



4.4.1 Visibility of the
state

prepare-to-commit

Pu [16] simply violates the autonomy of the DBMS
by insisting that the DBMS get permission from the
MDMS before committing a transaction. As Mullen
et al. have shown, this does not make provision for
the possibility of a site failure.

Ye and Keane [20] also expect the local DBMS to
get permission from the MDMS before committing a
transaction — a violation of control autonomy.

4.4.2 Modified Restart

Barker and Ozsu [1] expect the local DBMS to allow
it exclusive access to the database after a site crash
so that it can redo or undo the global subtransactions
before the local transactions make use of the incor-
rect data items. Georgakopoulos [9, 10] also requires
exlclusive access after site failure.

4.4.3 No abortion at prepared state

Georgakopoulos[9, 10] expects the local DBMS not to
abort a global transaction after it has completed all
its operations. This is also a requirement of Ye and
Keane. Georgakopoulos maintains that since the op-
erations have all been carried out, there can be no
reason for the local DBMS to abort the transaction.
He argues that most DBMSs only have timeouts on
outstanding operations (eg. SYBASE and ORACLE)
and that a transaction will therefore not be aborted
when it has reached the ready-to-commit state. A lo-
cal site failure could cause a subtransaction to abort
in this stage but that would be dealt with by the ex-
clusive access after recovery assumption.

There are problems with this assumption. Pal and
Lanka [15] have shown that we can only make this
assumption when the LDBMS makes use of 2PL or
strict timestamp ordering. It has been shown that
object-oriented DBMSs can and do abort transactions
at the prepared stage.

4.4.4 Adding a software layer

Yoo and Kim [21] put a stub process on top of the
DBMS. This process will receive all transactions and
route them to the DBMS. In the case of normal failure-
free execution, the local transactions and subtransac-
tions will not be altered in any way and simply routed
to the DBMS but in the case of failure, the stub can
ensure that the the local transactions are delayed un-
til the global subtransactions are resubmitted and can
therefore make sure that database consistency is not
violated. This is a violation of local autonomy but will
not affect any local applications so it might be more
acceptable than some of the other schemes.

Pal and Lanka [15] synchronize local and global
transactions outside the local DBMS using locks. A

serial order is imposed on global transactions so that
no global concurrency is allowed. A locking system is
used to prevent local and global subtransactions from
conflicting with one another.

Rajapakse and Orlowska [17] have extended Pal
and Lanka’s mechanism and allow greater concurrency
by allowing global subtransactions to execute concur-
rently when they do not conflict. They maintain a
control table of locks which will maintain database
consistency and facilitate recovery by preventing local
transactions from using data values while the lock is
still active in the case of DBMS failure.

Soparkar et al. [19] violate autonomy to an even
greater extent by expecting local transactions to be
submitted to the GTM instead of to the local DBMS.
This is also done by Muth and Rakow [14]. This is
a severe autonomy violation and would probably be
unacceptable to most application developers.

4.4.5 Restrictions on schedules

Some researchers impose restrictions on the schedules!
produced by the local DBMS. Mullen et al. state that
the only thing we can expect from the local DBMS
is 2PL but often researchers impose more severe re-
strictions. Breitbart et al. expects rigorous schedules,
Hwang et al. expect cascadeless 2PL, Georgakopou-
los expects strictness and serializability. Elmagarmid
et al. [7] expect the component database systems to
have no value dependencies between them.

4.5 The local database

Some researchers have addressed the recovery problem
by applying restrictions to how the data is used or
by adding special data to the database. Breitbart et
al. [3, 4, 5], Kang and Keefe [12] and Ye and Keane
[20] all apply partitioning to the local database. The
data is split up into globally updateable and locally
updateable transactions. The local transactions are
prevented from reading the globally updateable data
items in Breitbart’s scheme. Hwang, Srivastava and
Li [11] have also proposed a recovery method which
makes use of partitioning but it is less restrictive than
that imposed by Breitbart et al.. Hwang et al. allow
local data to be read by global transactions by not to
be written by them. This deals with crash recovery
admirably since after a crash it is not necessary to
restrict local transactions to prevent them accessing
data items which may have incorrect values due to
the rollback of a global subtransaction which should
have committed.

To deal with conflicting global subtransactions,
Breitbart et al. and Ye & Keane have added a data
item called a ticket to the database which each global
subtransaction has to access before it is allowed to
carry out any operations on the database. This forces

!Interleavings of active transaction operations



an ordering on the global subtransactions which pre-
vents them from conflicting with one another.

5 Summary

This paper illustrates the difficulties inherent in recov-
ery in multidatabase systems. The types of failures
which can occur in a multidatabase system have been
discussed and the failures which need unique handling
were identified. The various approaches to recovery
proposed by researchers in the field were discussed.
In our opinion, the option which seems to impact to
the least extent on the autonomy of the participating
database systems would be the addition of a software
layer. To expect certain standards to be adhered to in
a member local database system, whether they apply
to the global transactions, built-in procedures which
form part of the local DBMS, or how the local DBMS
schedules the execution of transactions submitted to
it, is unrealistic. No matter how attractive it may be
to do this, or how much simpler it makes the han-
dling of the MDBS, it is far more advisable not to
interfere to even the smallest extent with the existing
LDB structures and mechanisms.

Crash recovery would seem to be a weak point in
many multidatabase systems and research into better
ways to effect recovery without violating local auton-
omy still remains to be done.
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