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ABSTRACT 

This paper will explore and identify success factors related to the implementation of information security in 
organizations. It will explore these factors from the expert’s perspective. Qualitative analysis of the organizations’ 
employees’ experiences will be analysed and discussed. The purpose of this research was to identify those factors 
required to ensure successful implementation of information security, particularly in government organizations. This 
study revealed many experiences and insights which will have widespread applicability.  
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1. INTRODUCTION 

Information is an asset, and having specific, relevant and correct information can make a massive 
difference to an organization's efficiency. With the huge number of available technologies; it is possible for 
information to be collected, shared, sold, exchanged and distributed without citation or notice to the owner 
(Varney, 1996). It is necessary to ensure information security so that it becomes a natural phase in the daily 
activities of an organization. Organizations must define the threats and vulnerabilities to their information 
resources to ensure the confidentiality, integrity and availability thereof (Gollmann, 1999; Pfleeger, 1997; 
Sebastiaan et al., 2003). 

"Information security relates to an array of actions designed to protect information and information 
systems" (Gordon & Loeb, 2006, p.121). However, information security does not cover only the information 
itself but also the entire infrastructure that facilitates its use. It covers hardware, software, threats, physical 
security and human factors, where each of these components has it is own characteristics. Consequently 
information security plays a major role in the internet age of technology.  Given that the number of 
organization security breaches is increasing daily, and the more accessible the information, the greater the 
hazards, it is inevitable that security will need to be tightened (Brown & Duguid, 200). 

As the number of employees, applications and systems increase, the management of the organization’s 
information becomes much more difficult and consequently vulnerabilities potentially increase. To determine 
secure use of hardware and software as well as facilitating and encouraging secure employee behaviour,, 
organizations make use of information security policies. An information security policy is a combination of 
principles, regulations, methodologies, techniques and tools (Tryfonas et al., 2001) established to protect the 
organization from threats. These policies also help organizations to identify its information assets and define 
the corporate attitude to these information assets (Canavan, 2003).   



 

 

Von Solms (1999); Canavan (2003); and Doherty & Fulford (2005) all agree that established standards, 
such as the international standard ISO I7799, are a good starting point for shaping the information security 
policy to improve information security in an organization. ISO I7799 presents some guidelines related to 
successful implementation of information security, and is mainly aimed at senior management to help them 
make decisions and then pass the essential actions to those in management positions.   ISO I7799 deals with: 

- security policy, objectives and activities that properly reflect business objectives,  
- clear management commitment and support, 
- proper distribution and guidance on security policy to all employees and contractors,  
- effective 'marketing' of security to employees (including managers),  
- provision of adequate education and training,  
- a sound understanding of security risk analysis, risk management and security requirements,  
- an approach to security implementation which is consistent with the organization's own culture,  
- a balanced and comprehensive measurement system to evaluate performance of information security 

management and feedback suggestions for improvement. 
Siponen (2001) disapproves of ISO I7799 from the perspective of philosophy of science and disagrees 

that these standards are scientifically justified since they are based on personal observation and are not 
universally valid. However, Von Solms (1999) concludes that ISO I7799 "can certainly provide the basis to 
ensure safe driving on the information super highway". Indeed the organization does not need to start from 
scratch to address information security in their organization; using ISO I7799 will help them to develop an 
overall picture of security in order to ensure overall security of information assets.  

There has been little empirical investigation of the factors that make information secure in an 
organization. Nevertheless, a policy alone cannot make an organization safe or reduce threats without some 
external factors that must be in place to direct the successful maintenance of the information security policy. 
The aim of this paper is to report upon the results of an exploratory empirical study to pinpoint the critical 
success factors that play a vital role in ensuring that an information security policy leads to enhanced 
information security in an organization.   

2. LITERATURE REVIEW  

Von Solms (1996) explains that information security has evolved through three stages: the first stage 
began in the 1960's when information security's major concern was to ensure and control physical security of 
the facilities; eg. that printouts were circulated in a protected ways. The second stage started in the mid-1970s 
when information security was tailored to the specific needs of individual organizations, despite the fact that 
the scope of information security had extended radically. In the third stage, with the advent of advanced 
technology, organizations needed to link their IT services together and move from a closed environment to 
complex environments that work in distributed and connected networks of machines.  

What makes information security very important nowadays in organizations is the type of environment 
people work in. Organizations depend more and more on computers and computing control has been brought 
down to the individual desktop. More employees are interacting with technology to undertake their daily 
tasks, and employees constitute a greater threat (Madigan, et al. 2004) because they have direct access to an 
organization’s assets.  

Lampson (2002) argues that organization's systems still remain vulnerable to attack after thirty years of 
accumulated work on security. The reason is probably that security setup is costly and difficult to sustain. 
There is a perception amongst employees that security gets in the way and that it interferes with employees’ 
ability to accomplish tasks (Sandhu, 2003). 

Straub and Welke sum up the situation as follows: "Information security continues to be ignored by top 
managers, middle managers, and employees alike. The result of this neglect is that organizational systems are 
far less secure than they might otherwise be and that security breaches are far more frequent and damaging 
than is necessary" (Straub & Welke, 1998, p. 441). In order for organizations to achieve a stronger protection 
of their information the recognition of the main threats facing organizational information is urgently required 
(Whitman, 2003). 

Threats are "circumstances that have the potential to cause loss or harm" (Pfleeger, 1997, p.3) to 
information and can be classified as external and internal (Hinde, 2002). Many publications and surveys such 



 

 

as (Whitman, 2003; Ernst & Young, 2004; Doherty & Fulford, 2005; and DTI, 2006) quantify the sources 
and consequences of threats to information faced by organizations. The following threats have been 
identified by these surveys: 

- External threats: computer viruses; natural disaster; spam emails and hacking incidents. 
- Internal threats: installation or use of unauthorized hardware, peripherals; abuse of computer 

access controls; physical theft of hardware or software; human mistake; damage by displeased 
employee; use of organization resources for illegal communications or activities (porn surfing, email 
harassment) and installation or use of unauthorized software. 

Information security has been regularly considered to be a technological problem with a technological 
solution. That is simply untrue because information security is about managing risk (Whitman, et al. 2005) 
and managing risk is about discovering and measuring threats to information assets (Lampson, 2002; and 
Garbars, 2002)  in the organization and taking actions to respond to those threats. When organizations fail to 
manage their information security, the organization's integrity will be compromised and loss of money could 
occur. The UK’s biggest building society Nationwide was given almost one million pounds fine after a lost 
laptop with customer details was stolen from an employee’s home (BBC, 2007). The inescapable conclusion 
is that information security is people and is actually more of a managerial problem than a technical problem. 
It therefore cannot be purely dealt with by technically. There is a need to highlight effective approaches and 
strategies that might help organizations to achieve good information security.  

3. RESEARCH DESIGN METHODOLOGY 

Our research is aimed at governmental organizations’ implementation of information security. The study 
is exploratory using a semi-structured qualitative method for collecting data and grounded theory to analyze 
the data. The data has been categorized by identification of patterns or themes and organized to derive 
meaning. This study is based in the sultanate of Oman because of the relative infancy of information security 
in Oman.    

Currently there are approximately 52 governmental organizations in Oman. The selected samples for the 
semi-structured interviews were a mixture representing a cross-section of ten IT & information security 
experts. Almost an hour was allowed for the IT & information security experts. Experts selected for the 
interviews represented a cross-section of the population of different government organizations. All experts 
are at a senior level of information technology or information security in their organization with more than 
five years’ experience in the field of information technology and all of them have a generally high level of 
education (graduate level and above).      

A semi-structured interview questionnaire was developed for the experts. The questions were of an open-
ended type to encourage respondents to explore their own experiences, perceived success factors and 
measures undertaken to secure information. The reality as perceived by the respondents had to be described 
in terms of the meaning respondents attach to the elements of the field of study they were questioned about.  
The data needed multiple sources of their knowledge, including insight into their values, experiences, 
cultures and the ways they interpret and understand these. The small selective sample is related to the in-
depth nature of the qualitative approach (Carr, 1994). 

The questions posed during the semi-structured interviews were validated through the approval of the 
method by experienced people in the field of social science research, and an information security expert.  

The interview was arranged and conducted with all of the participants at the convenience of the 
interviewee and took place in the interviewees’ offices. Confidentiality of the data was guaranteed. All 
participants requested that anonymity also be guaranteed.  

4. RESEARCH FINDINGS AND DISCUSSION 

The qualitative responses reported in this paper are supported by verbatim quotes from the interviews. 
The views collected from the overview interviews of IT & security expert employees have been used in the 
discussions of the related responses. 



 

 

Different success factors were derived from the findings. These success factors are presented below, in 
decreasing order of frequency. 

4.1 Awareness and Training  

The interviews show that organizations all wished to secure their information. However, they believed 
that information security would be achieved simply by increasing awareness and providing training. All 
experts stressed the need of security awareness and training for employees. One of the experts commented: 
"The problem that we faced seven years ago is IT awareness, the awareness of security was zero, a lot of 
people thought that all they needed to be protected was to have login name and password, and then we 
worked on training our employees to raise the awareness to make the implementation of security easy".  
Furthermore they stressed that information security would need a continuous and ongoing awareness and 
training programme for employees to deal with the ever-changing security arena. Dhillon (1999) argues that, 
organizations must have ongoing education and training programs to achieve the required outcome from the 
implementation of an information security policy. The 2002 security awareness index report cited by McKay 
(2003) concluded that organizations around the world are failing to make their employees aware of the 
security issues and the consequences. However, there is no evidence in the literature that awareness programs 
play any decisive role in reducing insecure behaviour or that it makes a difference in ensuring information 
security and in increasing compliance to information security policies. 

The interviews revealed that the most security incidents that the organizations face came from their own 
users, known as insider threat damage. As described by one expert "we faced some incidents, there have been 
attempts at sabotage by our users, our employees sabotage us...". This confirms what Katz (2005) finds that 
employees are the biggest threat to information security.  Another expert said "Outsider (threats) we did not 
face any hacking attacks, the only thing we face is viruses and spam".  The viruses were installed when 
employees opened spam emails or attached files that had embedded viruses which then affected the 
organization’s system.  

Furthermore, hackers rely on well known human weaknesses to get into computer systems. Kevin 
Mitnick, one of the most famous social engineers, cited by the Economist 2002, explained that: "The human 
side of computer security is easily exploited and constantly overlooked. Companies spend millions of dollars 
on firewalls, encryption and secure access devices, and it's money wasted, because none of these measures 
address the weakest link in the security chain", where the weakest link is people (Lampson, 2002). Employee 
failings can weaken even the strongest security measures. For example, common practices are employees 
leaving machines logged on while out for breaks; recording passwords on sticky note on the computer's 
monitor; or revealing confidential information to unauthorised people. The accepted wisdom is that there is a 
need to put effort into training and educating the employees, because they are the ones who are going to need 
to comply with the information security mechanisms and norms. No matter how powerful the technical 
security underpinning of the system is, or how strong the regulations, or policies, there is still the possibility 
that they will be broken simply because someone subverts them.  

Such a person is a continuous threat, and a disturbance to the sustaining of a secure information 
environment because technology is a tool that can either be used or misused. We recommend that a training 
and awareness program be employed for employees all levels in the organization with the consideration of 
the job type or the environment they work or deal with. For example, awareness training for managers will 
vary from other employees in the IT department and so forth. It is true that we do not currently have any clear 
understanding of the efficacy of such training and awareness programs, but at the current time it is the only 
tool in our arsenal and we can only hope that it will do some good.      

4.2 Management Support 

In all organizations we surveyed and understanding and identification of the need for security comes 
from the IT department or the person in charge of information security.  One of the experts said "Us (the 
experts), the top management does not know everything, we have to explain to them and make them 
understand the need of security". This confirms what Fung & Jordan (2002), claims that management tends 
not to initiate measures to ensure the security of organizational information because generally they feel that 
the IT department is responsible for choosing the proper technologies, installing the required software, 



 

 

maintaining the technology in the organization and keeping the organization’s information secure. The 
majority of experts emphasised their perception of importance of management perceptions in the 
implementation of information security policies.  One of them commented "top management, we can’t do 
anything without their authorization they have to support us in implementing information security in the 
organization". One expert stressed the support of management as."…we have to understand if the top 
management don’t support or understand the need of information security the implementation of information 
security will fail". Another expert said "… it is an important issue because if they believe in the importance of 
information security for the organization they will work on enforcing it and also the employees will take it 
seriously". Hone & Eloff (2002) explain that the behaviour and attitudes of employees towards information 
security will be more in line with secure behaviour if top management demonstrates concern, therefore it is 
suggested that the tone of security is set by the attitudes of those at the top of the organization (Hinde, 1998). 
Management won't act to support the information security unless they can see that it supports the 
organization's core business function (Blake, 2000). Hence they must be convinced of the importance of 
information security before they will to provide sufficient budget, and act to enforce the information security 
policy (Von Solms, 1999).  

4.3 Budget  

The interviews revealed that all the experts define budget as an important aspect of implementing 
information security in the organization. One expert commented on the budget  "One day my boss asked me 
'are we protected?', I told him if you have a house and you want to protect it you will need money to do so… 
so the level of security or the protection you will get depends on how much money you will spend. According 
to the budget we plan for information security". The budget needs to be adequate: "Without enough money, 
we can’t have security in the organization; money will bring software, hardware, and consultants". Without 
a proper budget, organizations won’t be equipped with sufficient resources to ensure information security. 
Bjorck (2002) describes budget as the financial facility which firstly rationally estimates the costs and 
secondly assesses the access required to the resources to achieve successful implementation of information 
security. Organizations require adequate funding (Doherty & Fulford, 2005) to achieve effective information 
security. “Budgets generally depend on the manner in which individuals’ investments translate to outcomes, 
but the impact of security investment often depends not only on the investor’s own decisions but also on the 
decisions of others” (Anderson & Moore, 2006, p.612 ). Lack of information security budgeting in 
organizations leads to under- investment in appropriate controls (Dinnie, 1999).  

When it comes to technology, new products appear frequently and are sold as the security “silver bullet”. 
This happens because the information security vendors and consultants naturally about selling their latest 
products and services. What they don’t say is that the software often needs to be updated frequently in order 
to address the continuously changing and emerging threats. It is therefore challenging to meet Gordon and 
Loeb’s maxim: “From an economics perspective, firms should invest up to the point where the last dollar of 
information security investment yields a dollar of savings” (Gordon & Loeb, 2006, p.121). Specifically, 
information security expenses should be analysed in cost-benefit conditions. Organizations do not need to 
invest in expensive software or hardware to achieve an effective level of information security. What is 
required is a careful plan that ensures that the user behaves securely, and this cannot be achieved by means of 
any new technology or software product. However, such training is expensive and it is hard to demonstrate 
the efficacy thereof, which makes it difficult, if not impossible, to demonstrate the return on investment that 
management needs in order to justify expenditure.  

A few experts in the interview mentioned the organization’s resources as the base of information security 
in the organization. "Security software or IT technology within the organization is a part of the requirement 
to conduct information security which is a mandatory need...”. There are essential operating systems, 
applications and other technologies which are required to support the implementation of information security 
in the organization (Canavan, 2003). Organizations with lack of proper software or hardware will face 
difficulties in handling some security issues such as access control mechanisms or helping employees to 
apply good security practice like an automatic logoff or regular password changes.  Resources in 
organizations are the foundation requirement to enforce and monitor the implementation of information 
security.    



 

 

4.4 Information Security Policy Enforcement and Adaptation 

The information security policy is a plan identifying the organization's vital assets together with a detailed 
explanation of what is acceptable, unacceptable and reasonable behavior from the employee in order to 
ensure security of information (Hone & Eloff, 2002). Moreover, Fung et al. (2003) explains that an 
information security policy is the keystone of good information security management. There is no doubt that 
the adoption of an information security policy is the initial measure that must be in place to minimize the 
threat of unacceptable use of any of the organization’s information resources. On its own it cannot ensure 
information security. It is a necessary but not sufficient requirement for the security of organizational 
information. 

One of the experts from the interviews explained, "Performance of the organization will be successful 
when we create a policy, effective implementation of the policy, acceptance from employees, and stick to our 
rules and don’t manipulate them". Many experts mentioned that the policy should be straightforward, easy 
and clear: one said "it should be a straightforward policy and you should exclude any process not required, 
they should exclude any one not in sequence reading of the policy", and it is also important that the policy be 
reviewed and updated frequently. 

 Madigan, et al. (2004, p.48) clarifies that policy enforcement involves "assuring that the policies are 
understood by all interested parties, regularly checking to see if the policies are being violated, and having 
well-defined procedure guidelines to deal with incidents of policy violation".   Hone & Eloff (2002, p.15) 
state, “at the end of the day, an effective information security policy will directly result in effective 
information security". Canavan (2003) explains that the information security policy can only be enforced by 
means of implementation. When an organization puts an information security policy into practice, employees 
can be requested to follow the rules and be made aware of their rights and responsibilities (Hone & Eloff, 
2002). A security policy can mitigate some threats, such as viruses, and work towards preventing incidents 
caused by these threats from re-occurring (Hinde, 2003). The aim is to change the habits of employees in the 
organization. Below are some criteria that the organization should consider in order to implement the 
information security policy effectively and to secure organization assets properly (Canavan, 2003; Doherty  
& Fulford, 2005; Hone & Eloff, 2002;  Salter et al. 1998; Madigan, et all. 2004;  Tryfonas et al., 2001; and 
Dhillon, 1999). The policy must: fit the organizational culture; have a style which is consistent with the 
organization’s general communication style; not read like a technical document, but use simple language to 
ensure it is not difficult to understand; be effective and dynamic; use a concrete language rather than abstract 
language; specify the job responsibilities; state the purpose of the policy and the scope of the organization; 
and explain what activity is acceptable and what is not. 

Many of the experts mentioned that adaptation of the information security policy to the needs of the 
organization is important. One of the experts commented that "The information security required a lot of 
customization to fit our organization’s culture". Each organization provides different services, that’s why 
they require an adaptation of the security policy but the underlying principles should be the same: "In general 
terms the information security policy should be the same but the rest varies from place to place in terms of 
implementation. For example security is different from a tent to a house". It appears that it is advisable for 
organizations to implement a customized information security policy which reflects the culture of the 
organization. This is reflected in the literature. Barman (2001) argues that the content of the information 
security policies may vary from one organization to other but that all policies have some topics in common. 
The policy should be developed based on the security needs and business goals of the organization (McKay, 
2003).  

 

4.5 Organization Mission  

Siponen (2001) explains that in terms of security, organizations usually do nothing as long as nothing 
goes wrong, but when things do go wrong, they suddenly pay attention and a lot of effort is required to 
recover from the situation, even though sometimes full recovery is impossible. 

Some of the experts said that the organization's clear goals and objectives are essential in implementing 
information security policies and that having a culture of secure information in the organization will affect its 
success. This is illustrated by a statement from one of the experts "It is successful when understanding what 



 

 

we want to achieve, defining what we want to achieve by setting goals and objectives, will support the 
information security implementation", also "what makes it not successful is when the users don’t understand 
and believe the need for information security. In other words incomplete culture change will reflect on the 
success on information security". McKay (2003) clarifies that if the organization's mission is not addressed, 
the organization will continue to struggle to secure its information and employees will not take responsibility 
seriously and will not follow and respect the guidelines in the information security policy.  

5. CONCLUSION 

What has been discovered from the study is that there are a number of essential factors which will 
information security experts have identifies as being essential if an organization wants to achieve a level of 
information security. The results suggest that organizations must institute information security policies to 
prevent unauthorized access to their resources. Steps must be taken to ensure that employees get the required 
awareness and security training to make them aware of the security issues and the consequences of insecure 
behavior. Moreover, the results suggest the ethos of information security must come from the top of the 
organization to encourage a serious attitude from employees and an expectation that they will comply with 
the organization's security policy rules and regulations. Implementation of information security won’t be 
possible if a sufficient budget is not allocated. Furthermore, we hope that clear organizational mission 
statements and goals result in positive employee behaviour and positive attitudes towards securing the 
organization’s information assets. The results suggest that the identified factors are connected and linked to 
each other and therefore it is difficult to prioritize one factor over another. 

It is very likely that the factors identified by this study would have a significant impact in helping 
organizations to achieve effective information security.  When adhered to, these factors should lead to fewer 
security breaches within the organization. While the study highlighted the requirements for good information 
security practice there is a need for follow-up studies using different methods or different tools to help 
organizations to understand what is required to improve the effectiveness of their information security policy.       

While the whole issue of information security is under-developed in Oman, the outcome of this research 
will be able to contribute to both governmental organization and non-governmental organizations in terms of 
best practice in enhancing information security. As the research unfolds, it is expected that the findings will 
help organizations everywhere to better understand and determine the steps that are needed to improve the 
organization’s information security. 
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