An Error Reporting and Feedback Component for Component-Based
Transaction Processing Systems

Karen Renaud & Richard Cooper
University of Glasgow
17 Lilybank Gardens
Glasgow
G12 8RZ
{karen,rich} @dcs.gla.ac.uk

Abstract

This paper presents a novel approach to providing er-
ror feedback for distributed, component-based applications.
We describe an error reporting component which can be
seamlessly added to an application. This will collect data
from user actions and server requests and provide context
dependent feedback on errors.

Users of software systems often spend a great deal of
time trying to work out how to use the system and, in par-
ticular, how to deal with errors. Sometimes users are com-
pletely unaware of errors, and when an error is detected, it
is often difficult to locate the cause of the error, and the
means of recovery. Component-based systems are com-
posed of independently developed components, and conse-
quently traditional methods for implementing global feed-
back mechanisms are impaossible.

We therefore propose the use of an error reporting
component which will enhance the level of feedback in
component-based systems, and assist the user in recovering
from errors.

1 Introduction

Component-based systems (CBSs) [14] are composed of
independently produced and tested components. In addition
to their desirable propensity for re-usability, they also offer
an alternative to the traditional choice between standard and
customised software. CBSs allow organisations to combine
software components to create a system which is tailored
to their specific needs, without having to devote extensive
software development time. Desktop components, such as
buttons or text fields, have been used for some time. Server-
side components have recently emerged as a viable way of
implementing business logic in a middleware runtime en-

vironment — often called an application server. CBSs are
typically structured as a distributed three-tier architecture,
as shown in Figure 1, with presentation at the end-user level,
server components forming the middle tier, and multiple
databases making up the lowest tier. [14]
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Figure 1. The Three Tier Architecture

The component runtime environment imparts many ad-
vantages including load balancing, automatic distributed
transaction control, security and scalability. While this
structure effectively separates the business logic from the
presentation logic, which is essentially good, it also makes
error diagnosis and recovery significantly more complex. It
is often difficult to pin down the cause of an error, since
different root causes of error could produce the same error
message. An error could be caused by user actions, a prob-



lem at the server component being used, an error in one of
the databases being accessed, or a failure of the commu-
nication mechanism linking the levels. Norman [9] argues
that in any complex environment, one should always expect
the unexpected. To deal with the unexpected, feedback is
deemed to be essential.

Chan et al [1] have shown that an active feedback sys-
tem greatly improves user performance. Since CBSs are
composed of independently produced components, a com-
prehensive global feedback mechanism is probably going to
prove to be an impossible dream. In the absence of this, we
propose an add-on feedback component which will gather
data about the state of the system, and provide significant
feedback during a transaction processing session.

To create such a component, we rely on two features of
emerging component-based systems. Firstly, component-
based systems allow us to discover details about component
interfaces at runtime. Secondly, desktop and server com-
ponents are typically delivered with a descriptive aspect,
which gives comprehensive information about the functions
carried out by the component.

An Error Reporter component will implement two vital
facilities. Firstly, it will gain access to a description of the
user interface and log user actions in terms of screen com-
ponents being accessed. Secondly, it will intercept server
calls and log them, together with the server component de-
scription and the server feedback and, in particular, errors.
The error feedback will be based on this information, facil-
itating an appropriate and timely feedback mechanism.

2 Exampleand Motivation

At this stage we will introduce an example to explain
concepts. Best Books Inc is a catalogue book store that
needs to build a system which will be used by their sales
force to handle book purchases. Customers wishing to pur-
chase books phone in their orders and receive their books
by post. After some deliberation, it is decided that the or-
ganisation needs three server components. One component,
the creditCardComponent, should handle credit card pur-
chases. Another component, the storeComponent, should
handle the details of the client order. Yet another compo-
nent, the customerDetailsComponent, needs to keep track
of clients, and purchases made. Best Books Inc chooses an
application server which will provide a component runtime
environment, and a database system to store stock informa-
tion and customer details.

In a CBS, different groups, or stakeholders, are involved
in the production of the complete system. Unlike cus-
tomised or standardised software, these groups will have
little, if any, contact with each other.

e The first group of people are the developers of the
server components. They will ensure that the com-

ponents have a certain prescribed functionality. It is
in their best interests that the component be as reli-
able as possible since they are presumably going to
make a profit from selling the component. To this end,
each component will be exhaustively tested in isola-
tion. The developer of the particular component has
no idea which other components will be working in
conjunction with their component in the eventual sys-
tem. This means that components have the very de-
sirable property, from a reuse point of view, of being
self-contained with explicit context dependencies. The
developer will provide the purchaser with the runtime
version of the component, together with an interface
through which the component will be accessed.

e The second group is composed of the buyers, who se-
lect and buy components for the particular applica-
tion. The Best Books Inc buyer might choose a credit-
CardComponent which can interface with all the major
credit cards from a vendor called Credit Card Com-
ponents Inc, who specialise in that type of compo-
nent. The buyer might then choose to buy the store-
Component from another vendor, Book Seller Compo-
nents Ltd, who have produced a component which is
specially written to handle ISBN numbers, and which
automatically re-orders specially marked books when
they are out of stock. The customerDetailsComponent
could be bought from yet a third vendor, who spe-
cialises in producing components for keeping track of
customer details for all types of organisations.

e The third group are the developers of the graphical user
interface (GUI) which uses server components to ac-
complish the business logic purposes for which they
were designed. We will call this group the program-
mers. The GUI programmer will not, and indeed need
not, have any intimate knowledge of the inner work-
ings of the component. The programmer simply writes
the presentation software and invokes the component
where and when required. The programmer uses the
interface document, which is packaged together with
the component, to determine how to use the compo-
nent. The resulting GUIs will vary from programmer
to programmer.

e The final group are the end-users who will use the
eventual system.

The end-user often does not have, and indeed need not
have, any concept of the true structure of the system. To
the end-user, the application seems to run on the computer
in front of them — when it runs correctly. If a server com-
ponent returns an error message which is then displayed by
the GUI of the client application, the end-user is often at



a loss as to the cause of the error. There are three differ-
ent situations where the user needs additional feedback and
assistance.

e The first situation occurs when the user has recognised
that there is an error, and needs help recovering from
the error.

e The second situation occurs when the user does not get
the required reaction within the expected time, and is
therefore puzzled. The user needs to be able to deter-
mine the reason for the delay.

e The third is caused by the overconfidence bias, in
which users simply do not realise than an error has oc-
curred. Lewis and Norman [7] explain that people tend
to look for confirmatory evidence. People are adept
at filtering out and discarding “irrelevant information”
and using their intelligence to provide logical explana-
tions for events. This skill can sometimes lead them to
discard evidence which, if considered, would lead to
earlier discovery of an error condition.

Zakay [16] has shown that computerised feedback sig-
nificantly reduces overconfidence. More specifically,
Humble et al [3] have shown that task-specific feed-
back produced a reduction in the overconfidence bias.

This paper proposes a scheme for providing an add-on
error reporting component. Section 3 discusses aspects of
representing error in CBSs. Section 4 describes the error
reporting component. Section 5 gives details of our imple-
mentation of this component. Section 6 gives some infor-
mation about preliminary trials of the use of this error re-
porting component. Section 7 summarises the work done
and gives details of ongoing work on this project.

3 Issuesin Error Management

The types of errors that could occur in a CBS are:
1. failure of the middleware server;

2. failure of the communication mechanism linking the
end-user to the application server, or linking the appli-
cation server to the databases;

3. hardware failure of the system the application server is
running on;

4. failure of the databases being accessed:;
5. transaction failure due to a constraints problem;

6. application specific errors.

There are two primary aspects of effective error report-
ing to be considered. The first is user awareness of error
occurrence. The user must be apprised of error with as lit-
tle delay as possible, in order to minimise the effects of the
error. Following that, the error must be explained in such a
way as to enable the user to recover from the error.

3.1 Detecting Error

Detecting error is the first step towards recovery [7].
Reason [11] cites three ways in which errors are brought
to someone’s attention. The first is that they find out them-
selves, the second is if something in the environment draws
their attention to it, and the third is if another person discov-
ers it and tells them.

The first case is obvious, so we briefly look at examples
of the other two cases. A user could easily miss error details
reported by an application. This could happen if the user is
distracted when the application reports the error. For exam-
ple, the customer could choose to order a book that is out of
print. This might not be reported as clearly as it could be,
and the clerk fails to notice the error message. Later, when
the order is being finalised, the clerk notices that the book is
not on the list of books to be dispatched, and consequently
tries to discover what went wrong.

If the error is not detected by the clerk, either immedi-
ately or later due to some clue in their environment, some-
one else will have to pick up the error and alert the clerk. If
this case, the incorrect order is processed, and the incorrect
book is sent to the customer. Only then does the error be-
come apparent, when the dissatisfied customer informs the
sales clerk of the error.

3.2 Error Reporting

It is important that the errors be reported on the user’s
level. Machine code is useless to almost everybody! Some
researchers feel that systems should provide help based on
the user’s skill level [5]. Others show that providing help
according to the skill of the user is difficult and impractical
[2].

Help is most useful if tailored to the context of user ac-
tivity since any system which aids users must focus on their
goals [2]. One of the few user assistance schemes which at-
tempts to render situation-dependent options, dynamically
interprets users’ inputs, and using that interpretation, offers
the user situation dependent options for proceeding [13].
Their MIRACLE system uses this dialogue analysis in the
framework of an information retrieval system.

In tailoring user assistance to their activity it should be
borne in mind that the user may have progressed through
various windows to arrive at the one in which an error



has occurred. The error reporting mechanism should in-
clude information to remind the user about their progres-
sion through these windows, to foster a comprehensive un-
derstanding of the true state of the system.

If an error is detected, how should it be handled? Lewis
and Norman [7] identify six possible responses: Gag, Warn,
Do Nothing, Self Correct, Teach Me and Let’s talk about
it. In an add-on component in a CBS, we realistically have
only one option: Warn. This is because we are essentially
providing a reporting mechanism, which does not inter-
fere with the application’s handling of an error. How can
we best go about warning the user? For example, the er-
ror thrown back from the application server could be: SQL
Error code 40. This will have no meaning to the end-user
whereas to a programmer this might immediately suggest
the root cause of the error. The problem is that the error is
presented at the lowest level of program execution and not
at the level of the user’s intentions [7]. The user, in our ex-
ample the sales clerk, probably has no idea what SQL is,
and why it is involved in what they are trying to do. The
clerk is left with no choice but to attempt to link the error
to something at his or her level of intention. The user may
simply submit the request again, or attempt to change the
inputs given, or try to activate a different option at the user
interface, in an attempt to get past the error. If the error was
due to a concurrency problem in the underlying database,
which caused the transaction to abort, the user’s efforts are
useless, and a waste of their time.

Finally, since server components are essentially transac-
tional, it is worth considering how to report the success or
failure of transactions to users. An informal survey (see
Section 6) indicates that users with no formal computing
science training do not necessarily have the same under-
standing of transactions as database specialists, and that it is
unrealistic to expect it. Therefore great care should be taken
in reporting that a transaction has committed or aborted. We
suggest that the reporting should be done in terms of the
user’s actions, and that the user should be told whether their
action achieved the desired result or not.

3.3 Configuring the Application to Report Errors

In developing an add-on error reporting component, the
following features are important:

o The Error Reporter should be an optional addition. If
the user decides not to use it, it should not intrude on
the system.

e The failure of the reporting component should not in
any way cause the failure of the application. This is
important, because if the error reporting component
causes the application to fail, the system has been im-
paired by the existence of the error reporter, which is

exactly the opposite of what we wanted to achieve.

e The Error Reporter should be non-invasive. In other
words, no part of the application should be changed to
accommodate the Error Reporter.

e The Error Reporter console should always be present
on the desktop, but because of the aforementioned
points, it will not intrude. It will continuously have up-
to-date information about session activities, and can be
used by the user as a feedback mechanism at any time.

4 TheModd

So far we have presented a case for a feedback and error
reporting component which can be added to a component-
based application. This component must have several func-
tions, and needs to keep track of diverse system events in
order to provide the required feedback. The next section
outlines our model of the Error Reporter component.

The Error Reporter component’s purpose is to collect
data about the state of the system, to provide continuous
comprehensive feedback, and context-sensitive assistance
when an error occurs. To do this, the Error Reporter will:

1. build up an internal representation of the structure of
the presentation description. This provides us with a
syntactic description of the user interface;

2. keep track of the user’s actions at the user interface,
enabling us to report an error in terms of the con-
text. Trafton and Brock [15] have worked on a sys-
tem where a layer between the user interface and the
application keeps track of the users actions, compares
them to an internal representation of various task mod-
els, and tries to identify the task being done by the user.
When they can pin down a correspondence, they then
offer the user the option of completing the sequence
for them. We do not have the advantage of a task
model, and so we are going to replay the user’s ac-
tions at the interface, upon request. This will entail
displaying each window the user progressed through,
and highlighting their actions on that window. This re-
minder service will serve as confirmatory evidence of
their actions;

3. keep a history of all calls made to the underlying mid-
dleware tier. This gives us an insight into the scope of
an error, and allows us to derive an interpretation of
the cause of the error. This history will be displayed
so that the user can get a playback of their actions as
mentioned in the previous section, followed by an ex-
planation of what the server did as a result of the ac-
tion.



It must be stressed that this component is not attempt-
ing to add any measure of fault tolerance to the system. It
merely serves as an interpreter of system errors into a more
helpful and information-rich format.

4.1 Requirements

Since one can only expect a system to give back what
you put in, we propose the incorporation of a Component
Information Descriptor (CID) which will incorporate se-
mantic details about the interface to the server component
being used. We propose that, in time, this descriptor com-
ponent should be delivered, as a matter of course, with com-
ponents which are offered for sale by vendors. If the CID is
not provided, the system will generate it from the documen-
tation provided with the component. This will be done by
using the interface document, and the accompanying com-
ponent documentation. The CID holds information about:

1. the semantics of each method invocation. This is usu-
ally a free text description of the meaning of the call.

2. the possible errors which could be produced by each
invocation, and an explanation for that particular error.
For instance, this could be in the format of an excep-
tion which could be generated by a method invocation.

3. the transaction attribute of each method call. Meth-
ods either execute within the context of an existing
transaction, or create a new transaction, or are non-
transactional.

These requirements are not unreasonable. In one popular
component model they are already provided. (Sun’s Enter-
prise Java Beans)

4.2 Architecture

The Error Reporter, shown in Figure 2, while being an
add-on component, is itself composed of various compo-
nents. Each will be explained below:

A Reporting module tracks and reports on all activity at
the GUI.

A Proxy Reporting module tracks and reports on all
server calls made by the application.

An Error Reporter Console reports on errors and possi-
ble reasons for those errors. This console will be ac-
tive, but will not intrude. If the user wants to verify
any actions, or get explanations of errors, the console
can be consulted. A first prototype of the console win-
dow can be seen in Figure 3. The Last Action button
will indicate, using colour, the success or failure of the
last user action. If the user’s last action succeeded, the
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Figure 2. The Error Reporter Architecture

button will be green and display the message: “OK”. If
the last action failed, the button will be red, and display
the message “Error Explanation”, as shown in Figure
4. If the user activates the “Last Action” button, a win-
dow, as shown in Figure 5, is displayed, which can be
used to get more information.

CONSOLE

Session History

Last Action: OK

System Status:

Ready

Figure 3. The Error Reporter Console - no er-
rors

The Session History button, when activated, gives a list
of all user actions during the session, as shown in Fig-
ure 6, and the buttons displayed under headings Action
and Effect can be activated to get more information.

The traffic lights will be green when the system is
ready for use, orange when the system is busy servic-
ing a request, and red when the communications with
the server have broken down. This is primarily a feed-
back device, which keeps the user informed about the



readiness of the system.

A Screen Monitor receives all reports about the presenta-
tion details and activities at the user interface. It has a

CONSOLE

dual function. Its first function is to build up an inter-

Session History

nal structure in memory to represent the user interface.
This structure will be augmented each time a new com-
ponent is added to the user interface, or a new window
is generated. The second function is to keep track of

Last Action: | Error Explanation users’ actions at the GUI. If a user action at the user

interface directly precedes a call to the server, we can

System Status:

Can’t Connect

assign a purpose to a user action. This must serve as a
substitute for an understanding of the user’s intention
when the action was taken.

A Timer keeps track of the time taken for each call to be
serviced by the server. If a server fails to respond, the

timer will attempt to ascertain why. The timer can dif-

Figure 4. The Error Reporter Console - error ferentiate between a dead server, a dead host machine,

and a network problem. This information would be
useful to the system administrator to whom the prob-
lem is reported.

A Proxy Monitor keeps a history of all calls to applica-
tion server objects, and the return values or error mes-
sages returned by the server. This is done by us-

ERROR EXPLANATION

ing a proxy object which dynamically intercepts all

communications between the client application and the

Remind me what | did

What went wrong? Quit

server. This proxy is automatically generated from the
server component interface definitions. The use of this

Figure 5. The Error Explanation

proxy is made possible because components all adver-
tise their functionality by means of interfaces, effec-
tively separating the interface from the implementa-
tion. There are three possible consequences of a call
to the server:

1. no response;

2. an exception, signalling that an error occurred; or

3. correct execution, signalled by the return of a re-

SESSION HISTORY
turn value or values to the user.
TIME ACTION | EFFECT |SUCCESS/
Cioss FAILURE In the first case, the lack of a response within the ex-
3:01 Account More... SUCCESS pected time will trigger investigation into the source
Withdraw of the delay. In the second case, the exception han-
3:05 More... SUCCESS dler will be activated to investigate the source of the
i error. In the third case, the return values will be stored
315 Deposit . - :
More... SUCCESS together with the details of the call, to augment the his-
316 Deposit More. . FAILURE tory of the session.
An Exception Handler accesses the details of a call to the
Figure 6. Session History server, as well as the resulting exception. The excep-

tion handler will use the session history and compo-
nent desciptors to derive the cause and scope of the
error.



4.3 Representing the error

We have said that we need to tailor our help to the con-
text of user activity, and focus on user goals. This is not
at all easy to provide in an add-on component. To provide
context-dependent assistance, we would have to try to de-
duce both the context of what the user is doing, and their
intentions. To provide us with clues to lead us to this analy-
sis, we need data about the appearance of the user interface,
and a history of the user’s actions at the GUI.

To get information about the user interface construction,
a proxy is inserted between the application and the user in-
terface, which filters off information about the user interface
as it is built up. To get information about the user actions,
we register an interest in application specific events at the
user interface, and we will thus be notified of all events.
The mechanism used is described comprehensively in [12].

It is impossible to deduce a user’s intentions given only
this syntactic and behavioural information, so we use an-
other approach. We use the information we have collected
about the structure of the user interface, and about the user
actions, and when the user needs feedback, we replay the
user’s interaction with the user interface. This essentially
provides the user with a reminder of what they did. The
user’s intentions will become apparent, as they are reminded
of them. There is a real need for this playback facility in the
case of complex applications where a user may have passed
through many windows to arrive at the one where the er-
ror occurred. There is often no way to backtrack and check
which options were chosen in a previous window.

Since we cannot deduce the user’s intentions, the next
best thing is to assign purposes to actions at the GUI [6].
Our Error Reporter assigns a purpose to each user action, if
that action precipitates a call to the server. We can use the
CID component (see section 4.1) to get an explanation for
that call, and then link a textual description to the action at
the GUI. This feedback will essentially inform the user as
to what their action achieved or did not achieve.

This, together with the context reporting, will record the
information flow which led to a server call, which in turn
led to an error.

5 Implementation

5.1 Component Models

There are currently three main component technologies:
COM/DCOM from Microsoft, Common Object Request
Broker Architecture (CORBA) from the Object Manage-
ment Group (OMG), and JavaBeans and Enterprise Java
Beans (EJBs) from Sun Microsystems.

511 COM/DCOM

COM is the foundation upon which Microsoft’s compo-
nent software is based [14]. DCOM is Microsoft’s compo-
nent middleware service which provides the infrastructure
for providing a runtime environment for distributed server-
side COM objects. COM is a binary standard for software
components, and although COM is available on many plat-
forms, DCOM (Distributed Component Oriented Model) is
presently only available on Windows NT. Microsoft’s desk-
top components are called ActiveX (COM desktop compo-
nents) objects and they have been in use for some years.
ActiveX components are typically delivered with enough
information to allow a purchaser to use the component, to-
gether with the binary code of the component, and the in-
terface documents.

5.1.2 Enterprise Java Beans

JavaBeans is Sun’s desktop component model, while En-
terprise Java Beans (EJBs) are the server software compo-
nents. EJBs were specifically designed to support transac-
tional business systems using distributed objects. These ob-
jects will be built using the Java language. The EJBs are
designed to run within a container, with the container run-
ning within any server container that adheres to the EJB
specification. [4] The container is expected to provide sup-
port for multi-threading, security, transaction coordination,
state management, resource pooling and global naming ser-
vices. EJBs interact with clients via interfaces. Accord-
ing to the EJB specification [8], the EJB must be delivered
with a home interface, a remote interface, the programmer
API, and a deployment descriptor which gives information
about the transaction attribute of each method, the security
requirements for accessing the bean, and details about the
deployment of the bean within the container.

5.1.3 CORBA

CORBA is a distributed object technology, not a middle-
ware component runtime environment. At present CORBA
objects are used mostly within organisations and so no out-
side market for these objects has developed. Because of
this, it is difficult to talk about the types of documents that
will typically be provided with these components, since
this is presently done in-house and each organisation will
have their own standards for communicating the informa-
tion. The OMG is presently working on a Component Mid-
dleware standard, but at the time of writing it had not yet
been released. Presumably, this standard must also provide
a framework within which descriptive information can be
placed.



5.1.4 Availability of third-party server components

Since this is a relatively new field, there are only a few ven-
dors who currently market server components. There is
a substantial market for presentation level ActiveX (COM
desktop components) objects already, and a growing mar-
ket for JavaBeans desktop components. This would suggest
that as the technology matures the availability of server-side
components will grow accordingly.

5.2 Choice of EJB for our implementation

We chose to implement our system using EJBs for sev-
eral reasons. The platform independent nature of Java appli-
cations was a strong feature, as well as the fact that the EJBs
could be placed on different vendors application servers and
still run without any changes. The application server used
was the Tengah server from Weblogic. This server was do-
nated for a period of 9 months specifically for this research,
and gave us the opportunity of using an all-Java application
server. Another reason that EJBs were chosen was because
they have the most flexible options with respect to transac-
tions. Transactions on CORBA objects must always be ini-
tiated and managed directly by the client, using the CORBA
transaction service. EJB transactions can be either managed
by the client, or by the EJB itself, or by the container which
houses the bean in the application server. COM/DCOM has
many of the same characteristics that EJBs have with re-
spect to transactions, but DCOM objects are not platform
independent and this would tie us down to a Windows NT
architecture. It was felt that this would be too much of a
restriction for a scientific research project. The final rea-
son was that Java has a very powerful introspection mech-
anism which allows us to exercise a discovery process on
Java components, and this is an invaluable property for our
project.

ACTIONS TAKEN

Play Back All
Windows NEXT

Set number of
Windows to

replay BACK
Search for specific
word in a Window STOP

Figure 7. Replay your Actions

ACTION EFFECTS

You wanted to:

Create a new account for a given account number
What went wrong?

The main computer is not responding

Figure 8. What went wrong?

5.3 Feedback Provided by the Error Reporter

The Error Reporter console is shown in Figure 3. Basi-
cally two types of feedback are provided:

e A replay of all windows the user has progressed
through during the session. This serves as a confir-
matory tool in case the user needs to check previous
actions, or be reminded of previous messages. The re-
play control window is shown in Figure 7.

o An explanation facility, where a message will be given
which explains how the user’s action was understood
by the computer, and what went wrong, if anything.
This is shown in Figure 8.

This feedback is available directly from the console. In
the beginning of this paper, we mentioned three situations in
which the user needed some extra feedback and assitance.

o If the user needs help in recovering from an error, we
give the user information which will enable them to
understand the system state, and recover from it.

o If there is no timely response, the user will be able to
ascertain from the displayed traffic lights whether the
system is busy, or whether there is some more serious
problem. If the user can see that the system is busy
processing their request, they will be more likely to
wait for the application to respond.

o If the user does not know that an error has been made,
the level of feedback has the potential to reduce the
overconfidence bias. Enforcing the use of the feedback
mechanism is a management issue, but since the tech-
nology is available, it can become a tool in the hands
of managers to reduce overconfidence errors.

6 Discussion of User Trials

To determine the efficacy of this technology, we need
to get end-user feedback. We decided to test two aspects:
firstly we wanted to find out how users understood the con-
cept of a transaction; secondly we wanted to see whether
users found the Error Reporter helpful.



To test the perception of a transaction, we chose eight re-
spondents who had had no formal computing science train-
ing. The respondents were simply asked what they under-
stood by the concept of a transaction. The answers can be
grouped as follows:

e Six of the respondents linked the concept of a trans-
action to some sort of exchange of money, or goods,
between two parties. When asked about failure of the
transaction, some said that they would take legal ac-
tion, others said that they themselves would take ac-
tion to ensure that the transaction was declared null
and void, and the money or goods returned. They dis-
played no concept of atomicity since they all referred
to taking steps to correct the situation themselves if the
transaction were to fail. Only one mentioned trying to
redo the failed transaction.

e The other two respondents had a different understand-
ing.

— One likened it to a form of contract between two
parties, and

— the other to the process of “getting over an action
of any kind”.

This survey seems to suggest that reporting “transaction
failure” to an end-user could possibly leave them with a
feeling of incompleteness. They might feel the need to do
something to achieve a sense of closure, to restore the situa-
tion to what it was before the transaction executed. Since
the nature of database transactions ensures that aborted
transactions have no effect on the database, it is important
that users do not try to duplicate this function. Additionally,
they really need to know whether they can re-try a transac-
tion, or to realise that it is fruitless to try again. However,
it would be premature to draw conclusions based on such
a small survey, and we intend to follow this up by carrying
out a far more extensive study of end-user perceptions.

Preliminary tests with the Error Reporter have produced
encouraging results. Of the eight subjects who have used
the error handler, seven found it helpful, while the eighth
was not hindered by it. The application was a simple
savings account system, which allowed for the creation
and closure of accounts, and withdrawal and depositing of
funds.

The usage of Error Reporter features during the trials is
shown in Figure 9. As can be seen from the chart, users did
not make much use of the replay mechanism. This could be
because the application they were using was a very simple
application, and they had no difficulty remembering what
they had done. The colour indicator which shows the pres-
ence of an error was also not found to be helpful. It is inter-
esting to note that many of the subjects did not notice error

conditions, even though the error was reported by the ap-
plication, and the console indicators were clearly indicating
that an error had occurred. We clearly need to find some
better way of bringing errors to users’ attention.

Users were asked for comments about the Error Re-
porter. While all were positive about the concept, the ma-
jority asked that the error explanation be displayed directly
on the screen, without the need for navigating through some
windows to get it. This is obviously valuable feedback, and
will be taken into account.

[ee]

[¢]
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Figure 9. Error Reporter Feature Usage

7 Conclusionsand Further Work

In software systems the help provided to an end-user has
traditionally been provided in the form of online or offline
manuals. Manuals provide assistance to the user, but this as-
sitance is seldom contextual. Manuals, even online, cannot
provide the feedback required to maintain user confidence
in a system. Much research has been done into the use of
these manuals, but in the case of CBSs there is a need for a
new manual construction technology due to the late compo-
sition of CBSs, and due to the possibly distributed nature of
the participants in the creation of a CBS. A new mechanism
for generating a manual from the individual components’
manuals is an interesting research problem, but not one that
we have addressed at this stage.

In the absence of a manual, we have proposed the use of
an add-on error reporting component. The need for such
a component will become increasingly evident with the
growth of commercially available server components. We
have implemented a prototype of an Error Reporter compo-
nent. The component does two things which enable us to



work towards the level of fault management we would like
to be able to provide in CBSs:

1. it dynamically keeps track of the presentation on the
user interface, and also of user’s actions at the user in-
terface;

2. it watches and keeps a history of all communication
with the server.

We have a working prototype, and we are in the process of
evaluating it. This should give us an idea of how to improve
the Error Reporter, so that we can provide a better feedback
mechanism for users. In our trials we noted that users did
not always detect errors, even though the console indicators
were clearly indicating the presence of an error. We will be
investigating the use of some attention-grabbing mechanism
to draw a user’s attention to the presence of an error, since
the Error Reporter can only perform its function if the user
becomes aware of the error.

Since the Error Reporter only presents errors at one level
of detail, we are also interested in pursuing ways of pitching
the error reporting to the level required by each individual
user. As users become more proficient, it is conceivable that
their error feedback needs might change, as they build up an
internal model of the functioning of the application. We will
investigate the possibility of accommodating this need.

We would also like to do a more extensive survey of
users’ understanding of transactions, in order to gain an in-
sight into how best to portray the success or failure of trans-
actions at the user interface.
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