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Abstract

We present a technique to tackle the parameterised probabilistic model checking problem for a particular
class of randomised distributed systems, which we model as Markov Decision Processes. These systems,
termed degenerative, have the property that a model of a system with some communication graph will
eventually behave like a model of a system with a reduced graph. We describe an induction schema for
reasoning about models of a degenerative system over arbitrary graphs. We thereby show that a certain
class of quantitative LTL properties will hold for a model of a system with any communication graph if it
holds for all models of a system with some base graph. We demonstrate our technique via a case study (a

randomised leader election protocol) specified using the PRISM modelling language.
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1 Introduction

Model checking of distributed systems is restricted to verifying systems with a fixed
number of processes. Proving a property for a system with N identical processes,
for any N > 0, is known as the parameterised model checking problem (PMCP).
This problem is undecidable in general [2] but techniques can be used to solve it for
certain types of system.

Probabilistic model checking augments traditional model checking, enabling
quantitative as well as qualitative analysis. Probabilistic model checking has become
an important area of research due to the increased use of probabilistic algorithms
and the requirement for analysis of not just system correctness but also system per-
formance. Probabilistic model checkers, such as PRISM [14], enable properties such
as “the system will fail with probability less than 0.01” and “with probability 1, the
system will terminate” to be verified. Probabilistic model checking tools vary in the
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type of underlying model that they support. We focus on probabilistic model check-
ing of randomised distributed systems, models of which exhibit both probabilistic
and non-deterministic choice, therefore we restrict our attention to reasoning over
MDPs.

In this paper we tackle the PMCP for randomised distributed systems by ex-
tending an inductive proof for a non-probabilistic parameterised distributed system
[16]. We generalise this proof for a class of probabilistic systems, described as de-
generative — they have the property that a system configuration of a given size
eventually behaves like a smaller configuration. The proof employs induction over
the topology of the system in order to show that any property in a class of prop-
erties that holds for a model of a base system topology will hold for a model of a
system of any size and configuration. The induction relies on determining that any
behaviour of a model of the system of a given size is equivalent to a behaviour in
a model of a smaller system. To illustrate our technique we consider a family of
models of the IEEE 1394 Firewire tree identify protocol [11] specified using PRISM.

2 Background

2.1 Markov Decision Processes

In the sequel, for a set Y, Dist(Y') denotes the set of all discrete probability distri-
butions over Y i.e. the set of all functions y: Y — [0,1] such that > -y p(y) = 1.

We model randomised distributed systems as Markov Decision Processes
(MDPs). In particular, we consider state-labelled MDPs, where the states are aug-
mented with a set of (atomic) propositions true in that state.

Definition 2.1 (See, for example, [18]). A (labelled) Markov Decision Process is
a tuple M = (S, sg, Steps, Act, L) where S is a finite set of states, sg € S is the
initial state, Act is a set of actions, Steps : S — 9ActxDist(s) j5 the probabilistic
transition function such that, Vs € S, Steps(s) # 0 and L : S — 247 is a labelling

function over a set of propositions AP.

For an MDP, M = (S, s¢, Steps, Act, L), the function Steps maps each state in
S to a non-empty subset of Act x Dist(S). Intuitively, for s € S, Steps makes a
non-deterministic choice over |Steps(s)| action, distribution pairs, choosing action a
and distribution p, say. A probabilistic choice is made over S where the probability
of moving to a state s is given by u(s’). We say that a is enabled from s. If u(s') > 0
for some state s’ we say there is a transition from s to s, written s =% s’. Action
a € Act is non-probabilistic iff, Vs € S, ¥(a, ) € Steps(s), u(s') =1 for some s’ € S
and is a stutter action iff, Vs € S, V(a, u) € Steps(s), u(s') >0 = L(s) = L(¢).
An infinite path, o in M is a non-empty sequence sg I g B where for i > 0,
si € S, (ag, pi) € Steps(si), p(si+1) > 0. Similarly, a finite path is a non-empty
sequence, sg =t g ML LRl o for some n > 0. For a finite or infinite
path, «, || denotes the length (the number of actions) of the path (with |a| = oc

for an infinite path), and #r47(a) the sequence given by the labelling of the states

in « restricted to the set of propositions in AP. For a finite path, o = sg iy
sp T o et last(a) = s, and Pa) = po(s1).p1(s2) . . . fin_1(sn)
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(with P(a) = 1 if a = sg). For two paths, @ and o/ with « finite, if « is a prefix of
o/ we write @ < o (and a < o if it is a strict prefix). The set of all infinite paths
starting at state s is given by Path(s) and the set of all finite paths starting at s by
Path tin(s).

2.2  Adversaries

In order to analyse an MDP we need to resolve the non-determinism. This is done
by considering adversaries, constructs that make a choice over Steps(s) for each
state s of an MDP, based on the history of choices made up to state s. Formally,
an adversary A of an MDP M = (S, sq, Steps, Act, L) maps every finite path « of
M onto an element A(«) of the set Steps(last («)) [19]. An adversary produces an
infinite-state Markov chain, with each state given by the history of states so far vis-
ited. An adversary uniquely determines a Markov chain of this form, so in the sequel
it will be convenient to refer to an adversary of an MDP when describing the Markov
chain induced by it. Also, Adv ¢ denotes the set of adversaries for MDP M and, for
adversary A and state s, PathA(s) denotes the subset of Paths which corresponds
to A and similarly, Path’;‘m(s), the subset of Path t;,(s) that corresponds to A [19].
For path « € Path?m(s), define the path cylinder, C(a) = {w € Path?(s)|a < w}.
The probability measure, Probf, is defined on the smallest o-algebra that contains
all the sets C(a) for all o € Pathf;‘m(s), such that, Prob2(C(a)) = P(a) (for more
detail see, for example, [13]).

2.8 Cuts

Definition 2.2 Let M =(S,sq,Steps,Act,L) be an MDP and let A € Adv . Define
Cut(A) to be a family of sets s.t. for D € Cut(A), D C Pathf;‘m(so) where, for all

a€D,atd and o £ aforany o € D, o/ #aand Y, Probl (C(e)) = 1.

Intuitively, a cut (a simplification of a fringe as defined for probabilistic au-
tomata by Segala [20]) represents a finite portion of the Markov chain induced by
an adversary. Given an adversary A of an MDP, for n > 0, let cut®(n) € Cut(A)
be defined such that for all a € cut?*(n), |a| = n. For C € Cut(A) we say that C is
a cut of A. Furthermore, we describe cut?(n) as a cut of A at depth n.

2.4 Quantitative Linear Time Logic

To specify properties of MDPs we employ Linear Time Logic (LTL). LTL for-
mulae are defined in terms of paths of an MDP and have a formal syntax ¢ ::
true | a | g1 | o1 A do | o1 UG | X1 where a is an atomic proposition, and U and
X are the standard until and next-time operators. See for example, [7] for a full
description. LTL, y is defined as for LTL but without the next-time operator (the
exclusion of this operator is not a great hardship since one seldom reasons about
exactly the next state in a distributed algorithm).

A quantitative LTL (QLTL) formula, is defined over states of an MDP with
syntax ¢ = Pugp[t)], where e {<,<,>,>},p € [0,1] and ¢ is a LTL path formula
(similarly for QLTLy x). For MDP, M, state s of M, adversary A of M and LTL
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path formula ¢, by abuse of notation, in the sequel, we let Probf(w) = Probf({ o€
Path?(s)|a k= }). For QLTL property, ¢ = Puyp[t], s satisfies ¢, denoted s = ¢,
iff, VA € Advpg, Prob?(y) bap. M satisfies ¢, (M = ¢) iff sg |= ¢ where sg is the
initial state of M.

2.5 Stuttering equivalence

For any string v, the stuttering removal operator # applied to v replaces every
maximal finite subsequence of identical elements by a single copy of this element.
Let M and M’ be MDPs with propositions AP and AP’ respectively. A path «
of M is said to be stuttering equivalent to a path o in M’ (denoted a ~ ') with
respect to AP" C AP N AP’ if and only if #tr4F" (v) = #tr4P"(3). We extend
stuttering equivalence of paths to adversaries by considering trace cylinders over
sequences of sets of atomic propositions. Our definitions are based on those given
in [5].

Definition 2.3 Let AP be a set of propositions. The trace cylinder
CUT 1. 1Y) (for lo,ly,...,1, € 24T pairwise distinct, n > 0) is defined by
CUF, If, ... . L)y ={te @A)t =1k ik ikn . for some ko, ky, ... ky > 1}
where, for k > 1,1k =1,1,...,1 for | € 247,
N—_——
k

For an adversary A of an MDP M with initial state sg, and set of propositions
AP, by abuse of notation in the sequel let ProbZ (C(if,If,...,1})) = Probi ({a €
Path”(so)|trAT (o) € C(I 1T, 1D)Y).

Definition 2.4 Given two MDPs, M = (S, sg, Steps, Act,L) and M’ =
(S, sy, Steps’, Act', L"), with propositions AP and AP’ respectively, two adver-
saries A € Advp, A" € Advngy are probabilistic stuttering equivalent (denoted
A ~ A wrt. AP” C AP N AP if and only if, Prob2 (C(f,lf,...,l}) =
Prob;‘g (CUF, 1T, ..., 1)) for all pairwise disjoint lo, Iy, ... , 1, € 247" n > 0.

For convenience, and consistency with [5], we henceforth use the shorthand
stuttering equivalence for probabilistic stuttering equivalence when it is clear that we
are referring to equivalence between adversaries.

Let S, T be sets, R C S x T and p € Dist(S), v € Dist(T). A weight function
for u and v with respect to R is a function w : § x T' — [0, 1] such that w(s,t) >
0= sRt, u(s) = > epw(s,t) for any s € S and v(t) = > gw(s,t) for any t € T.
We write iy Cg v iff there is a weight function for u and v with respect to R.

We now give conditions on a pair of adversaries that allow us to show stuttering
equivalence without considering trace cylinders and examining only finite paths.
The proof of Lemma 2.5 is given in [20] for a more general case.

Lemma 2.5 Let M = (S, s, Steps, Act, L) and M' = (S', s}, Steps’, Act’, L") be
MDPs with sets of propositions AP and AP’ respectively. Let AP" C AP N AP,
Let A and A’ be adversaries of M and M’ respectively. A ~ A’ if there exists cuts
Dy, Dy, ... with, Vi > 0D; € Cut(A’), such that

(i) Vi >0, Va € Diy1, a € D; or a = B.a, pu, s and 3 € D;,
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Fig. 1. Two MDPs, M and M’, with stuttering equivalent adversaries

(ii) For every a € Pathﬁn(so), lim; o0 Y 5ep, a<p P(B) = Prob;%(C(a)),

iii) Foreachi >0, define y; : cut?* — [0,1], ul : D; — [0,1] such that for o € cut4,
o € Dy, pi(a) = Pla), pi(a) = P(a!). Then u; Cg il where for a € cutf,
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