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Abstract— Over the past several years, the UK Government has
piloted several new voting technologies during local authority
elections. The mCESG pollsterless Remote Electronic Voting
(REV) system, which was designed with the UK electoral context
in mind, is described in detail in [1]. Here, we describe two
variations to the mCESG scheme which (a) improve its suitability
for the variety of electoral systems in use in the UK and (b)
provide a means for resisting coercion attacks to which the
original scheme was vulnerable.

I. THE UK ELECTORAL CONTEXT

Elections in the United Kingdom are governed by a variety
of Acts of Parliament, most notably the Representation of the
People Act 1983 [2], although this has been amended several
times [3], [4]. Prior to 1999, elections on the mainland were
conducted via a simple plurality electoral system, generally to
single member wards and constituencies.1 However, following
the passage of devolution legislation [5] and changes to the
way in which members of the European Parliament are elected
[6], the UK has begun to experiment with a variety of electoral
systems.

Most significantly, the instant run–off electoral system is
used to elect the Mayor of London, whilst a Single Transfer-
able Vote (STV) system will be employed for local author-
ity elections in Scotland in 2007, previously only used for
provincial elections in Northern Ireland [7]. The manner in
which successful candidates are elected under such systems
is described in detail elsewhere [8] and will not be repeated
here. Suffice that voting systems employed where STV has
been chosen as the appropriate electoral system must permit
voters to rank their choices of candidates, 1...n as desired,
rather than selecting a single option.

A second feature of UK elections is that (despite the require-
ment for vote secrecy) due to the weak procedure employed
for authenticating voter identities, a tracing mechanism is
incorporated with the existing paper ballot voting system [9].
For the current voting system, voters are required to assert their
name and address in order that a polling official may identify
their entry in an electoral roll published for the election.
In the first instance, a voter may only be asked to confirm
their name and address and that they have not yet voted by
a polling official [10]. The ballot tracing mechanism thus
permits identifiable ballots to be removed from a tally after

1Prior to 1945, two–member parliamentary constituencies were relatively
common; multi–member wards are still employed for local–authority elections
in England.

the act of voting, although such a practice is extremely rare
[11].

Given the context, a single electronic voting system em-
ployed in the UK must fulfill a number of high–level require-
ments.

• The range of electoral systems now employed in the UK
would need to be accomodated by the chosen system,
including single option and ranked voting systems.

• Improve the convenience of casting a vote and access-
ability of the electoral process for voters with a range of
capabilities and resources.

• Assuming that the method of authenticating voters prior
to permitting them to cast a vote is unchanged, a UK
electronic voting system would likely need to provide a
continuing means of tracing and removing votes from
a tally where they have been found to have been cast
fraudulently. Such a mechanism must not provide a gen-
eral means for violating voter secrecy without collusion
between the various actors in the electoral infrastructure.

• The voting system technology would need to be ac-
ceptable within the Electoral Commission’s proposed
foundation model requirements for multi–channel voting
in the UK [12].

Section II summarises the mCESG remote electronic voting
scheme which has been proposed as partially satisfactory for
the requirements of the UK electoral context [1]. Section III
presents a generalisation of the mCESG scheme in order to
provide a feasible means of conducting an election using an
ordinal electoral system. Section IV presents a means of con-
verting the publication mechanism such that the verification
becomes receipt free. Section VI considers the consequences
of introducing the two modifications to the scheme and the
prospects for future improvements.

II. OVERVIEW OF THE MCESG REV SCHEME

The mCESG scheme is a modification of a scheme proposed
by UK Government’s Communication and Electronics Security
Group as suitable for UK elections [13]. The CESG scheme
was attractive because the the voter was not required to
perform any cryptographic computations, a requirement of
most other proposed REV schemes. Schemes that dispense
with this requirement have been termedpollsterlesssince there
is no software artifact required to interpret a voter’s choices
and communicate these to other participants in the vote [14].
These schemes are attractive, as:



• Votes could be cast using virtually any device capable of
of remote communication. This includes, for example,
mobile phone SMS messaging, ATM bank machines,
touch tone telephones.

• Voter verifiability permits a voter to confirm that their
vote was accurately incorporated in a tally. Many remote
electronic voting schemes employ verification mecha-
nisms as a substitute for the perceived transparency of
using paper ballots, for example [15], [16]. If a pollster-
less scheme is voter verifiable, this may be accomplished
without requiring the voter to trust the software artifact
(hencepollster) to interact correctly with other partici-
pants and report back results honestly.

Unfortunately, the original CESG scheme was severely
criticised during a consultation period [17], [18], and was
dropped from a final document which outlined requirements
for REV systems in UK elections [19]. Although the response
documents were rather general with regard to the scheme, two
specific flaws may be identified:

• The confidentiality of the voting credentials is crucial to
the integrity of the election. The monolithic design of the
election authority in the original document suggests that
there is potential for the election authority to access the
voting credentials it generates and then perform a number
of un-desirable operations such as electronic ‘ballot box
stuffing’.2

• Although the CESG scheme permits voters to confirm
that the election authority has correctly received their
vote, it is not verifiable, since voters are unable to confirm
that their vote is handled properly after receipt.

The mCESG scheme remedied these two deficiences by
distributing the functions of the election authority into several
autonomous domains, under the control of organisations that
already exist in the UK electoral infrastructure; and by publicly
committing the election authority to votes as they are received.

A. Distributed Voting Credential Generation

The mCESG remote electronic voting system depends upon
the secure distribution of electronic voting credentials to the
voters. The system assumes that the use of the UK postal
system in combination with secure payroll stationary consti-
tutes a secure channel between the election authority and the
voter for this commnuication. These consist of a polling card
and a security card delivered to the voter separately. Figure 1
illustrates the independent domains of the election authority
which are collectively responsible for this task. The election
authority consists of:

• A Registration Officer responsible for managing the iden-
tities of voters and for the delivery of a polling card
containing partial voting credential information.

• A Returning Officer responsible for managing the iden-
tities of nominated candidates.

2The practice of adding extra illegitimate votes to a ballot box prior to
tallying [11].

• A Vendor responsible for generation of most voting
credential values and for the collection of votes during
the election.

• An Electoral Commission responsible for delivery of a
security card to each voter containing remaining voter
credential information.

Figure 1 illustrates the construction of voting credentials
for a single voter. The construction involves the generation of
various cryptographic Message Authentication Codes (MAC)
values by the Returning Officer, Registration Officer and Ven-
dor. The specific algorithm used for this task is not considered
here, although MD5 was used in a prototype implementation.
Each domain is responsible for the storage of a secret key used
in the generation of it’s own cryptograhic MAC values.

On receipt of request for a set of voting credentials for
an identified voter, the Registration Officer generates a Voter
Number (VN) using the voter’s identity as a seed and requests
a permutation of candidate identities from the Returning
Officer. On completing this request, the Returning Officer
passes a corresponding permutation of Candidate Numbers
(CNs) seeded from the candidate’s identities to the Vendor,
who also receives the VN from the Registration Officer. The
Vendor then generates a set of Personal Candidate Numbers
(PCNs) and Response Numbers (RNs) using the VN and CNs
as seeds.

The Vendor then passes the generated values back to the
Returning Officer and to the Electoral Commission as follows.
The Returning Officer receives the first half of each PCN and
the second half of each RN; whilst the Electoral Commission
receives the second half of each PCN and the first half of
each RN. The Returning Officer then compiles these values
and the VN into a polling card and delivers this to the Voter.
The Returning Officer also passes the voter’s identity to the
Electoral Commission which compiles the values it received
from the Vendor into a security card and delivers this to the
voter.

Note that the VN is unique to each voter, whilst the response
numbers are unique between a voter and a candidate. PCN
values are non-unique. The complete voting credential is
assumed to be a secret owned by the voter, sub–elements
of which are known by different domains of the election
authority.

B. Casting a Vote

Having received the polling card and security card, the voter
is now able to assemble their voting credential (see Figure 2)
and cast a vote. To do so, the voter sends a message (for
example, in an SMS message) consisting of their VN and the
PCN of their chosen candidate to the Vendor domain:

4547129037384571︸ ︷︷ ︸
VN

1642︸︷︷︸
PCN

The voter then waits for a generic response/failure message
for their vote. If the response indicates the vote was incorrect
the voter is permitted to try again. Alternatively, if the response



Fig. 1. Communication between the separate domains mCESG election authority architecture during the generation of voting credential documents for a
single voter. Note that no single domain has access to all voting credential information for a voter.

Fig. 2. The completed voting credentials for a single voter in the mCESG
scheme. The extra credential information consists of a voter number; a set
of personal candidate numbers and associated response numbers for each
candidate nominated in the election.

indicates that the vote was correctly received, the voter may
now proceed to verify this.

C. Verification of Vote

Verification occurs in two stages – pre and post declaration
of results, as illustrated in Figure 3. In the initial verification
step the election authority publicly commits to the voter’s
choice, without having to reveal its value. To achieve this,
the Vendor converts received votes to the corresponding RNs,
as illustrated on the voting credential (Figure 2). Note that
the Vendor is the domain responsible for generating response
numbers from Voter VN/PCN combinations during the initia-
tion phase. The calculated RN is then published by the Vendor,
for example on an electronic bulletin board.

Since each RN is a unique value describing a relationship
between a voter and a chosen candidate, publishing the re-
sponse number commits the election authority to the voter’s
choice without directly revealing the value of that choice.
Publishing the RN does not violate the secrecy of the voter’s
choice. The voter accesses the bulletin board of RNs after

casting a vote and confirms that the correct value is present in
the list. In the event that the RN does not appear after some
period of time (before the results are declared), the voter may
contact the election authority to resolve the dispute or obtain
another vote.

The second stage of the verification process occurs after
the publication of results. The Returning Officer supplies the
Vendor with the identity of the candidate associated with
each RN published on the bulletin board which are then also
published. Each voter may then confirm that the candidate
published next to their RN corresponds to that on their voting
credential. Note that following the publication of candidate
names, a voter can only challenge a discrepency between a
published RN and a candidate - they cannot challenge which
RN appears in the published list.

The voting and verification procedure requires only comu-
nication on the part of the voter – cryptographic operations are
only performed across the domains of the election authority
during initiation. This approach preserves the pollsterless
property of the original CESG scheme (and its benefits)
whilst also permitting direct voter verifiability. Cryptographic
computations are only employed in the generation of voting
credentials by the election authority during the initiation phase.

III. VARIATION FOR ORDINAL ELECTORAL SYSTEMS

Ordinal electoral systems introduce additional complexity
for a voter, since they are required to rank the candidates
in order of preference, rather than select the most preferred
alone. The original mCESG exasperates this complexity, since
a voter would need to be presented with a PCN value for every
possible permutation of candidates on their voting credential
in order to prevent information leakage from the vote during
communication. In this section, an adaption of the mCESG
scheme to ordinal electoral systems is presented. The adaption
does not increasing the size of the voting credential provided
to the voter.

To permit ranked votes, the voting credentials are modified
as illustrated in Figure 4.Preference numbersare incorporated



Fig. 3. The lists of response numbers and votes committed to by the Vendor’s Publisher module during the two phases of verification. The gray dotted boxes
indicate the location of Alice’s vote in the list.

Fig. 4. Voting credentials modified to permit ordinal (ranked) voting for
electoral systems such as Single Transferable Vote (STV). The credentials
are modifed from figure 2 to includepreference codeswhich indicate the
preference to be associated with a particular candidate.

into the PCNs and the RNs on the voting credentials. PNs
consist of random digits associated with each possible rank a
voter may wish to associate with a candidate. The preference
codes are inserted at a random location for each voter in order
to prevent their identification during transmission. In Figure 4
the preference codes for PCNs are inserted at index one, whilst
the preference codes for the RNs are inserted at index three.
In addition, a set of Check Sum Numbers (CSNs) are added
to the voting credential. The CSNs are used to indicate to the
election authority the number of preferences that are to be in
the voting message, preventing an attacker from intercepting
a message and removing lower order ranked candidates.

To cast a vote, the voter sends a message similar to that
described in section II-B. However, the voter must choose a
rank for each candidate voted for, by choosing exactly one
preference code. For example, should the voter wish to vote
Neville Chamberlain as first preference and Clement Atlee for
second preference, they would send the following message:

4547129037384571︸ ︷︷ ︸
VN

6

1st︷︸︸︷
7 24︸ ︷︷ ︸

N. Chamberlain

6

2nd︷︸︸︷
8 12︸ ︷︷ ︸

C. Atlee

8965︸︷︷︸
2 candidates

During the first phase of the verification process, the voter

would expect to see the RNs for each candidate they voted
for as before, but also containing the correct RNs. From the
example above, the voter would expect:

835{5}72 932{7}01

on the bulletin board. During the second phase of verifica-
tion, the candidate associated with each rank of the vote is
published in association with the RN, for example:

835{5}72 932{7}01 1st: N. Chamberlain 2nd: C. Atlee

Note that the construction of the adapted voting credentials
does not require any re-configuration of the election authority.
The extra information may be added by the Vendor to the
anonymous Candidate Numbers supplied by the Returning
Officer.

IV. PROVIDING RECEIPT–FREENESS

A valid criticism of the mCESG scheme is that it provides
a receipt to voters. The voting credential is assumed to be a
secret held by the voter who is responsible for its security.
As such, voters are potentially vulnerable to being coerced
into revealing their vote. To prevent this attack, many voting
schemes are designed to bereceipt–free(for example [20])
where a voter is unable to prove they voted a certain way
to another participant after the fact. Further, the voter cannot
prove to an attacker that their vote was incorporated in the
tally of votes.

The goal of the adaption described here is to replicate the
notion of receipt–freeness in practice in current UK systems.
Any modification to the mCESG scheme must still provide
re-assurance to voters that their votes have been correctly
counted.

For simplicity, the receipt–free adaption is described with
respect to the original mCESG scheme, although combination
of receipt–freeness with the ordinal electoral system variation
is feasible. The key to the receipt–free scheme is to separate
the association between voters and chosen candidates in the
response schemes. To achieve this, a voter is assigned a single,
unique Personal Response Number (PRN) on their voting
credential. Each candidate on the voting credential is assigned
a smaller, non–unique Candidate Response Number (CRN).
Figure 6 illustrates the modified voting credential. Note that
the responsibility for generation and delivery of both new types



Fig. 5. The transitions that occur in the published list of response numbers during the phases of verification in the receipt–free adaption of the mCESG
scheme.

Fig. 6. Receipt free voting credentials. Note the Response Number is
now explicitly divided into Vote Response Number and Candidate Response
Numbers.

of RN may still be split between the various domains of the
election authority.

The procedure for casting a vote is the same as in the
original mCESG scheme – the voter sends a message contain-
ing their Personal Voter Number and the Personal Candidate
Number of their choice. Figure 5 illustrates the receipt–free
verification procedure, which is now split into three phases.
Prior to the close of poll, the voter is only able to observe their
PRN on the bulletin board. This commits the election authority
to acknowledging receipt of votes without at this stage publicly
committing to the voter’s choices. At this stage, any voter may
demonstrate to another participant that they have taken part in
the election, but not how they voted. This is comparable to the
current UK voting system, where the identities of participants
in an election are published after the close of poll in a marked
roll [21].

After the close of poll, the second verification phase occurs.
In the isolated presence of polling officials, the nominated
candidates in the election and their agents the election au-
thority reveals the one–one association between PRNs, CRNs
and candidate identities. This process commits the election
authority to the associations to the candidates, but not publicly.
If desirable, a trusted participant in the election process (the
Electoral Commission, for example) could receive an escrowed
copy of the associations to prevent the Vendor and Returning
Officer changing the associations later.

Having observed the complete set of associations, the can-

didates are now permitted to select a small number to be
published on the bulletin board. Initially, only the association
between the chosen personal RNs and candidate RNs is
published. A period of time is then permitted for voters to
re–check the bulletin board and, if published, confirm that the
association between their PRNs and CRNs is correct. This is
similar to the initial phase of the original mCESG scheme,
except that only a sub–set of voters (selected blindly by the
candidates) are able to verify that the correct association was
made for their vote.

Assuming no objections are raised to the published associ-
ations, verification proceeds to the final phase for the election.
The election authority publishes the association between all
candidate response numbers and candidates. The sub–set of
voters who were permitted to verify the association between
their RN and their candidate RN may also now verify the
association with their chosen candidate. The election authority
cannot cheat at this stage since it has already committed to
the complete one–one associations to the candidates prior to
the selection of votes to be verified. This approach may be
considered an example of acut and chooseprotocol and is
similar to theparallel testingapproach advocated for use in
the United States and Ireland, where random electronic voting
machines are removed from active polling on polling day and
tested for accuracy alongside the remaining machines [22],
[23].

A. Selecting the Security Parameter

The significant parameter for the receipt–free voting scheme
is the proportion of voters who are able to verify their vote in
the tally. Keeping this proportion small limits the number of
voters for whom the scheme is not receipt free (those who are
able to verify their vote), whilst if the parameter is too small,
the probability of the election authority cheating undetectably
increases.

Denote t as the number of voters permitted to verify
their vote out ofV voters, such thatt ≤ V . Assuming all
permittedt voters follow the verification procedure and that the
election authority attempts to changen votes, the probability
of detection may be defined as:

pd = 1−
n−1∏
i=0

(
1− t

V − i

)
By example, consider a typical UK parliamentary election

where 50,000 votes are cast and where an election authority



will attempt to change sufficient votes to overcome the major-
ity of the legitimate victor. As few ast = 1000 verifiers, would
be required to act as verifiers to provide a high probability of
detecting cheating when the number of mis–assigned votes
was greater than 200. This would provide a random coercible
population of just 2% of the electorate for an attacker. Thet
variable could be chosen at the start of the verification process,
in agreement between the candidates and election officials.

V. FUTURE WORK: USABILITY TESTING

The preceding discussion has omitted a discussion on the
consequences of the adaptions for usability of the mCESG
scheme. Previously we posed several questions regarding the
usability of the original mCESG scheme [24]. It may be
noted that the work–load required of a voter for the ordinal
electoral system adaption is linear, as opposed to constant for
the original scheme for casting a vote. Although the receipt–
free adaption does not require extra work on behalf of the
voter, it is perhaps intuitively hard to understand, since the
voter may only verify that their vote was counted correctly if
their vote is selected.

The variations of the mCESG scheme thus raises several
further questions;

1) What additional error rate can be expected from voters
using the ordinal electoral system variation. If a sizable
proportion of voters are unable to follow the voting
procedure the accessability of the mCESG consequently
will reduce.

2) What proportion of voters will take the necessary mea-
sures to verify that their vote has been correctly tallied?
Although the election authority cannot determine which
voters have not verified their vote, if the proportion of
voters who do so is sufficiently low, then the probabil-
ity of the election authority cheating undetectably will
increase (effectively due to reducedt).

It is anticipated that only substantial usability testing will
resolve the two questions posed above. A prototype of the
modified CESG system has already been implemented - it is
anticipated that trials will take place within the next year.

VI. CONCLUSIONS

Two variations have been presented to the mCESG poll-
sterless remote electronic voting scheme. The scheme has
been demonstated to be capable of supporting ordinal electoral
systems that are currently being introduced for UK elections.
A means of providing a threshold receipt–free mechanism
for the scheme is also described, in which the candidates for
election and a small sub–set of voters (the vote checkers) co–
operate to verify that the election authority has not cheated,
with high probability.

The variations retain the advantageous features of the orig-
inal scheme, permitting voters to cast and (partially) verify
their vote without recourse to a pollster artifact. The design
of the scheme is intended to fulfill the requirements of the
UK electoral context and thus must be adapted as those re-
quirements change. In particular the scheme has been designed

with the UK government’s requirement for multi–channel
elections, by providing a scheme that may be employed on
a variety of platforms. It is anticipated that testing in elections
using a prototype implementation of the scheme will examine
questions raised here and elsewhere regarding the usability of
the mCESG scheme.
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