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IT systems are increasingly
controlling and supporting
processes and complex
interactions between humans

and machines

Thomas T. Hildebrandt IT UNIVERSITY OF COPENHAGEN



finclude “CNSYCAST\\Tutorial\cpp\“cpptypes h*
finclude “C:\WOASTS\Tutorials\‘cppi\‘database h*
Zinclude “C \WWEASTN\Tutorials‘cpp\‘\nanager h*
void Nanager PlaceOrder(int Table, int Seat, OrderType Order)

ToblelataType TableDatas.
Data DeleteTableRecord(&TableData).
Data GotTableRecord(Table. &Tablelata)
TablelData IsOoccupied = true;
TablelData NusberInPartyes:
Tablelata Order{Seat)] = Order;
11 avitch (Oxder Entree) (
3 2 (T) cane Steak
TableData CheckTotal ++ 14
break.
R | (T sze Chicken
TableData CheckTotal ++ 10
break
6 ‘T case Lobster

TableData CheckTotal ++ 18

break;

1 8 (T cane Pasts
TableData ChockTotal ++ 12
break

10 T detfalt
break:
}
- e -~

but the technology is not ready for the complex reality!
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So we added modularity
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So we added modularity

types
exception handling

concurrency control & transactions
run-time monitoring

and we are adding

(imperative) behavioural types

run-time adaptation

but we still need to bridge the gap
between requirements (what & why)
& implementation (how)

Thomas T. Hildebrandt (hilde@itu.dk)



mailto:hilde@itu.dk

Sequencing and Loops considered harmful

March 18th, 2016

Imperative models prescribe
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Imperative models prescribe how

| Start Event ‘
S | Admit | Transition | Schedule | /=N

% Paths and concurrency are explicit
< execution easy to understand & distribute

, §8
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Imperative models prescribe how

Start Event |
E I &> - Admit | Transition _| Schedule | /2N

% Paths and concurrency are explicit
< execution easy to understand & distribute

| :
= Y,
8 Check Discharge
2 : Patient Recor Patient
& L | ?

2 The reason for choosing these paths is implicit
= The models are rigid &
difficult to adapt when rules change
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Declarative models describe why

Co After examining the patient a decision must be made. However, this must not be done
before the examination.

C3 After the examination, the patient must be informed about the risks of the (planned)
surgery.

Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.
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Declarative models describe why

C ﬁter examining the patient a decision must be madesHowever,-this must not be done
before the examination. MTA
C3 ﬁfter the examination, the patient must be informed about the risks\of the (planned)
SUrgery. Schedule Surgery
Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.
Physician
Discuss
Physician Anesthesis
Physician
- —>

Examine Patient

Make Decision

.\>

Physician

Dynamic Condition Response (DCR) Graphs = oiscussriss
or DECLARE
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Declarative models describe why

C After examining the patient a decision must be made; However,-this must not be done
before the examination. MTA
C3 After the examination, the patient must be informed about the risks\of the (planned)
SULZELY. Schedule Surgery
Cy4 Before scheduling the surgery the patient has to be informed about anesthesia.
Physician

© compliance rules (the reasons) are the model

= flexible & maintainable when rules change
— - |

Physician

Dynamic Condition Response (DCR) Graphs = oiscussriss
or DECLARE

Thomas T. Hildebrandt (hilde@itu.dk) .
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Execution of DCR Graphs
e Xformatics DCRGraphs.net

Examine Patient

Discuss Risks

Discuss Anesthesia

Thomas T. Hildebrandt (hilde@itu.dk) ;
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Execution of DCR Graphs
e Xformatics DCRGrapﬂhs.net

NTA

Schadule Surgery

Schedule Surgery

Examine Patent Physician

\ Make Decson

Physician

Examine Patient Physician

\ Make Decision

Physician

4

Discuss Risks

, .
Examine Patient ! Make Decision

= .
Discuss Risks I Discuss Risks

Discuss Anesthesia

Discuss Anesthesia

Examine Patient
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Execution of DCR Graphs

e Xformatics DCRGrapbs.net

Schadule Surgery
Schedule Surgery

Physician

2 DCR Graphs are directly executable

% The state of a graph is a familiar to-do list

- '

, .
Examine Patient ! Make Decision

. .
Discuss Risks REElES RS

Discuss Anesthesia Discuss Anesthesia

Examine Patient

Thomas T. Hildebrandt (hilde@itu.dk) ;
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DCR Graphs workflow engine
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Exclusion and Inclusion in DCR

Tasks
Patient . _ v
unconscious Patient conscious
MTA Patient unconscious
Patient conscious
Schedule Surgery Examine Patient
% Discuss Risks
Physician
Discuss Anesthesia
Discuss Simulation Log
Anesthesia
Physician
Examine Patient Physician
o Make Decision
Physician

IT UNIVERSITY OF COPENHAGEN
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Exclusion and Inclusion in DCR

Tasks
Patient . : Filter List By Roles -
UNCONSCIOUS Patient conscious
MTA Schedule Surgery
Patient conscious
Schedule Surgery Examine Patient
%
P .. Discuss Risks
Physician
Patient unconscious
Eonlin Simulation Log
Anesthesia
Physician . .
Patient unconscious
by Thomas Hildebrandt at 16:40:11
Examine Patient Physician
o e
Make Decision
Physician
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Exclusion and Inclusion in DCR

Tasks
Patient Pati . v
unconscious atient conscious
MTA ' _
Examine Patient
Discuss Risks
Schedule Surge . -
A gery Discuss Anesthesia
Yo
Physician Patient unconscious
Patient conscious
Discuss
Anesthesia Simulation Log
Physician
Patient conscious
by Thomas Hildebrandt at 16:44:45
Examine Patient Physician Patient unconscious
< - by Thomas Hildebrandt at 16:40:11
Make Decision
Physician

IT UNIVERSITY OF COPENHAGEN
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A DCR process language

[FM 201 5]

TU ::=ce f condition
e o— | milestone A” regular &
co— f response .
et f o clusion omega-regular properties
e =% f exclusion
T|U parallel
0 unit
¢ ::= (h,i,7) event state
M,N ::= M,e: P marking
| e
PQ = M|T process

Implemented at dcr.itu.dk

Thomas T. Hildebrandt (hilde@itu.dk) "
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TU ::=ce f condition
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All regular&
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e i f - clusion omega-regular properties
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0 unit .
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A DCR process language

[FM 201 5]
TU ::=ce f condition
eo— f milestone
All regular&
co— f response .
e i f i elusion omega-regular properties
e =% f exclusion
T|U parallel
0 unit .
___——did the event happen!
2= (b, 0.7) eveastaie i it jncluded?
M,N ::= M,e: P marking
| e
PQ = M|T process

Implemented at dcr.itu.dk

Thomas T. Hildebrandt (hilde@itu.dk) "
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A DCR process language

[FM 201 5]

TU ::=ce f condition

eo— f milestone

All regular&

co— f response .

e i f i elusion omega-regular properties

e =% f exclusion

T|U parallel

0 unit

PQ = M|T process

Implemented at dcr.itu.dk

Thomas T. Hildebrandt (hilde@itu.dk) "
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DCR.ITU.DK

0. Welcome! v

. . .. Discuss Risks
"Examine Patient” [role="Physician"]
Physician

"Make Decision” [role="Physician"]

"Discuss Risks" [role="Physician"]

Examine Patient Make Decision

"Schedule Surgery” [role="MTA"] Physician Physician

"Patient unconscious”-->%"Discuss Anesthesia”

............... Patient conscious

""" .. ] Discuss Anesthesia Schedule Surge
"Examine Patient" *--> "Make Decision” + gery
"Examine Patient" -->* "Make Decision" ’ . |__—] Physician MTA
- . C e — o Patient unconscious

Examine Patient” *--> "Discuss Risks
(Accepting)

Thomas T. Hildebrandt (hilde@itu.dk) 3
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Semantics

| f—eele:0,0,0 (when ¢ = h)

e:d1 / e:02 /
T+ M|\ Ty — T M| 1Ty —= T:
M ef; 0 [INTRO] M T, L — éa] ° 2 [PAR]
M| T — T (M) Ty | To ——2 T/ | T}
M) T <% 7'
[EFFECT]

Thomas T. Hildebrandt (hilde@itu.dk) 4
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DCR* - sub processes/replication

[FM 2015]
TU i=ece f Co.ndltlon | (ve: D) T local event
e o f milestone | e{T} reproductive event
co— f response
e —+ f inclusion , e:s /) -~ /
e =% f exclusion [M] I — 71 1 =o 1 [REP]
T|U parallel [M] e{T} i) €{T} | 1"
0 unit
G ::= (h,1,7) event state
M,N :=M,e:d ki I
, ’ € TS Acceptance undecidable
€
P,Q:=[M|T process

also implemented at dcr.itu.dk

Thomas T. Hildebrandt (hilde@itu.dk) s
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Sub process example

"Examine Patient" [role="Physician"]

.............. Examine Patient
"Schedule Surgery" [role="MTA"] ?

Physician

"Patient unconscious"-->% "Discuss Anesthesia"

"""""""" Patient conscious

-------------- 5| Discuss Anesthesia Schedule Surgery
o —>@
. ‘ | ] Physician MTA
Patient unconscious
"Examine Paticnt"{ (Accepting)

/!"Make Decision" [role="Physician"]
/!"Discuss Risks" [role="Physician"]
"Discuss Risks"-->*"Make Decision"
"Make Decision"-->%"Make Decision"
"Make Decision"-->%"Discuss Risks"

}

Thomas T. Hildebrandt (hilde@itu.dk) 6
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Alternating bit-protocol

the Alternating Bit Protocol. Alice repeatedly sends to Bob alternating messages Msg1 and Msg2

I"Msgl" [role="Alice"] #Message 1 is initially required o atine vt
"Msg2" [role="Alice"]
"Msgl"*-->"Msg2" #After Msg 1 eventually Msg2 must be send =~ "
"Msg2"*-->"Msgl" #After Msg 2 eventually Msg1 must be send

"Msg2"--<>"Msgl" #Msgl can not be send while Msg2 1s required”
"Msgl"--<>"Msg2" #Msg2 can not be send while Msg1 is required”

Thomas T. Hildebrandt (hilde@itu.dk) -
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Alternating bit-protocol

the Alternating Bit Protocol. Alice repeatedly sends to Bob alternating messages Msg1 and Msg2

I"Msgl" [role="Alice"] #Message 1 is initially required o atine vt
"Msg2" [role="Alice"]
"Msgl"*-->"Msg2" #After Msg 1 eventually Msg2 must be send = ™
"Msg2"*-->"Msgl" #After Msg 2 eventually Msg1 must be send

"Msg2"--<>"Msgl" #Msgl can not be send while Msg2 1s required”
"Msgl"--<>"Msg2" #Msg2 can not be send while Msg1 1s required”

but will always concurrently wait for the acknowledgement Acki to send Msg;.

‘Msgl™{ "Msg2" {
/1"Ack1" [role="Bob’] /1"Ack2" [role="Bob"]
el A 'AG2" > TMsg2 deritu.dk
"Ackl"-->%"Ack1" } ' ACK2"-->%" Ack2" } .ITU.

Thomas T. Hildebrandt (hilde@itu.dk) -



mailto:hilde@itu.dk

Sequencing and Loops considered harmful March 18th,2016

timed DCR*

A
k [FM 2015]
T.U :=ce f condition, k € N U {0} IQNAIT
e o f milestone .
e ol f response, d € N U {w}
e >+ f inclusion
e =% f exclusion
T|U parallel | (ve:®) T local event
, ey’ reproductive event
0 unit
¢ ::= (h,i,7) event state
M,N ::= M,e: P marking
| e
PQ = M|T process

Thomas T. Hildebrandt (hilde@itu.dk) 5
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timed DCR*

i [FM 2015]
T.U = c o f condition, k € NU {0} [:WALT
e o f milestone ——
e o% f response, d € N U {w}
e >+ f inclusion
e =% f exclusion
T|U parallel | (ve:®) T local event
0 nit | e{T'} . reproductive event
___—how long ago did the event happen?
¢ ::= (h,i,r) event state
M,N ::= M,e: P marking
| e
PQ = M|T process

Thomas T. Hildebrandt (hilde@itu.dk) 5
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timed DCR*

)
k s [FM 2015]

T.U :=ce f condition, k € N U {0} IQNAIT

e o f milestone —aJ

e ol f response, d € N U {w}

e =+ f inclusion

e =% f exclusion

T|U parallel | (ve:®) T local event

0 . | e{T} reproductive event

uni

___—how long ago did the event happen?

O = (h,,r event state
M,N ::= M,e: P rnalrli1

ing ., : :
when is it required in the future!?
PQ = M|T process

Thomas T. Hildebrandt (hilde@itu.dk) 5
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Timed data protection policv

(also implemented at dcr.itu.dk)

"Release" *-[14]-> "Delete records”
"Release" *--> "Archive records”

"Release" -->+ "Delete records”

"Archive records" --<> "Delete records”

"Re-admit" -->% "Delete records”

"Archive records" -[28]->* "Delete archived records”

Thomas T. Hildebrandt (hilde@itu.dk) 9
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Timed data protection policv

(also implemented at dcr.itu.dk)

"Release" *-[14]-> "Delete records"
"Release" *--> "Archive records"

"Release" -->+ "Delete records”
"Archive records" --<> "Delete records”
"Re-admit" -->% "Delete records”

"Archive records" -[28]->* "Delete archived records”

v l/ "\

me state (after ReleaSe)

Event Last executed Deadline

Archive records 1 w by 1 ticks
Delete archived records 1 1

Delete records L 14

Re-admit L - P Auto-advanceevery 5 seconds
Release 0 1

Thomas T. Hildebrandt (hilde@itu.dk) 9
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Timed data protection policv

"Release" *-[14]-> "Delete records"
"Release" *--> "Archive records”

"Release" -->+ "Delete records”

"Archive records" --<> "Delete records”

"Re-admit" -->% "Delete records”

"Archive records" -[28]->* "Delete archived records”

| Ime state : [ Ime control
(after | time step)
Event Last executed Deadline
Archive records 1 w ADVANCE TIME by 1 ticks
Delete archived records 1 1
Delete records 1 13
Re-admit + + B Auto-advanceevery 5 seconds
Release 1 1

Thomas T. Hildebrandt (hilde@itu.dk) 20
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T
"Re!
"Re!

med data protection policv

ease" *-[14]-> "Delete records”
ease" *--> "Archive records"

HRe'

ease" -->+ "Delete records”

"Archive records" --<> "Delete records”

"Re-admit" -->% "Delete records” Time

oy

W N
£y C
\
\
' ) — N

"”":\'(aftel' |4 time StePS)

E "v‘l‘ C rj t

Archive records
Delete archived records
Delete records

Re-admit
Release

Thomas

"Archive records" -[28]->* "Delete archived records”

Last executed Deadline

1 1

1 0

- - B Auto-advanceevery 5 seconds
14 1

Advancing time beyond 1 ticks would miss a deadline.

T. Hildebrandt (hilde@itu.dk) 5
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T
"Re!
"Re!

med data protection policv

ease" *-[14]-> "Delete records”
ease" *--> "Archive records"

HRe'

ease" -->+ "Delete records”

"Archive records" --<> "Delete records”

"Re-admit" -->% "Delete records” Time

oy

W N
£y C
\
\
' ) — N

"”":\'(aftel' |4 time StePS)

E "v‘l‘ C rj t

Archive records
Delete archived records
Delete records

Re-admit
Release

Thomas

"Archive records" -[28]->* "Delete archived records”

Last executed Deadline

1 1

1 0

- - B Auto-advanceevery 5 seconds
14 1

Advancing time beyond 1 ticks would miss a deadline.

T. Hildebrandt (hilde@itu.dk) 5
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March 18th, 2016

Policv enforcement

user
worklist

user
worklist 2
selection of ., utomaticinvocation selection of automatic invocation
a particular of the corresponding & particular of the corresponding
work item ’apglltiallon service
Seaisarfom) oo

work item application service
(e.g., user form)

Workflow ¢Rgine
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Enforceabilitv & Escalation

lDeadlines in schedule|

Some events are uncontrollable are closer than they
appear

in particular human activities

Oh Cinderella, when | said midnight
| meant midnight. Now let's see if |
can get you out of this...

But time is unstoppable....

Need compensation, escalation
or proactive enforcement

freshspectrum.com
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Proactive Enforcement

Request permission?

|
Grant/deny!

T ¢ Svst Enforcement
arget system Mechanism
Inform

.
J< Cause actions! :

Try research-prototype at dcr.itu.dk/obligations
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Causability Enforcement control
Event Causable? off ‘ on
Archive records Vv Deadline at 0; taking compensatory action.

Delete archived records

Delete records Vv

Re-admit

Release

Quick selections

All None Invert

BUSY events [Lemma Z9) INNIDITION CIOSUre OT BUSY |VeT N 2Y)
Archive records Delete records
Delete records Archive records

. . . CHOOSE AS CAUSABLE
dcr.itu.dk/obligations L
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Implementation in F#

// A PEP takes as input an Observation which is
// either an (attempted) transition, or a deadline
// approaching.
type Observation =
| Transition of DCR.event
| Deadline of DCR.event
| Inform of DCR.event

// A PEP produces as output a Reaction. (Code for
// acting on the Reaction is not included here.)
type Reaction =

| Grant

| Deny

| Cause of DCR.event list

| Ignore

// DCR-PEP. Takes a current DCR policy-state P and
// an Observation, and produces a Reaction and a
// new DCR policy-state.
let PEP P observation =
match observation with
| Deadline e —>
Cause (resolve P e), P // (1)
| Transition e —>
if (DCR.is_executable P e) then

Grant, DCR.execute e P // (1iii)
else
Deny, P // (ii)
| Inform e —>
Ignore, DCR.execute e P // (1i1)

Thomas T. Hildebrandt (hilde@itu.dk) 2
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What is special for DCR graphs?
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What is special for DCR graphs?

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions
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What is special for DCR graphs?

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

® Expressive and decidable:
Can express all regular safety and liveness properties
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What is special for DCR graphs?

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

I I . Simulation ‘
® Expressive and decidable: = O
Can express all regular safety and liveness ™

! No Surgery

® Operational and understandable:
Run-time state as ‘“‘check-list” on events
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What is special for DCR graphs?

® Formal and close to natural language:
Conditions, Responses, Inclusions and Exclusions

I I . Simulation ‘
® Expressive and decidable: = O
Can express all regular safety and liveness ™

! No Surgery

® Operational and understandable:
Run-time state as ‘“‘check-list” on events

e Efficient monitoring/enactment & adaptable:
Local decision of enabledness & effect of events
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® TJools (DCRGraphs.net, dcr.itu.dk)

. . . . LAP82,201 3,
® Verification, Time & Dynamic Subprocesses EPMM,FMI 5]

® Distribution & Independence 'SEFM201 1,.BPM 5]

® Search Path & projections [srmi4)

® Applications to case studies [FHIEs2011,ACMI4,8PMI5]

(Healthcare, case management & emergency management)

® Run-time adaptation & refinement [Epoc2013][ACMI4][FMi5]

® Programming Language/Calculi [pees2012,resLsi5)

Thomas T. Hildebrandt (hilde@itu.dk) )8



mailto:hilde@itu.dk
http://DCRGraphs.net
http://dcr.itu.dk

Sequencing and Loops considered harmful March 18th,2016

Current activities

® (Case studies

® Extensions (transactional sub processes, data,
communication)

® Process Mining & prescriptive process monitoring
® End-point projection

® Supervisory-control-theory

Thomas T. Hildebrandt (hilde@itu.dk) %
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End point proiection

Workflow &nginé
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. SELF SERWIC Papers: [SEFM201 |,FHIES201 I]
New employee
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Papers: [SEFM201 | ,FHIES201 I ]

HR

Contract signed

Prepare for first day

Find out needs

Employee Employee
Needs PC Does not need PC
/0 &
FM
Arrange PC
FM FM FM
Order PC Place PC at desk Find Desk
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HR

Contract signed
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Find out needs

Employee Employee
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HR Employee Papers: [SEFM201 I,FHIES201 1]

‘ bea

HR

Conftract signed
Contract signed b " 9

E=ployee Employee

Neods PC Does not need PC

Find out needs

Employee

Does not need PC

FM

Arrange PC

FM M FM

Order PC Place PC at desk Find Desk
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HR

Contract signed

FM

MR

Employes

N
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l KR

E=ployee Employee

Neods PC Does not need PC
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Fing Dosk
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Papers: [SEFM201 | ,FHIES201 I ]

Contract signed

Find out needs

Employee

Does not need PC

Arrange PC

Order PC Place PC at desk Find Desk

IT UNIVERSITY OF COPENHAGEN


mailto:hilde@itu.dk

Thomas T. Hildebrandt (hilde@itu.dk)


mailto:hilde@itu.dk

HR

Contract signed

Thomas T. Hildebrandt (hilde@itu.dk)


mailto:hilde@itu.dk

HR

HR

Contract signed

Employee

HR

Contract signed

Prepare for first day

Find out needs

Employee Employee

Needs PC Does not need PC

Thomas T. Hildebrandt (hilde@itu.dk)

IT UNIVERSITY OF COPENHAGEN


mailto:hilde@itu.dk

HR

HR

Contract signed

Employee

HR

Contract signed

Prepare for first day

Find out needs

Employee Employee
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Contract signed

Prepare for first day

Find out needs

Employee
Needs PC
|
FM
Arrange PC
M FM FM
Order PC Place PC at desk Find Desk
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HR SEFM2015: Each role subscribes to remote events
- FM

HR
Contri gned
Employee -'
i
Prepare for first day
HR
Find needs
Contract signed Employee
)
Needs PC
'
Prepare for first day
|
FM
Find out needs Arrange PC
Employee Employee EM M FM
Needs PC Does not need PC Order PC Place PC at desk Find Desk
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Auto

HR
HRtoEmployee
Contract - 0 =%  <Contract>
signed(Contract)
Ic . Auto
0
HRtoFM
<Contract>
Auto Auto
HRtoEmployee EmployeetoFM
(contract) <PCtype>
0 4}
Prepare for first day
Find out needs
&}
Employee Employee
Needs PC Does not need PC
(PCtype)
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o

Auto

HRtoFM (contract)

°X

Prepare for first day
Find out needs
Auto
EmployeetoFM
(PCtype)
FM
Arrange PC FM
FM FM
Find desk
Order PC Place PC at desk
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Explicit communication events & data

Auto
HR
Auto
o HRtoEmployee
Contract 0 =%  <Contract>
signed(Contract) bmmr
o contract
0 I Auto ( )
0
0
HRtoFM
<Contract>
Prepare for first day
[\ Find out needs
Auto Auto
Auto
HRtoEmployee EmployeetoFM
(contract) <PCtype> EmployeetoFM
(PCtype)
0 [ A‘
O l
0 Prepare for first day FM
Arrange PC FM
Find out needs FM FM
. .
Employee Employee Find desk
Order PC Place PC at desk
Needs PC Does not need PC
(PCtype)
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Conclusion
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Conclusion

® DCR Graphs provide an adaptable, declarative
alternative to imperative control, safety and liveness

conditions - replacing choice, sequencing and looping
with include/exclude, conditions and responses
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Data example

Input events:

Hours? HourlyRate? TaxRate?

Computation events:
|= HourlyRate x Hours|Wage = Wage * (1 — TaxRate)|WageAfterTax

Thomas T. Hildebrandt (hilde@itu.dk) 5
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Data example

Input events:

Hours? HourlyRate? TaxRate?

Computation events:
|= HourlyRate x Hours|Wage = Wage * (1 — TaxRate)|WageAfterTax

Dynamics/reactions/behaviour:

Hours e Wage | HourlyRate o Wage | TaxRate o WageAfterTax | Wage o WageAfterTax
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Data example

Input events:

Hours? HourlyRate? TaxRate?

Computation events:
|= HourlyRate x Hours|Wage = Wage * (1 — TaxRate)|WageAfterTax

Dynamics/reactions/behaviour:

Hours e Wage | HourlyRate o Wage | TaxRate o WageAfterTax | Wage o WageAfterTax

0 0
Hours e<— HourlyRate | Hours e<— TaxRate
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Communication & Obligations

0;WageAfterTax#£_L

RequestPayment e > Finance | Finance(WageAfterTax) |

Finance —% RequestPayment | Answer —+ RequestPayment | Answer? | RequestPayment?

Finance?ToPay | Decision? | Answer(Decision)SendAnswer | ToPay e— Decision

.20 10 .
Decision e—> SendAnswer | SendAnswer e<— Decision
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