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1.   APPLICABILITY OF ESARR 6



1. TO WHOM EXACTLY ESARR 6 APPLIES


Applicability to Member States:

· The EUROCONTROL Member States are bound by decisions taken under either the current or revised EUROCONTROL Convention, and consequently have to implement and enforce within their legal order the safety regulatory requirements contained in such decisions.

· Therefore, each Member State has to identify the actions needed to fulfil this international commitment. EUROCONTROL Member States will have to ensure through appropriate safety regulation that ATM service-providers meet these requirements.

· The EUROCONTROL Permanent Commission decision requires EUROCONTROL Member States to incorporate and implement in national ATM regulatory frameworks of, the EUROCONTROL Safety Regulatory Requirement (ESARR 6) entitled “Software in ATM Systems”, as developed by the Safety Regulation Commission.
· Like for any other ESARR the national incorporation and implementation should consider ESARR 6 as minimum safety regulatory requirements.
Applicability to ATM service-providers:

· ESARR 6 shall apply to all providers (civil and military) of ATM services that fall under the jurisdiction of the national ATM safety regulatory body(ies) (civil and military) . ATM service-providers who have the responsibility for the management of safety in ground-based ATM systems and other ground-based supporting services (including CNS) under their managerial control will have to implement the requirement within their organisations.

· The software safety assurance system already existing for ATM systems under the direct managerial control of the military ATM organisation can be accepted, provided it accords with the obligatory provisions of ESARR 6. The acceptability of assurance in this cases is to be decided in accordance with the national institutional arrangements. Therefore depending on the State internal arrangements it can be  military or civil authority.



1.   APPLICABILITY OF ESARR 6 cont’d



2. TO WHICH TYPE OF ATM SOFTARE -  ESARR 6 APLLIES? (IS IT APPLYING TO LEGACY SOFTWARE, CORRECTIVE MAINTENANCE etc. ?)



· ESARR 6 will not apply to the existing SW (legacy SW) or the SW developed prior of a certain date between T0 and T0+3 years. Definitely after the T0+3 years any SW development shall have to meet ESARR 6. It could well be that service providers will decide to set -up an intermediate date because they apply the majority of the requirements.

· ESARR 6 cannot apply to several legacy systems as the majority of its requirements cannot be fulfilled retrospectively

· For the CNS/ATM ground systems already existing at the time of the production of this requirement and which are still subject to software changes, only the changes if any, may be affected by this requirement. The decision whether to apply this requirement, should be concerted with the regulatory body responsible for the safety of these CNS/ATM systems.

· As a natural continuation of ESARR 3 and 4 , ESARR 6 inherits the applicability of those referred ESARRs at the ATM software level. 

     

1.   APPLICABILITY OF ESARR 6 cont’d



3. WHAT ABOUT COTS – COMMERICAL OFF THE SHELF SOFTWARE?



· COTS are usually the commercial available application sold by vendors through public catalogue listings. COTS software is not intended to be customised or enhanced. Contract-negotiated software developed for a specific application is not COTS software; The so called NDI – non developmental items (software ) or previously used software are to be considered COTS;

· ESARR 6 requires for provisions of the same level of confidence, through any means chosen and agreed with the Designated Authority, for developmental and non-developmental ATM software (e.g. COTS - commercial off-the-shelf software, etc) with the same software assurance level;

· The “success stories” (previously used software) are not necessarily replicable in another environment with another personnel. However the existing cases could well serve as an argument between the service provider and the regulator. The rigour and depth of this argument will always need to be established between the regulator and the service provider on a case by case project, so as to have a balanced and feasible safety oriented approach. The safety assurance existing for Non-developmental software can contribute to reduce the burden of redeveloping a full safety case and certainly ESARR 6 in its current version doesn’t prohibit that. (e.g. the same ATM software application working in State X might not work with the same level of integrity in State Y due to other local environment conditions (such as different HW , different operating procedure, staff trained differently or not trained at all)).

· It is to be acknowledged that not always all the assurances that can be produced for developmental software can be available for COTS. However alternates methods shall be used to augment design assurance data for COTS software components at a desired assurance level. When COTS are used on a CNS/ATM system, additional consideration such as planning, acquisition and verification should be addressed.

· Risk mitigation techniques may be used to reduce the CNS/ATM system’s reliance on the COTS The goal of these mitigation techniques is to accommodate the assigned failure conditions classification by reducing the effect of COTS on the CNS/ATM system function Risk mitigation techniques may be achieved through a combination of people, equipment, procedures  or architecture.
     

2.   NEED FOR SAFETY REGULATION ON ATM SOFTWARE



4. WHY DO WE NEED SAFETY REGULATORY REQUIREMENTS ON ESARR 6 ?



· The introduction of SMS by ATM service-providers has been identified as an essential measure to preserve and improve safety. Accordingly, there is a need for provisions to require further detailed requirements for dealing with ATM software specific requirements by the service providers.

· However, it should be noted that the establishment of specific regulations on SMS does not supersede other existing safety standards and regulatory requirements. Compliance with safety standards and requirements is recognised as essential not only to ensure minimum criteria across the industry, but also to build robust safety arguments on which safety objectives are achieved by using the SMS. It will be later on demonstrated the very close links between ESARR 3 and ESARR 4 and between Software Safety Assurance System and the SMS.
· Errors in the design, operation or maintenance of the ATM System, or failures in the ATM System functions supported by software, could result in, or contribute to, a hazard to aircraft.  The increasing integration, automation and complexity of the ATM System in the ECAC region necessitates the use of formal processes to demonstrate that all changes to the ATM System, including its software-based elements, can be introduced while preserving tolerable levels of safety.
· It is the SRC’s view that further continuation of this safety regulatory development process is necessary in applying the  principles of Risk Assessment and Mitigation to the specialised safety-related area of software-based ATM systems
     

3. ICAO SARPS and ESARR  6


5. IS THERE ANY PRECEDENTS IN ICAO SARPS TO DEAL WITH SOFTWARE IN ATM SYSTEMS ?



· More than 4 years ago, no ICAO SARPS were then in place or were planned to cover this field, and this is still true today. Yet, national regulatory bodies lacked then, and still lack today, a safety regulatory basis for approval of the ATM systems supported by software.



4.   ESARR 6 links with ESARR 3 and ESARR 4



6. HOW ESARR 6 RELATES TO ESARR 3 AND ESARR 4? 



· ESARR 6 is the natural continuation of the regulatory framework for Safety Management Systems introduced by ESARR 3 and for Risk Assessment and Mitigation introduced by ESARR 4

· ‘Risk Assessment and Mitigation’ is the process used in ATM by organisations planning changes to the ATM System, to assess and control the safety effect that those proposed changes may have on aircraft operations. The process aims to ensure that the risks associated with hazards in the ATM System are systematically and formally identified, assessed and managed within safety levels which as a minimum, meet those approved by safety regulatory authorities.  EUROCONTROL has already put in place two important safety measures: - 

· ESARR 3 (Use of Safety Management Systems by ATM Service Providers) contains a general requirement that safety management systems should include risk assessment and mitigation to ensure that changes to the ATM system are assessed for their significance,  that all ATM system functions are classified according to their severity, and that appropriate mitigation of risks is implemented.

· ESARR 4 (Risk Assessment and Mitigation in ATM), developing ESARR 3 requirements on Risk Assessment and Mitigation, provides for a comprehensive process to address the ATM system in terms of its constituent parts (people, procedures and equipment) and their interactions, when introducing and/or planning changes to the ATM System.

· See for detailed links ESARR 3 Section 5.2.4 and ESARR 4 sections 5.1-5.3 as well as 8.2.2. Link with ATM Software qualification 

8.2.2.1 - The safety objectives allocated to each hazard drive the determination of specific means to attain the proper level of confidence in the success of implementing the mitigation strategies and related safety requirements.

8.2.2.2 - These means may include a set of different levels of constraints being set on specific software elements of the ATM System”.



4.   ESARR 6 links with ESARR 3 and ESARR 4 cont’d



7. WHAT NEEDS TO BE IN EXISTENCE TO BE ABLE TO APPLY ESARR 6 ? (i.e. WHAT ARE THE A PRIORI CONDITIONS/ASSUMPTIONS TO BE ABLE TO IMPLEMENT ESARR 6?



Certain a priori assumptions when applying ESARR 6 have to be considered:

· It is assumed that the risk assessment and mitigation process derives system-level safety requirements from a hazard and risk analysis of the ATS environment in which the system is required to operate.

· It is assumed that a necessary and sufficient set of system-level safety requirements exist, which describe the functionality and performance required of the system in order to support a tolerably safe ATS.

· It is assumed that the failure modes which the software must detect and mitigate in order to meet the system safety requirements have been identified e.g. those failure modes associated with: other systems, system-system interactions, equipments, pre-existing software and all user-system interactions.

· It is assumed that the failure modes identified include generic failures relevant to the safety related ATS application, e.g. security threats, loss of communications, and loss of power.

· It is assumed that the failure modes identified (including human errors) are representative of the operational environment for the system and workload on the system operators.

Consequently the depth of the assurance that ought to be demonstrated by the ATM software is dependent on the output of the above described activities 



5.   THE ESARR 6 SCOPE



8. WHAT SERVICES AND FUNCTIONS ARE COVERED BY ESARR 6?

ARE THE “CNS SERVICES AND FUNCTIONS” GOING TO BE COVERED BY THE ESARR 6 REQUIREMENTS?




- For the current development of ESARR 6, the scope has  been restricted to the ground component of ATM and as such, its applicability cannot be claim, unless modified and adequately assess, for the airborne or spatial component of ATM systems. ESARR 6 applies to the supporting C, N, S systems similarly like ESARR 3.

- The CNS/ATM concept as defined by ICAO is a large scale concept which aims at achieving improvements in the global aviation system, that is increasing safety of flights, capacity and flexibility of air traffic and, as a consequence, decreasing delays and operating costs. As a result, it encompasses many sectors and domains. Thus, a CNS/ATM application is generally implemented with multiple components, in satellites, aircraft systems, telecommunication networks and air traffic control systems. ESARR 6 requirement is not intended to embrace the whole ICAO CNS/ATM concept for software aspects. It is only a contribution to this achievement limited to software operated in safety related ground-based ATM systems supported by ground C, N and S functions.



6.   EATM work in support of ESARR 6



9. WHAT ARE THE EATM DEVELOPMENTS IN SUPPORT OF ESARR 6 ?



· The EATM work related to ESARR 6 is to be found in EUROCONTROL SAF (Safety Enhancement Business Unit) deliverables “ANS Software Lifecycle”
· “ANS Software Lifecycle” deliverable is covering:
· A recommended definition of ANS software lifecycle by reusing IEC/ISO12207 processes structure,
· Coverage, traceability matrices between three selected standards: ED12B/DO178B, IEC 61508, ISO/IEC 12207 and the recommended ANS software lifecycle
· Expert feedback on the use of ED12B/DO178B and IEC 61508 safety standards within specific industrial domains.
· In addition the SAF referred deliverable is covering the important definition for “SW Assurance Level” key for the applicability of ESARR 6.

· The experts that provided inputs and have progressed the of “ANS Software Lifecycle” have considered extensively during their development ESARR 6 (after 16 Draft and 6 Draft & Proposed Issues) and ED109.



7.   SW Industry available standards



10. TO WHICH EXTENT IS ESARR 6 PRESCRIPTIVE?



- Regulations through their nature are prescriptive as they mandate actions. However the style in which a regulation is phrased may be either “Prescriptive” or “Goal/Objective-based”. ESARR 6 is an “objective –based” regulation. ESARR 6 does not prescribe any specific means of compliance. It leaves the selection of compliant software assurance standards as a matter of commercial freedom to be agreed between the ATM service-provider and system manufacturer. 

- Traditionally, in many industries including ATM, safety regulation was done prescriptively, i.e. the regulator defined the rules and standards to be followed, used audit and inspection to check compliance with them, and quite commonly would issue a safety certificate to that effect. In so doing, the regulator implicitly (if not explicitly) inherited a substantial part of the responsibly from the regulatee. That required a great deal of specialist resource on the part of the regulator and was often over-constraining for the regulatee, particularly in the introduction of new processes and technologies.

- In Europe ATM, for example, recognition of these difficulties has led to a recent trend towards objective-based safety regulation in which safety is much more clearly the responsibility of the ATM service provider, the regulator’s role being mainly to ensure that the service provider discharges his responsibilities properly. The regulator sets objectives for the achievement and demonstration of safety and the service provider has to show (by argument and evidence) that he has met those objectives. The use of standards is appropriate but the service provider has to show that the standards he chooses to use are appropriate – not merely claim compliance with them



7.   SW Industry available standards cont’d



11. WHICH INDUSTRY SW STANDARDS COULD POTENTIALLY BECOME  MEANS OF COMPLIANCE?



· ESARR 6 is the ESARR with potentially a very large number of means of compliance amongst the recognised industry software standards. Those potentially are:
· IEC 61508

· IEC 12207

· ED12B/DO178B

· ED109/DO278

· ESA PSS-05-0

· DEF STAN 00-55

· CMMI 

· RUP/XP

· Etc.



8.   Detailed Questions



12. IS THE SOFTWARE SAFETY ASSURANCE SYSTEM A NEW SYSTEM?




- It must be stressed that the Software Safety Assurance System (SSAS) is not a separate management system, but is an integral part of the ATM service provider’s Safety Management System, as illustrated in Figure below.  It is the part of the SMS which deals with the identification and control of software-based risks;

- A necessary pre-requisite to the operation of ESARR 6 is a fully-functioning safety management system (SMS), as required by ESARR 3.  Within the operation of the SMS,  it is necessary to 

· first assess the criticality of those ATM functions supported by software;

· perform, in accordance with the principles of ESARR 4, a hazard and risk analysis of the ATM environment in which the system is required to operate;

· develop ATM system-level safety requirements which describe the functionality and performance required of the system in order to support a tolerably safe ATM service, and

· Identify the failure modes which the software must detect and mitigate in order to meet the system safety requirements, including generic failures such as security threats, loss of communications, and loss of power.

- Applying SMS principles to software in safety related ATM systems is achieved through the use of a Software Safety Assurance System (SSAS).



8.   Detailed Questions cont’d



13. ARE THE SOFTWARE REQUIREMENTS IN ESARR 6  DEALING EXCLUSIVELY WITH SAFETY ISSUES OR WITH OTHER ASPECTS OF ATM SOFTWARE – SUCH AS QUALITY ETC. ?



- The ATM system definition process can be divided into two separate activities. The first is system requirements definition which captures and specifies the services and/or functions to be performed by the ATM system. The second is system design which allocates system requirements to hardware, software and in certain cases, to the operator.

- The software requirements laid down in ESARR 6 are derived from System Requirements as per ESARR 4 and therefore deal exclusively with safety aspects. ESARR 6 defines or retains definitions from ESARR 4:

· Software Requirement = A description of what is to be produced by the software given the inputs and constraints, and if met, will ensure that ATM software performs safely and according to operational need.

· System Requirement = Safety Requirement derived for a System as per ESARR 4

· Safety Requirement = A risk mitigation means, defined from the risk mitigation strategy, that achieves a particular safety objective. Safety requirements may take various forms, including organisational, operational, procedural, functional performance and interoperability requirements or environment characteristics

- All above linked with the fact that ESARR 6 demands that: 

· the Software Safety Assurance System ensures that software implementation contains no function which adversely affect safety

· software requirements validity are correct and complete i.e. correctly states what system safety requirements are demanding

we have then the demonstration that software requirements in ESARR 6 are dealing exclusively with Safety Matters.

- The decision not to call software requirements as “safety software requirements”  was also determined by the fact that that all potential acceptable means of compliance (see above section 7 – question 11) are consistent in using the key term “software requirements”.

- ESARR 6 contains NO requirement in respect of the Quality Assurance of ATM Software

8.   Detailed Questions cont’d



14. WHAT EXACTLY IS UNDERSTOOD BY CORRECT AND COMPLETE ATM SW VERIFICATION ? HOW CAN WE POSSIBLY ENSURE THAT  WE HAVE ACHIEVED A COORECT AND COMPLETE VERIFICATION PROCESS ?



- Correct and complete SW verification process leads us back to the relationship between ESARR 4 and ESARR 6 and between system requirements and software requirements. 

- By correct and complete software verification process we understand that software requirements correctly state what is required of the software component by the risk assessment and mitigation process and their implementation is demonstrated to the level required by the Software assurance level. As such, the software component will remain tolerably safe as required by ESARR 4.

 - The ALAR notion is embedded in ESARR 6 from its ESARR 4 heritage. During ESARR 4 development it was concluded that ALAR is an UK specific legal concept that does not apply “ad-literam” in other European States. However an equivalent paragraph to ALAR concept is in ESARR 4 Annex A-2 page 17.

“….additional safety management considerations shall be applied so that more safety is added to the ATM system whenever reasonable”

Reading that in conjunction with ESARR 4 requirement 5.3. 

“5.3. The results, associated rationales and evidence of the risk assessment and mitigation processes, including hazard identification, shall be collated and documented in a manner which ensures:-

a.
that correct and complete arguments are established to demonstrate that the constituent part under consideration, as well as the overall ATM System are, and will remain, tolerably safe  including, as appropriate, specifications of any predictive, monitoring or survey techniques being used;

b. that all safety requirements related to the implementation of a change are traceable to the intended operations/functions. “

and with ESARR 6 Introductory part, the SRC expert group on ATM Safety (ASW) had decided not to repeat at each relevant paragraph the ALAR equivalence.


8.   Detailed Questions cont’d



15. HOW WE CAN MEET THE REQUIREMENTS SECTION 7 ON TRACEABILITY ?



“7.1. - Each software requirement is traced to the same level of design at which its satisfaction is demonstrated"

If the criticality of the software requires satisfaction demonstration at source code level for example then the software requirements for the function supported by the respective software needs to be traced to the same level (source code) and not to stop at a higher levels such as architecture. In fact this is one branch of the V&V model (for any system requirement you need to assure traceability up to the level of software requirements)

"7.2. Each software requirement, at each level in the design at which its satisfaction is demonstrated , is traced to a system requirement"

7.1 is the complement of 7.2. and is reflecting the second branch of the V&V model. If you set a software requirement at a certain moment in time make sure that you trace that back to a system requirement.

Here are some possible acceptable means of compliance to meet 7.1 and 7.2 above:

Arguments of software safety requirements' traceability shall be available to demonstrate that: 

a All hazards identified at each level in the design or in the software implementation are traceable to a defence (i.e. to a safety requirement for software, hardware or operation) or to a justification that no defence is necessary.

b The set of software safety requirements includes all software safety requirements derived or changed during the requirements determination and design processes.

c Each requirement introduced at each level in the design can be traced to the software design (SALs 4,3,2 & 1) and the source code (SALs 1&2).

d Any non-safety functions existing in the implementation cannot degrade safety.

To give confidence that the traceability records are correct and complete, arguments and indirect evidence shall be available to demonstrate that:

(a) The software safety requirements are unambiguously and consistently identified.

(b) The implementation of all software safety requirements is unambiguously and consistently identified.

(c) Traceability encompasses all pre-existing software items included in or called from the application source code

(d) Any tools used to support traceability do not corrupt the traceability structures. 

(e) Procedures or tools have been used to ensure that any loss of traceability or incorrect traceability is detected and corrected.

Any tools used to construct or maintain traceability, have been verified and validated to an appropriate level for the SW Assurance Level.



8.   Detailed Questions cont’d



16. WHAT EXACTLY IS UNDERSTOOD BY SOFTWARE ASSURANCE LEVEL (SAL) ?



- The software is an element of the system architecture, that may implement all ATM system functions/services or not (e.g. a subset of the ATM system functions or only sub-functions), as a single element or not (e.g. in case of redundant implementation). Risk reduction methods based on procedural and/or architectural techniques (also called mitigation means) are very often used to detect, mitigate and/or make software malfunctions or failures transparent. As a result, the software sometimes accounts for all or most often, part of the risk associated with the ATM system functions/services. Therefore, it shall be categorised with respect to safety, accordingly. This is done with the Software Assurance Level (SAL) described in the EUROCONTROL Safety Regulatory Requirement ESARR 6. 

- The software assurance level shall be representative of the criticality of the ATM software within the ATM system design and the operational environment.



8.   Detailed Questions cont’d



17. IS THE ESARR 6 MAPPING WITH ESARR 4 A DIRECT ONE TO ONE MAPPING? IF NOT HOW CAN THAT BE ACHIEVED ?



- The mapping between ESARR 4 and ESARR 6 is not a one to one mapping. For a System level 2 not all the software components (if any) will be level 2. Appropriate mitigations (procedural, human,  environment, additional software back-up etc) are allowed to downgrade the software assurance level to be attributed to ATM software supporting system functions.

- The mapping between the two ESARRs shall be considered when allocating software assurance levels for ATM software components. In this exercise the following it shall be considered:

· the criticality of ATM software using ESARR 4 severity classification scheme combined with the likelihood of a certain adverse effect to occur;

· the allocated software assurance shall be commensurate with the most adverse effect as per ESARR 4 taking into account the software failures but also the identified defences

· independence between components and their criticality



8.   Detailed Questions cont’d



18. WHAT IS UNDERSTOOD BY “INDEPENDENCE” IN ESARR 6 ?



- The notion of “independence” is used twice in the context of ESARR 2 for two different purposes. 

· One in the case of the criteria for the degree of assurance rigour necessary for each software assurance level. In this particular case “independence” notion is linked to the independence of the verifier from the developer (see definition for Independence = For software verification process activities, independence is achieved when the verification process activities are performed by a person(s) other than the developer of the item being verified; a tool(s) may be used to achieve an equivalence to the human verification activity.) See also requirements for software verification 

· In the second case independence is used at the level of software components. Whenever a component cannot be shown independent of another one, the software assurance level shall be allocated based on the software assurance level of the most critical amongst the two.

- Partitioning is a technique recommended by SW standards for providing isolation between functionally independent software components to contain and/or isolate faults and potentially reduce the effort of the software verification process. 

- In the SW literature independence for a software component it is understood interoperability with respect to languages, platforms, applications, tools, etc.
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